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Splunk > turn data into doing
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1. https://www.fireeye.com/blog/threat-research/2020/12/evasive-
attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-
backdoor.html

2. https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-
ja3s-24736285596

3. https://zeek.org/
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sourcetype="bro:ssl:json'" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)

| stats earliest(_time) as earliest latest(_time) as latest by ja3, ja3s, src_ip, server_name
| eval maxlatest=now()

| eval isOutlier=if(earliest >= relative time(maxlatest, '"-1d@d"), 1, @)

| table ja3, ja3s, src_ip, server_name, earliest, latest, maxlatest, isOutlier

| convert ctime(earliest) ctime(latest) ctime(maxlatest)

| sort earliest desc

New Search SaveAsw  Create Table View  Close

sourcetype="bro:ssl:json" ja3='x" ja3ds="x' src_ip IN (192.168.70.8/24)
| stats earliest(_time) as earliest latest(_time) as latest
| eval maxlatest=now()

| eval isQutlier=if(earliest >= relative_time(maxlatest, "-1ded"), 1, @)

| table ja3, ja3s, src_ip, server_name, earliest, latest, maxlatest, isoutlier

ja3, ja3s, src_ip, server_name

| convert ctime(earliest) ctime(latest) ctime(maxlatest)
| sort earliest desc

+ 38,608 events (8/11/21 6:00:00.000 PM to 8/18/21 6:56:50.000 PM)  No Event Sampling v Job~ A & 4 & Verbose Mode »
Events (38,608)  Patterns  Statistics (188)  Visualization
20 Per Page v # Format Preview v ‘T| 2 3 4 5 6 7 8 Next >
ja3# /s Ja3s# /  sicip#d /  server_name + 7 earliest ¢ /7 latest# #  maxlatest ¢ 7 isOutliers
1 3b5074b1b5d032e5620f63F3F700f foe ec74a5c51106f0419184d0dd08FbaSbC 192.168.70.19 manic.imperial-stout.org 88/17/2021 19:43:57  @8/17/2021 22:56:36  ©08/18/2021 18:56:50 1
2 3b5074b1b5d032e562065F9F700FF0e aededc6af64d08308082ad26be60767 192.168.70.227  nexus.microsoftonline-p.com 88/17/2021 19:25:81  ©8/17/2021 19:25:01  ©08/18/2021 18:56:50 1
3 5b305623f54fB37036bebf643e702c4d fafebc55eal 2b31ae17cfbTes]dafdad 192.168.70.19 www. amazon. com 88/17/2021 19:24:49  ©8/17/2021 23:12:05  ©08/18/2021 18:56:50 1
4 3b5074b1b5de3: 63F9F700ff0e b653: 3088Fe7bb997cf55d 192.168.70.19 update. lunarstiiiness.com 08/17/2021 18:40:09  ©8/17/2021 19:03:32  ©08/18/2021 18:56:50 1
5  5b305623f54f097036bebf643e702c4d 907bf 3ecef1c987caBI346b737b43ded 192.168.70.19 sb-ssl. google. com 88/17/2021 18:39:00  ©8/17/2021 18:58:31  ©8/18/2021 18:56:50 1
6  5b30562354f097036bebf649e702c4d 15af977ce25deas2b96arf fa2addb1036 192.168.70.19 update. lunarstiiiness.com ©8/17/2021 18:38:48  ©8/17/2021 19:02:35  ©08/18/2021 18:56:50 1

7. https://docs.splunk.com/Documentation/Splunk/latest/SearchReference/Anomalydetection.
8. https://docs.splunk.com/Documentation/Splunk/8.2.2/Knowledge/Aboutlookupsandfieldactions

9. https://www.splunk.com/ja_jp/resources/search-processing-language.html
10. https://github.com/mlaferrera/SEC1745
11. https://github.com/mlaferrera/SEC1745/blob/main/queries/firstseen.txt
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sourcetype="bro:ssl:json" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)

| eventstats count as total

| stats values(ja3), values(dest_ip), values(src_ip) values(total) as total count by server_
name ja3s

| eval perc=round((count/total)*100,4)

| sort + perc

New Search SaveAsv  Create Table View  Close

All time v

sourcetype="bro:ss1:json" ja3="x" ja3s="x" src_ip IN (192.168.70.0/24)
| eventstats count as total

| stats values(ja3), values(dest_ip),
| eval perc=round((count/total)*108,4)
| sort + perc

values(src_ip) values(total) as total count by server_name jads

4,884 events (6/11/215:12:01.000 PM to 8/30/21 4:51:45.000 PM)  No Event Sampling v Job v » & L ® SmartMode v

Events  Pattems Statistics (29)

Preview ¥ 1] 2  Next>

Visualization

20PerPagev  # Format

server_name * s/ ja3s® 7 values(ja3) ¢ 7 values(dest_ip) + 7 values(src_ip) ¢ s total ¢ counts percs 4
1 fls-na.amazon.com cce514751b175866924439bdbbSbba34 5b30562354f097036bebf649e702c4d 34.225.60.50 192.168.70.19 4884 1 0.0205
2 login.live.con 7d8fd34fdb13a7ff30d5a52846b6cac bd0bf25947d4a37404f0424edf 4db9ad 20.190.154.18 192.168.70.227 4884 1 0.0205
3 nav.smartscreen.microsoft.com 986571066668055a9481ch84fda634a 5b305623f54f097036bebf 649e702c4d 52.162.219.173 192.168.70.227 4884 1 0.0205
safebrowsing.googleapis. com 907bf3ecef1c987c889946b737b43de8 5b305623f54f097036bebf649e702c4d 142.250.217.74 192.168.70.19 4884 1 0.0205
sb-ss1.google. com 907bf3ecef1c987c889946b737b43des 5b30562354f097036bebf649e702c4d 142.250.217.110 192.168.70.19 4884 1 0.0205
smartscreen-prod.microsoft. com 986571066668055a9481ch84fda63da 28a2¢c9bd18a11de089ef85a160da20e4 52.162.219.173 192.168.70.227 4884 1 0.0205
unagi .amazon. com 2b1f517a72b7346c86d59ef328167d49 5b305623f54f097036bebf 649e702c4d 52.46.153.141 192.168.70.19 4884 1 0.0205
update. googleapis. com ecadb8fof3eae50309eaf901cb822d9b bdobf25947d4a3740470424edf 4dbIad 142.251.33.67 192.168.70.19 4884 1 0.0205
update. lunarstiiiness. com 15af977ce25ded52b96af fazaddb1036 5b30562354f097036bebf649e702c4d 143.244.189.78 192.168.70.19 4884 1 0.0205
10 update.lunarstiiiness.com b653c251b0ee54c3088fe7bb997cr59d 3b5074b1b5d032e56206979F 700f Foe 143.244.189.78 192.168.70.19 4884 1 0.0205
1 www.google.com 907bf3ecef1c987c889946b737b43de8 5b30562354f097036bebf 649e702c4d 172.217.14.228 192.168.70.19 4884 1 0.0205
checkappexec.microsoft. com 98657106666805529481ch84fda634a 28a2c9bd18a11de089ef85a160da20e4 52.162.219.173 192.168.70.19 4884 2 0.0410
70.37.97.229 192.168.70.227
3 client.wns.windows.com aededc6faf64d08308082ad26be60767 3b5074b1b5d032e5620769F9F 700f Foe 52.226.139.121 192.168.70.19 4884 2 0.0410
52.226.139.185
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12. https://github.com/mlaferrera/SEC1745/blob/main/queries/rarest.txt.
13. https://github.com/mlaferrera/SEC1745/blob/main/queries/anomalydetection.txt
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sourcetype="bro:ssl:json" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)

| anomalydetection method=histogram action=annotate pthresh=0.0001 src_ip, ja3, ja3s

| stats sparkline max(log_event_prob) AS "Max Prob", min(log_event_prob) AS "Min Prob'",
values(probable cause) AS '"Probable Causes'", values(dest_ ip) AS "Dest IPs", values(server_
name) AS "Server Names', values(ja3) AS "JA3", values(src_ip) as "Source IPs'" count by ja3s
| table "Server Names'", '"Probable Causes'", "Max Prob", '"Min Prob", "Dest IPs", ja3s, "JA3",
""Source IPs'", count

| sort "Min Prob" asc

New Search SaveAsv  CreateTable View  Close

sourcetype="bro:ssl:json" ja3="+" ja3s
anomalydetection method=histogram ac

" src_ip IN (192.168.70.0/24) Date time range +
nnotate pthresh=0.0001 src_ip, ja3, jals —)

stats sparkline max(log_event_prob) AS "Max Prob®, min(log_event_prob) AS "Min Prob®, values(probable_cause) AS "Probable Causes®, values(dest_ip) AS “Dest IPs”, values(server_name) AS “Server Names®, values
(j83) AS "JA3", values(src_ip) as "Source IPs" count by jals

table "Server Names", "Probable Causes", "Max Prob", "Min Prob”, *Dest IPs®, ja3s, "JA3', "Source IPs", count

sort "Min Prob" asc

~ 8,252 events (8/17/21 6:00:00.000 PM to 8/18/217:00:00.000 PM)  No Event Sampling v Job v ” & 4 * Smart Mode v

Events  Patterns  Statisties (25)  Visualization

20PerPagev  #Format  Preview v ‘T‘ 2 Next>
Server Names + #  Probable Causes 3 #  MaxProbs #  MinProbs #  DestIPs s 7/ Ja3ss s I3z 7/ SourcelPs: ~  count: #
sls.update.microsoft. com ja3s 15.2435 15.2911  20.54.89.106 7e97216fa7f4ec8c43090c6eed97c25  bdebf25947d4a37404f0424edf4dboad  192.168.70.19 2

192.168.70,227

2 storecatalogrevocation.storequality.microsoft.com  ja3s 15.2435 15.2911  104.93.156.139 35af4c8cd949535417d701ce8ad7fd2d  bdebf25947d4a37404f0424edf 4db9ad  192.168.70.19 2
23.14.171.52 192.168.70.227
3 settings-win.data.microsoft.com ja3s 14.5745 14.6221  52.137.196.217 3ffaal 393a2bf5ecfc7b6b2323452f2d  bdObf25947d4237404f0424edf4db9ad  192.168.70.19 4
52.167.17.97 192.168.70.227
4 ad.froth.ly ja3s -14.3562 -14.4038  192.168.70.227 7d8fd34fdb13a77130d5252846b6c4c  bdebf25947d4a3740470424edf4db9ad  192.168.70.19 5
login.live.com 40.126.29.5 192.168.70.227
login.microsof tonline.com 40.126.29.6
40.126.29.7
40.126.29.8
manic.imperial-stout.org ja3 -14.3577 -14.35717 Beec24176fbo05dfad19c80abT2d27c  54328bd36c14bd82ddaadcO4b25ed9ad  192.168.70.19 1

6 clients2.google.com ja3s -14.1772 -14.2248
storage. googleapis.com
update. googleapis. com

ecadbafof3eae50309eaf301cb822d%b  bdobf25347d4a37404f0424edf4dbdad  192.168.70.19 6
192.168.70.227

7 softlines-trova.s3-us-west-2,amazonaws.com ja3s -13.7452 -13.7452 7042391829091 & dbfedfd17586  5b3056237541097036bebf649e702c4d  192.168.70.19 1
8  update.lunarstiiiness.com jads -12.7091 -12.7091 5af977ce25d 6affa2addb1036  5b305623f54f097036bebf649e702¢4d  192.168.70.19 3
9 images-na.ssl-images-amazon.com ja3s -12.7891 -12.7891  184.71.132.13 5c4d139d9f 284ce5a6e4380e77c1f5¢  5b305623f54f097036bebf649e702c4d  192.168.70.19 3

m.media-amazon. com

18 web.vortex.data.microsoft.com ja3s -12.6615 -12.6615  64.4.54.254 Scac3f41e89d651cd76e799381601768  5b305623f54f097036bebf649e702c4d  192.168.70.227 Al

65.55.44.109

11 www. amazon. com ja3s -12.4295 -12.4295  104.71.134.207 cb181004a95F86696902c2919db762c7  5b305623f54F097036bebf649e702¢4d  192.168.70.19 4

Wy o7y ANEBT /T URRE™ 1

SEINFAETIL. SPLManomalydetectionI< Y FEABRL T EREZILYITYvTITF—TILIRIFET AT H—
FEWETHHELERLELIC, COIIT)—TTld. 1> rDsrc_ip. ja3. ja3sx—HHr L CRIFRDOFEERER
Z5TE L. outputlookupd V> Fa{E> TRERECSVIERDILY 2T v 7T —TILICREFELE T,

sourcetype="bro:ssl:json" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)
eval id=md5(src_dip+ja3+ja3s)
stats count by 1id,ja3,ja3s,src_ip
eventstats sum(count) as total host_count by src_ip,ja3
eval hash_pair_likelihood=exact(count/total_host_count)

|

|

|

|

| sort src_ip ja3 hash_pair_likelihood

| streamstats sum(hash_pair_likelihood) as cumulative_likelihood by src_ip,ja3
| eval log_cumulative_like=log(cumulative_likelihood)

| eval log_hash_pair_like=log(hash_pair_likelihood)

|

outputlookup hash_count_by_host_baselines.csv

14. https://github.com/mlaferrera/SEC1745/blob/main/queries/outputlookup.txt
15. https://github.com/mlaferrera/SEC1745/blob/main/queries/inputlookup.txt
16. https://github.com/mlaferrera/SEC1745/blob/main/queries/outputlookup-update.txt
YIIAF—VHEDRE 6



Splunk > turn data into doing

94 kR—)x—

Eve

100 Per Page ¥

nts  Patterns  Statistics (21)

# Format

id s
770afe2041f806c8b53b305aab1dbob5
be72583da3c8e508fc9f365f803974a9
b31b85798085467214b47684ef2bd24c
63d5ac11d5¢cd2db3027c1008808818b0
29e90bb29fb54d8cda51761dc190e0ed
5cfoe29a11dbd8ab44ad7f4adal529¢c9
7f6e8d3e4f9e79da432b468288d768d5
feded1c080a692befd172f4501467368
ce67167bb8123d0e4fd11aaf38799830
f41b8497af1e36a1370837ed43ac2c42

db609f0d7faceda2e1b0924ce?187077

Visualization

Preview v

34 ,
3b5074b1b5d032e5620f69f9f700f foe
3b5074b1b5d032e5620f69f9f 7001 foe
3b5074b1b5d032e5620f69f9f700f foe
3b5074b1b5d032e5620f69f9f 7001 foe
5b305623f54f097036bebf649e702c4d
5b305623f541097036bebf649e702c4d
5b305623f54f097036bebf649e702c4d
5b305623f54f097036bebf649e702c4d
28a2c9bd18a11de089ef85a160da29e4
54328bd36c14bd82ddaabco4b25ed9ad

bdebf25947d4a37404f0424edf 4dbSad

ja3s ¢ '
b653c251b0ee54c3088fe7bb997cF59d
aededc6faf64d08308082ad26be60767
ec74a5c5110670419184d0ddos besbe
dd638b91d791c45c599b83addf922232
€cc514751b175866924439bdbb5bba3d
15af977ce25de452b96af fa2addb1036
2b1f517a72b7346c86d59ef328167d49
907bf3ecef1c987c889946b737b43des
986571066668055a29481ch84fda634a
0eec924176fb005dfa419c80ab72d27c

eca9bsfof3eae50309eaf901ch822d9b

70

70

.70

.70

70

70

.70

.70

70

70

.70

count
s <
19 1
19 2
19 2
19 3
19 1
19 1
19 1
19 5
19 1
19 3
19 1

cumulative_likelihood

0.125 0.125 -0.9030899869919435 -0.9030899869919435
0.375 0.25  -0.42596873227228116 -0.6020599913279624
0.625 0.25 -0.2041199826559248 -0.6020599913279624
1 0.375 0 -0.42596873227228116
0.125 0.125 -0.9030899869919435 -0.9030899869919435
0.25 0.125 -0.6020599913279624 -0.9030899869919435
0.375 0.125  -0.42596873227228116 -0.9030899869919435
1 0.625 ) -0.2041199826559248

1 1 [) []

1 1 ) []

[} [] -1.041392685158225 -1.041392685158225

hash_pair_likelihood I 4

: log_cumulative_like * log_hash_pair_like ¢

Wy O Ty T TF—=TILEERLIC G, lookupAV Y REESTCOT)—%2RTLT BERT7ITET145BHELET,
lookupaA Y FICLB2DEM T —THEEY 5 HAMEIL. outputlookupZERAT 21 DED YT —DXRAAEIC
INEAEEICTEDHRBETYT, 7 ALTIE. outputlookup TBETABDF—42hbF—TILEERLIE. BE
RAASKBDEHETRERAINV MRELE LT

sourcetype="bro:ssl:json" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)

| eval id=md5(src_ip+ja3+ja3s)

| lookup hash_count_by host_baselines.csv id as id OUTPUT count, total host_count,log_cumulative_
like, log_hash_pair_like

| table _time, src_ip, ja3s, server_name, subject, issuer, dest 1ip, ja3, log_cumulative like,
log_hash_pair_like, count, total_host_count

| sort log_hash_pair_like

New Search SaveAsv  Create Table View  Close
sourcetype="bro:ssl:json" ja3="+" ja3s="+" src_ip IN (192.168.70.0/24) from Aug 17 through Aug 20, 2021
| eval id=nds(src_ip+ja3+ja3s) —
| lookup hash_count_by_host_baselines.csv id as id count, total_host_count,log_cunulative_like, log_hash_pair_like
| table _time, src_ip, jads, server_name, dest_ip, ja3, log_cumulative_like, log_hash_pair_like, count, total_host_count
| sort log_hash_pair_like
+/ 4,884 events (8/17/2112:00:00.000 AM to 8/21/2112:00:00.000 AM)  No Event Sampling ¥ © Job~ » @ L *SmartMode~
Events  Patterns  Statistics (4,884)  Visualization
100 PerPage  #Format  Preview v E‘ 2 3 4 5 6 7 8 Next >
2
s count
_time # src_ip * s ja3ss #  server_name ¢ 7/ destips < ja3% 7 log_cumulative_like + log_hash_pair_like + s
1 2021-08-19 20:10:52 192.168.70.19  ecadb8fef3eae50309eaf901cbs22ddb  update.googleapis. com 142.251.33.67  bd0bf25947d4a37404f0424edf 4dbIad -1.041392685158225 -1.041392685158225 1
2 2021-08-19 17:04:51 192.168.70.19  ccc514751b175866924439bdbbSbba34  fls-na.amazon.com 34.225.60.50 5b3056237547097036bebf649e702c4d  -0.9030899869919435  -0.9030899869919435 1
3 2021-08-19 17:04:46 192.168.70.19  2b1f517a72b7346c86d59¢f328167d49  unagi.amazon.com 52.46.153.141  5b305623f547097036bebf649e702c4d  -0.42596873227228116  -0.9030899869919435 1
4 2021-08-19 17:04:25 192.168.70.19  b653c251b0ee54c3088fe7bb997cf59d  update. lunarstiiiness.com 143.244.189.78  3b5074b1b5d032e5620f69F9F700ff0e  -0.9030899869919435  -0.9030899869919435 1
5 2021-08-19 17:02:44 192.168.70.19 15af977ce25de452b96af fa2addb1036 update.lunarstiiiness.com 143.244.189.78 5b305623f54f097036bebf649e702c4d -0.6020599913279624 -0.9030899869919435 1
6 2021-08-19 17:52:03 192.168.70.19  aededc6faf64d08308082ad26be60767  client.wns.windows.com 52.226.139.121  3b5074b1b5d032e562076979F700ffAe  -0.42596873227228116  -0.6020599913279624 2
7 2021-08-19 18:21:52 192.168.70.19  ec74a5c51106f0419184d0dd08fbosbc  manic. imperial-stout.org 161.35.19.170  3b5074b1b5d032e562076979F700ffoe  -0.2041199826559248  -0.6020599913279624 2
8 2021-08-19 19:14:36 192.168.70.19  ec74a5c51106f0419184d0dd08fboSbe  manic. imperial-stout.org 161.35.19.170  3b5074b1b5d032e5620f6979F700ffe  -0.2041199826559248  -0.6020599913279624 2
9 2021-08-19 19:41:41 192.168.70.19  aededc6faf64d08308082ad26be60767  client.wns.windows.com 52.226.139.185  3bS074b1b5d032e562076979F700ffoe  -0.42596873227228116  -0.6020599913279624 2
10 2021-08-19 17:29:32 192.168.70.19  dd638b91d791c45c599b83addf922232  vortex.data.microsoft.com 64.4.54.254 3b5074b1b5d032e5620f69F9F700f foe 0 -0.42596873227228116 3
n 2021-08-19 18:29:34 192.168.70.19 dd638b91d791c45¢599b83addf 922232 vortex.data.microsoft.com 65.55.44.109 3b5074b1b5d032e562069f9f700f foe 0 -0.42596873227228116 3
12 2021-08-19 19:29:40 192.168.70.19  dd638b91d791c45c599b83addf 922232  vortex.data.microsoft.com 64.4.54.254 3b5074b1b5d032e5620f69F9F700f foe 0 -0.42596873227228116 3
13 2021-08-19 17:46:24 192.168.70.227  678aeaf909676262acfb913ccb78a126  s1.adhybridhealth.azure.com 40.126.26.19 3b5074b1b5d032e5620f6979F700f foe  -0.3510588577642061  -0.3510588577642061 86
14 2021-08-19 17:40:25 192.168.70.227  678aeaf909676262acb913ccb78a126  policykeyservice.dc.ad.msft.net 20.190.156.66  3b5074b1b5d032e562076979F700ffe  -0.3510588577642061  -0.3510588577642061 86
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Splunk > turn data into doing RO bR—s3—

BRIC. BICBHOBREBLICH. W7 v TT—TILOBRESEHICTEHICODIT)—45RTLET, DY
T)—|%. 1DBEMoutputlookupZ T —4D BB LT TERTEET, 1o zlE. TtDoutputlookupr T
J—TI3BETHE AR LELICA. ZITlE. 7T =224 CICRIT LT BEU4ABFED DT —2 2R
ICEHET, TOIIT)—DFERZBML. BRI —A%T LICETEBRT 2 L5 ICHBZFIR L9,

sourcetype="bro:ssl:json" ja3="*" ja3s="*" src_ip IN (192.168.70.0/24)
| eval id=md5(src_-ip+ja3+ja3s)
| stats count by {d,ja3,ja3s,src_ip
| append
[| inputlookup hash_count_by host_baselines.csv]
| stats sum(count) as count by id,ja3,ja3s,src_ip
| eventstats sum(count) as total host _count by src_ip,ja3
| eval hash_pair_likelihood=exact(count/total_host_count)
| sort src_ip ja3 hash_pair_likelihood
| streamstats sum(hash_pair_likelihood) as cumulative likelihood by src_ip,ja3
| eval log_cumulative like=log(cumulative_likelihood)
| eval log_hash_pair_like=log(hash_pair_likelihood)
|

outputlookup hash_count_by_host_baselines.csv

ZOFEDERIZ. WROETHBREERBOSATH. anomalydetectiondVY Y RABRAT A AELLARTHEEHD
FHA. 1CIEL—MMIC. BRERAT2HETIE. lookupxfE-7c o) —&L D Hanomalydetection® A %1002
BRTHBZED TR TODDE LI, Flol WRELD XY D —IDYEALICE S IFHFAV R MEMBTY, Tk
Tl FFAIURREIEET D, BAOEERT7IT1 T4 A—B L TEMFICEEFNE LT

JA3s¥Sysmon'"'®

Ry bD—=0F =2 O—NIILTALIDETT—2DEAEDOEIL. BEREBICEWGEFRICMEDH 57 —5V —
ZTY, SplunkTSysmon*F— 4% INETHIE, AEPLBEEL WS TOEIERFEL T, JA3/s/\y 2 X IT
BIEDTEET, TNICED. WindowsZAt 2, JA3/s/\wi/a. server_nameZiGOMSII A A TIXT, 1o
ZIE. NERR R MCHERT T Bpowershellexe 7O R BHTI 9, COBET—X%ZINET 51213, Network
Connection Initiated1 N> F(A N> R I—R3)ZUNET 5 L5 1ZSysmon%3%7E L9, Olaf Hartong X™1Z. Sysmon
EFEVA-NATCRETAICODA—TAVT12BHEL. A -T2V —MELTWET, ChEERAT . RERT—
2 FIEeUNETETET,

Fhrcbld. BEOHEREICIAZSE SysmonDIER BT 5 7cb D2 DDA EEFFELELIC, 1 DB RICRY
FHET, SysmonT—REJA3/ Ry T —0F—4EERRLETH. LNDHERMLSplunkT—ZEFILEERLTL
i‘t},—/‘ljo

(source="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational” EventCode=3 src_ip IN
(192.168.70.0/24))

OR
(sourcetype="bro:ssl:json" ja3=* ja3s=*)

| eval src_ip=if(sourcetype == "bro:ssl:json",'id.orig_h','src_ip')

| eval src_port=if(sourcetype == "bro:ssl:json'",'id.orig_p','src_port')

| eval dest_-ip=if(sourcetype == "bro:ssl:json",'id.resp_h','dest _1ip')

| eval dest_port=if(sourcetype == "bro:ssl:json",'id.resp_p','dest_port')
|

stats values(ja3) as ja3 values(ja3s) as ja3s values(process_path) as process_path
values(server_name) as server_name by src_qip dest ip dest port
| search ja3=* ja3s=* process_path=* NOT process_path IN ("<unknown process>'")

17. https://github.com/mlaferrera/SEC1745/blob/main/queries/sysmon-simple.txt
18. https://github.com/mlaferrera/SEC1745/blob/main/queries/sysmon-multisearch.txt
19. https://docs.microsoft.com/en-us/sysinternals/downloads/Sysmon
20. https://github.com/olafhartong/Sysmon-modular
21. https://docs.splunk.com/Documentation/Splunk/latest/Knowledge/Aboutdatamodels
YIIAF—VHEORE 8



Splunk S turn data into doing
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New Search

(source="XnlWinEventLog:Microsoft-Windows-Sysmon/Operational" EventCode=3 src_ip

(sourcetype="bro:ssl:json" ja3=x jads=x)
eval src_ip=if(sourcetype

bro:ssl:json", 'id.orig_h', 'src_ip')
"bro:ssl:json",'id.orig_p','src_port')
"bro:ssl:json", 'id.resp_h', ‘dest_ip')
eval dest_port=if(sourcetype == "bro:ssl:json",'id.resp_p','dest_port')
stats values(ja3) as ja3 values(jads) as jads values(process_path)
search ja=s ja3s=x process_path=r process_path

eval src_port=if(sourcetype
eval dest_ip=if(sourcetype =

(&1t ;unknown processagt;")

+ 51,692 events (8/17/217:00:00.000 PM to 8/18/217:05:16.000 PM)  No Event Sampling v

Events(51692)  Patterns  Statisties (2)  Visualization
20PerPage~  /Format  Preview~
src_ip ¢ 7 dest_ip ¢ s dest_port ¢ ja3 s
1 192.168.70.19 143,244.189.78 443 3b5074b1b5d032e56201697 917001 e
5b305623f547@37036bebf649e702cdd
2 192.168.70.19 161.35.19.170 443 3b5074b1b5d032e5620f69f9f 7001 f0e

54328bd36¢14bd82ddaabc4b25edgad

process_path values(server_name)

(192.168.70.0/24))

server_name

Jads = ’

15af977ce 25de452b96af fa2addb1036
b653c251bee54c3088fe7bbd97cf59d

Beec924176fb005dfad19c80abI2d27c
€c74a5c5110670419184d0dde8fbosbe

src_ip dest_ip dest_port

Save As v Create Table View Close
Last 24 hours v
Job ~ » @ 4 B8 Verbose Mode~
process_path #  server_name ¢ ’

C:\Windows\System32\WindowsPowershell\v1.0\powershell . exe update. lunarstiiiness,com

C:\Windows\System32\WindowsPanerShel1\v1.0\powershell .exe manic.imperial-stout.org

C:\Windows\System32\msiexec. exe

2DBEDAEIE. T—EEFILEFRAL TN IA—I VR EZHTVWET, WINOFELERIIELCTY, 727l
FARTIE. F—HEFILEFERTS 0T —OAINMEZ R T LI,

| multisearch
[ from datamodel:Network Traffic.All Traffic

| search sourcetype="xmlwineventlog" source="XmlWinEventLog:Microsoft-Windows-Sysmon/
Operational' src_ip IN (192.168.70.0/24)

| rename app as process_path]

[ search sourcetype="bro:ssl:json'" ja3=* ja3s=*]

| eval src_ip=if(sourcetype == "bro:ssl:json",'id.orig_h','src_ip')

| eval src_port=if(sourcetype == "bro:ssl:json'",'id.orig p','src_port')

| eval dest_+ip=if(sourcetype == "bro:ssl:json",'id.resp_h','dest_1ip')

| eval dest_port=if(sourcetype == "bro:ssl:json",'id.resp_p','dest port')

| stats count values(ja3) as ja3 values(ja3s) as ja3s values(process path) as process path,

values(server_name) as server_name by src_ip dest ip dest_port

| search ja3=* ja3s=* process_path=* NOT process_path IN ("<unknown process>")

New Search

Save As ¥ Create Table View Close
| multisearch

[ from datamodel:Network_Traffic.All Traffic

| search sourcetype="xmlwineventlog" seurce="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational” src_ip

| rename app as process_path]

[ search sourcetype="bro:s
| eval src_ip=if(sourcetype ==
| eval src_port=if(sourcetype
| eval dest_ip=if(sourcetype =
|
|
|

Last 24 hours ¥

(192.168.70.0/24)

json" jad=k jads=x]
'id.orig h','src_ip')
‘src_port')

', 'dest_ip')
"bro:ssl:json",'id.resp_p', 'dest_port')
ja3 values(ja3s)
search ja3=x jals=x process_path=x

eval dest_port=if (sourcetype

stats count values(ja3) ja3s values(process_path) as process_path, values(server_name)

("&Lt;unknown processagt;")

server_name by src_ip dest_ip dest_port

process_path

+ 51,692 events (8/17/21 7:00:00.000 PM to 818/217:02:56.000 PM)  No Event Sampling v

Job » @& 4 8 Verbose Mode~
Events (51,692) Patterns Statistics (2) Visualization
20PerPagev  ~Format  Preview v
src_ip ¢ 7/ destipt ~#  destport: /  count: / a3 % s je3st 7 process_path & 7 server_name s
1 192.168.70.19  143.244.189.78 443 3 3b5074b1b5d032e5620F69F9F700FFRe 15af977ce25de452b96af fa2addb1036

C: \Windows\System32\WindowsPowerShell\v1.@\powershell. exe update. lunarstiiiness. com
5b305623547097036beb649e702c4d b653c251bdee54c 3088 Fe7bb997c59d

2 192.168.70.19  161.35.19.170 443 31 3b5074b1b5d032e5620F69FIF700FFoe

54328bd36c1 dbds2ddaadcodb25edIad

Deec924176fb05dfa419c88abT2d27c C:\W: 2\Wi
ec74a5c511060419184d0dd0BFbOSDC

hell\vi.0\powershell.exe

manic. inperial-stout.org
C: \Windows\System32\msiexec.exe

REBICL->TI. INBDIIT) =T, BEEBRAEMOH 570714 T4 DR)T7—=IETEITH EBRTIT48T+4
ORFEIITEIRVIBELHDET, TR T AIRO A ECEBRAREEDHLEERLT /T ET1ZFELTDH B,
JA3sYSysmonZFERHTE 0L —45F > TARV AT I T2 WSEWALRRLMENTLI, o,
server_name%Z BV CI 2 BEBIEEDELEZENDTICD. BRERBTIVT1ETAOARERT7 I T4 T+ 2 FHTHRE
THHEBRIIDOTLLD,
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JAZ/sH BB L TEBRT7I/T1ET452BHET DI
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E I
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L. POCRDFRINICERRRY T =0T A b
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L7ce TNHDIIT)—DREOREBETCHREFIETS
DES DL D i%if&gl ERINEFT.EDUT)—
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