
 

 

 

Splunk Enterprise Security Certified Admin (Legacy) 

The Splunk Enterprise Security (ES) Certified Admin exam is the final step towards 

completion of the Splunk ES Certified Admin certification. 

48 Questions  Professional-Level  60* Minutes 

 

*Total exam time includes 3 minutes to review the exam agreement. 

This is a legacy certification. This certification may be valuable for certain learners and organizations, but exam 

content will no longer be actively maintained or updated to reflect product changes or releases. 

Exam Content  

The following topics are general guidelines for the content likely to be included on the exam; 

however, other related topics may also appear on any specific delivery of the exam. In order to 

better reflect the contents of the exam and for clarity purposes, the guidelines below may 

change at any time without notice. 

 

1.0  ES Introduction 5% 

     1.1 Overview of ES features and concepts  

2.0  Monitoring and Investigation 10% 

     2.1 Security posture 

     2.2 Incident review  

     2.3 Notable events management  

     2.4 Investigations 

 

3.0  Security Intelligence 5% 

     3.1 Overview of security intel tools  

4.0 Forensics, Glass Tables, and Navigation Control 10% 

     4.1 Explore forensics dashboards  
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     4.2 Examine glass tables  

     4.3 Configure navigation and dashboard permissions  

5.0  ES Deployment 10% 

     5.1 Identify deployment topologies  

     5.2 Examine the deployment checklist  

     5.3 Understand indexing strategy for ES  

     5.4 Understand ES Data Models 

 

6.0  Installation and Configuration   15% 

     6.1 Prepare a Splunk environment for installation  

     6.2 Download and install ES on a search head  

     6.3 Understand ES Splunk user accounts and roles  

     6.4 Post-install configuration tasks 

 

7.0  Validating ES Data 10% 

     7.1 Plan ES inputs  

     7.2 Configure technology add-ons 

 

8.0  Custom Add-ons 5% 

     8.1 Design a new add-on for custom data  

     8.2 Use the Add-on Builder to build a new add-on 

 

9.0  Tuning Correlation Searches  10% 

     9.1 Configure correlation search scheduling and sensitivity   

     9.2 Tune ES correlation searches 

 

10.0  Creating Correlation Searches  10% 

     10.1 Create a custom correlation search  

     10.2 Configuring adaptive responses  

     10.3 Search export/import 

 

11.0  Lookups and Identity Management  5% 

     11.1 Identify ES-specific lookups  

     11.2 Understand and configure lookup lists 

 



 

 

12.0  Threat Intelligence Framework 5% 

     12.1 Understand and configure threat intelligence  

     12.2 Configure user activity analysis 

 

 

Exam Preparation   

Candidates may reference the Splunk How-To YouTube Channel, Splunk Docs, and draw from 

their own Splunk experience. 

The following is a suggested and non-exhaustive list of training from the  

Enterprise Security Certified Admin Learning Path that may cover topics listed in the above 

blueprint: 

❏ Administering Splunk Enterprise Security 

 
There are no prerequisite exams for this certification. 

Schedule this exam 

http://youtube.com/splunkhowto
https://docs.splunk.com/Documentation?_gl=1*ukykej*_ga*MTgyMzYxNTI2NS4xNjYwMDY1NjM2*_gid*OTk2MzQ4OTMuMTY2NDIxMDczNw..*_gac*Q2owS0NRandtb3VaQmhEU0FSSXNBTFljb3VxbzN5YmxnV3RrOHFFaU9ERzN2UVlqaDdhb0k3U1BoemdhV2pmaE9OZjJNOHJSSEFlNDFUa2FBbFhfRUFMd193Y0IuMTY2MzI2NDE5Mg..&_ga=2.100311510.99634893.1664210737-1823615265.1660065636&_gac=1.95419502.1663264315.Cj0KCQjwmouZBhDSARIsALYcouqo3yblgWtk8qEiODG3vQYjh7aoI7SPhzgaWjfhONf2M8rRHAe41TkaAlX_EALw_wcB
https://www.splunk.com/en_us/training/course-catalog.html?filters=filterGroup2SplunkEnterpriseSecurityCertifiedAdmin

