
 
 

 
 
 

 

 

M-26-14: Operationalizing Federal Logging 
Modernization Through Splunk  

Introduction to M-26-14 

On May 22, 2026, the Office of Management and Budget (OMB) issued Memorandum M-26-14, Ensuring Effective and 

Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats, formally rescinding M -21-31 

and establishing a new federal framework for cybersecurity logging, visibility, and operational defense.  

M-26-14 represents a fundamental shift in federal cybersecurity strategy. Rather than emphasizing large-scale retention 
of raw logs for compliance purposes, the memorandum introduces a cost-conscious, risk-based operational model 

focused on two mission outcomes: 

• Continuous Event Monitoring (CEM) 

• Threat Hunting, Investigation, Response, and Forensics (THIRF) 

M-26-14 shifts the federal conversation from raw ingest volume to data routing, tiering, and analytics. It requires agencies 

to establish Continuous Event Monitoring (CEM) using real-time analytics and Threat Hunting, Investigation, Response, and 
Forensics (THIRF) utilizing scalable, tiered storage. It also introduces a new 5-level maturity model focused on actual 

visibility and alerting outcomes rather than static data checklists for the sake of compliance.  

The Evolution of M-21-31  

Issued in August 2021 following the SolarWinds breach, M-21-31 was a highly prescriptive mandate. It required agencies 

to log an exhaustive list of data sources across four maturity tiers (EL0 through EL3) and forced a strict 30 -month 
retention policy for most log data (12 months hot/active, 18 months cold). While M-21-31 was far from perfect, it 

improved federal baseline visibility even as implementation challenges emerged over time. 

Many agencies encountered significant operational burdens associated with large-scale retention of logs that were often 
not directly relevant to the mission of defending Federal networks. For many agencies, M-21-31 became an excellent way 

to roadmap data collection and, through later Event Logging tiers, operationalization while not actually following through 

on every single requirement.  

M-26-14 directly addresses these concerns by replacing rigid logging mandates with a flexible, mission-oriented 

framework centered on operational outcomes. The new memorandum recognizes that effective cybersecurity operations 

require agencies to prioritize actionable intelligence over data collection for the sake of data collection.  

 

 

What’s new in M-26-14 

M-26-14 introduces two main mission outcomes that should be driven towards, Continuous Event Monitoring (CEM) and 

Threat Hunting, Investigation, Response, and Forensics (THIRF), both with a strong focus of identifying and later reducing 

risk in Federal networks. The memo aims to accomplish this in a few different ways:  



  

2 | P a g e  

 

Continuous Event Monitoring: Turning Telemetry into Operational Awareness  

CEM is familiar territory for Splunk. For years, agencies have used Splunk to collect, search, correlate, and operationalize 
machine data across complex environments. Under M-26-14, that foundation becomes even more important: logs must 

support timely monitoring, anomaly detection, and response through the agency SOC.  

Splunk was designed to monitor events and workloads across any network of any size, regardless of whether they are in 
the Cloud or On-Premises. The Splunk platform enables agencies to transmit diverse data types and formats through a 

centralized pipeline, supporting the operationalization of information for downstream threat analysis. Through the help of 
Splunk's Data Management Suite (Ingest Actions, Ingest Processor and Edge Processor), data administrators have 

complete control over where data can be routed based on its value to the THIRF process.  

Threat Hunting, Investigation, Response and Forensics (THIRF): From Visibility to 
Resolution  

THIRF functions as the counterpart to CEM. If CEM is where agencies collect the data, THIRF is where agencies get to use 

it. While CEM is about real-time monitoring and catching threats as they happen, THIRF is focused on the post-incident 

phase. It creates the capability to look backward after a known or suspected compromise to figure out exactly what 
happened, how the threat actors got in, what systems they moved through, and how to recover  data and operations 

effectively. 

THIRF can only be properly operationalized when agencies collect diverse data sources across data pillars and begin to 
centralize them. The most effective hunts and investigations are those that stem from context -rich alerts that present 

information quickly and efficiently for additional investigation. It enables agencies to spend less time performing manual 

correlation and more time actively hunting and remediating.   

Splunk aligns with the THIRF objectives by addressing the following memorandum objectives: 

While THIRF may be a new term for Federal Agencies, Splunk Security teams have been building an integrated security 
workflow for years using a unified Threat Detection, Investigation and Response (TDIR) platform. This idea of centralizing 

log collection, identifying threats from those logs, providing an environment to investigate those threats and creating 
methods to respond to true positives has been a core element of Splunk Enterprise Security.  

• The strict 30-month retention rule is gone. M-26-14 only requires 6 months of searchable data and 12 months 

of retrievable data. 

• The exhaustive list of required log types has been replaced by eleven outcome-based activities. Customers 

are now allowed to drop low-value data sources if they can prove they are meeting the CEM and THIRF 

objectives. 

• Expansion of the logging scope to include Operational Technology (OT) and Internet of Things (IoT) devices.  

• Alignment with CISA’s yet-to-be-released “Logging Reference Architecture” (LRA)  

• A revised Logging Maturity Model  

• (L0-L4) 

• Centralize and Map: Agencies must be able to retrieve and centralize logging data from multiple sources so 

they can accurately map out attack patterns and lateral movement.  

• Maintain Appropriate Storage: Agencies need sufficient hot and cold storage architectures to support these 

deep-dive investigations. 

• Keep Data for 12 Months: For THIRF purposes, log data must remain "retrievable" for a full year after 

creation. The memo specifically notes that retrievable data does not necessarily need to be instantly 

searchable. It just means the agency must have a mechanism to thaw or restore that data back into an 

analytics platform when an investigation kicks off.  
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Splunk Enterprise Security (Splunk ES) has been trusted by agencies across the US Federal, State, and local Governments 

to not only identify threats in complex environments, but also quickly and efficiently remediate them and their impacts. 

Whether through the lens of a Zero Trust program, an Insider Threat program or in assistance with CDM, Splunk ES can 
provide unique insights that only come with agencies aggregating logs across disparate data sources and applying a risk-

based focus.  

Strategic Impact of M-26-14’s Objectives 

Continuous Event Monitoring (CEM) and Inventory Visibility:  Regardless of the deployment model, Splunk Enterprise 

Security and the Splunk Enterprise platform provide the capabilities needed to achieve core CEM objectives. The 

foundational elements such as real-time monitoring, correlation, and alerting requirements of M-26-14 are made possible 

by Splunk's Data Management Suite and enable later operationalization. Agencies can easily sort data into different 
landing zones while still having that data be available at investigation time, all within the same platform and pipeline.   
Threat Hunting, Investigation, Response, and Forensics (THIRF):  M-26-14 encourages agencies to mature beyond static 

alerting by using advanced analytics, machine learning, and AI to improve detection quality, reduce noise, and identify 

anomalous behavior. Splunk supports this progression through capabilities such as:   

Together, these capabilities help agencies move toward more adaptive, risk-aware security operations while keeping 

analysts in control. 

Meeting M-26-14 With Splunk and Closing Thoughts 

M-26-14 builds on M-21-31’s logging framework by shifting federal agencies from foundational requirements toward 

operational use of logging data. Where M-21-31 defined maturity levels, log categories, retention, and accessibility, M-26-14 
emphasizes shared services, automation, and advanced analytics to strengthen detection, response, and recovery from 

ever-growing threats. M-26-14 empowers agencies to stop collecting data for the sake of collection and start operating with 

purpose. Splunk provides the platform to help agencies operationalize mission outcomes at the heart of M-26-14. 

For Continuous Event Monitoring, the Splunk platform enables agencies to ingest diverse data in various formats through a 

centralized pipeline for downstream threat analysis. The Data Management Suite (Ingest Actions, Ingest Processor, and 

Edge Processor) provides administrators with granular control over routing based on contained risk value.  

For Threat Hunting, Investigation, Response, and Forensics, Splunk ES delivers the centralized collection, context-rich 
alerting, and tiered storage architecture agencies need to identify risk-based threats effectively and efficiently while also 

responding quickly with the assistance of AI. M-26-14 emphasizes environment-wide risk visibility—a focus that is central to 

the design of Splunk ES.  

Whether you are On-Premises, FedRAMP Moderate, FedRAMP High or IL5, we invite all agencies to work with your Splunk 

account team to build a plan of action.  

• Exposure Analytics (EA): Automatically discover assets and users operating in your environment tying asset 

context to security events.  

• AI Toolkit (AITK): Apply machine learning and advanced analytics to identify abnormal activity and support 

detection tuning. 

• Data Science and Deep Learning (DSDL): Extend analytics with custom data science and deep learning 
models for advanced use cases. 

• Risk-based Alerting (RBA): Prioritize risk by correlating multiple signals across users, assets, and behaviors.  

• User Entity Behavior Analytics (UEBA): Identify anomalous activity across users and entities using behavioral 
baselines. 

• Splunk SOAR: Orchestrate and automate the entire investigative workflow from triage to final remediation, 

directly within Splunk Enterprise Security  


