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Enterprise organizations are facing of attack surfaces, the increasing

significant challenges around sophistication of cyber threats, and

strengthening and managing the need to comply with increasing

their cybersecurity posture. New regulatory requirements.

adversaries are using the latest

technology to increase the speed In addition, siloed data and the

and scale of their attacks, and ongoing shortage of skilled

the financial, regulatory, and cybersecurity professionals

reputational impacts are growing. make it increasingly difficult for
organizations to protect critical data

The widening gap between attack and maintain operational resilience.

sophistication and organizational
readiness stems from the expansion

Key security challenges for enterprises

e Limited visibility across data sources complicates threat
identification
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' ' ' e Outdated, reactive threat detection methods lead to longer
. attacker dwell times
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* Complexity and lack of expertise prevent organizations from
realizing the full value of their security investments

e Reliance on manual processes keeps security teams stuck in a
reactive mode

* Increasingly stringent requlatory requirements are difficult to
manage

e Keeping up with evolving threats and building a skilled security
team is a struggle

With sprawling technology stacks, Security leaders can’t hire their way
not enough people, and a lack out of these challenges. Instead, they
of the right skills, organizations need solutions that can alleviate the
create a perfect storm for security burden on their existing security
operations failure. 66% of CISOs teams and provide ongoing support
worry that cybersecurity threats to adapt and respond quickly to a

are outpacing their defenses, barrage of evolving cyber threats.

even as many teams manage an
average of 83 cybersecurity tools
with overlapping functionality and
limited integration.
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EY and Splunk: Trusted, experienced partners
for every stage of your security journey

EY offers extensive cybersecurity
experience and the deep
understanding needed to address
an organization's unigue challenges
and improve its security posture.
EY can help businesses in various
capacities, including optimizing
configurations, providing training,
and offering ongoing support to
maximize return on technology
investments.

Organizations can also rely on EY's
specialized expertise and solutions,
such as security information

and event management (SIEM)
migration, cost optimization, and
addressing requlatory Matters
Requiring Attention (MRAS).

EY and Splunk have partnered

to help organizations implement
robust data protection and privacy
strategies. By combining EY's
expertise with Splunk's advanced
security solutions, organizations
can improve the security posture
of their IT environment, including
cloud infrastructure, applications
and operational technology.

Splunk provides organizations with

comprehensive visibility across
their entire technology landscape

82%

and gives them advanced tools

for investigation and response at
scale. The Splunk platform enables
security teams to extend their data
to more use cases via the 2000+
partner and community-built apps
available on Splunkbase available on
Splunkbase or by custom-building to
their specific needs.

With a thorough knowledge of
Splunk's suite of premium apps,

EY can help customers translate
technical data into actionable
insights using customized solutions
and playbooks. EY's global reach
provides customers with up-to-date
threat intelligence and insights
into industry best practices to

help organizations stay ahead of
emerging threats.

EY can also help to increase the
return on investment for existing
Splunk customers by performing a
detailed analysis of current Splunk
usage, licensing costs, and the
efficiency of deployed Splunk tools
to identify areas where expenses can
be optimized.

of CISOs say incident reduction is the
top metric for communicating security
ROI across the business.

EY cybersecurity
services include:

Strateqgy

Maximize your Splunk
investment value

=

000

Advisory

Chart a 36-month course
to SIEM excellence

HOE

Transformation

Implement Splunk
solutions rapidly and
with reduced risk

&

Operations

Focus on your core
business while EY
experts manage your
security operations
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With EY and Splunk, your organization can:

Take a comprehensive, proactive
approach to managing and
mitigating cyber risks. EY's risk
management frameworks and
Splunk's technologies give your
organization valuable insights into
asset vulnerabilities. This enables
you to make data-driven decisions

to strengthen your security posture.

Detect, prevent, and respond

to security events faster and
more efficiently by integrating
threat management, operational
technology security, and digital
identity management.

Safeguard high-value information,
proactively identify vulnerabilities,
and automate security operations
to ensure they stay protected
while remaining compliant with
regulatory requirements.

Streamline cybersecurity programs
with EY's transformation services
and Splunk's security management
tools, which include automated
workflows and comprehensive real-
time monitoring.

With EY's deep expertise and
Splunk's advanced cybersecurity
tools, you will get:

e Foundational visibility
across your entire IT and OT
environment

* Guided insights to improve your
security posture

e Advanced automation for
united workflows and proactive
responses

EY and Splunk ensure your
organization can detect, prevent,
and respond to security events
faster while monitoring identities
across security boundaries through
enhanced analytics and automation.

How the EY and Splunk alliance can

benefit your organization

* Improve threat detection and incident response

e Streamline security operations with automations

e Ensure scalability and compliance with regulatory requirements

* Increase ROl on security investments

e Eliminate redundant tools and optimize costs

* Improve performance and gain more actionable insights

* Increase operational efficiency
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EY Splunk | Better Together

EY and Splunk partner closely to
provide innovative security solutions

and tailored services to enterprises EY and Splunk will help enterprises improve their view of
across all industries. EY leverages data across their organizations and more quickly identify
its cybersecurity expertise and deep security threats for faster response to cyberattacks. These
understanding of Splunk’s platform improved cybersecurity capabilities will help organizations
and apps to help organizations improve their long-term value to their clients.

implement, configure, and manage

their Splunk environment effectively GANESH DEVARAJAN,

while reducing costs and increasing AMERICAS CONSULTING CYBER RISK PRACTICE LEADER

productivity.

EY and Splunk help organizations
achieve and maintain a stronger
security posture and build a safer and
more resilient digital world.
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EY | Building a better working world

EY is building a better working world by creating
new value for clients, people, society and the
planet, while building trust in capital markets.

Enabled by data, Al and advanced technology,
EY teams help clients shape the future with
confidence and develop answers for the most
pressing issues of today and tomorrow.

EY teams work across a full spectrum of
services in assurance, consulting, tax, strategy
and transactions. Fueled by sector insights, a
globally connected, multi-disciplinary network
and diverse ecosystem partners, EY teams can
provide services in more than 150 countries
and territories.

All in to shape the future with confidence.
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EY refers to the global organization, and may refer to one or more,
of the member firms of Ernst & Young Global Limited, each of

which is a separate legal entity. Ernst & Young Global Limited, a UK
company limited by guarantee, does not provide services to clients.
Information about how EY collects and uses personal data and a
description of the rights individuals have under data protection
legislation are available via ey.com/privacy. EY member firms do not
practice law where prohibited by local laws. For more information
about our organization, please visit ey.com.

Ernst & Young LLP is a client-serving member firm of Ernst & Young
Global Limited operating in the US.

© 2026 Ernst & Young LLP.
All Rights Reserved.
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This material has been prepared for general informational purposes
only and is not intended to be relied upon as accounting, tax, legal
or other professional advice. Please refer to your advisors for
specific advice.

ey.com

Splunk, Splunk>, Data-to-Everything, and Turn Data Into Doing are
trademarks and registered trademarks of Splunk Inc. in the United
States and other countries. All other brand names, product names,
or trademarks belong to their respective owners. © 2026 Splunk
LLC. All rights reserved.
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