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The SIEM has moved beyond a place to simply store 
and analyze logs. It has evolved to become a modern  
threat detection, investigation, and response 
platform that acts as a centralized hub for the SOC, 
unifies security workflows, provides contextual 
security visibility, and delivers correlated and threat 
intelligence–enriched alerts.

The research comes from several IDC surveys.

In This InfoBrief

SIEM  
Security information  
and event management

SOC 
Security operations center
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SOCs Are Dealing with a Lack of Visibility  
and Too Many Alerts

n = 259; Source: IDC’s U.S. Security Operations Center Survey, December 2022

Percentage of Organizations Clearing Alerts Each Day

clear only 

65%  
of alerts,

leaving  
35%  
uninvestigated.

SOC teams find it  
impossible to get to all alerts  
with the resources they have today.

On a daily average,  
organizations with a SIEM

22%

73%–85%

19%

64%–72%

20%

51%–63%

21%

1%–50%

18%

86% or more

65.5 Mean  |  69.0 Median

Percentage of alerts cleared each day
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Traditional SIEMs Are Still Challenging, 
According to Users and Managers

n = 1,004; Source: IDC’s Worldwide Views on SIEM Survey 2024, January 2024

15%

16%

16%

18%

19%

20%

21%

23%

23%

24%

24%

28%

14%

32%Requires staff dedicated . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                                       

Lack of automation across detection and response workflow. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                              

Building data ingestion is too complex . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                 

Time-consuming investigation processes that require pivoting to multiple tools. . . . . . . . . . . . . . . . . .                 

Lack of expertise needed to fully use SIEM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                          

Ingesting all data makes SIEM too expensive. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                       

Lack of knowledge on how to respond to incidents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                             

Difficult to query/find requested data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                   

Search speed is slow. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                                             

SIEM is not providing contextual data around the alerts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                      

Reporting is not useful/has to be manually done for stakeholders. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       

Too complicated to use. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                                         

Too noisy/generates too many alerts. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                    

SIEM expert is no longer with the company. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                          

Top Challenges to Using the Full Capabilities of SIEM Platforms
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Practitioners Want to Bring In  
Data from Many Sources
Modern SIEM platforms can efficiently 
process data, analyze data where it lives, 
and correlate the data, presenting the  
SOC analyst with the information gathered.

Ensuring that the SOC is able to centralize all  
the data in a SIEM brings down the risk of failing  
to detect a threat because data was in silos. 

On average, organizations have over 100 sources 
of data connected to their SIEM. Oftentimes, when 
allowed, they want to bring in more because the 
SIEM is the starting point for security investigations. 
As seen from the challenges presented previously, 
managing data is still an issue for SOC teams.

n = 1,004; Source: IDC’s Worldwide Views on SIEM Survey 2024, January 2024

Organizations Have SIEMs Connected to Multiple Data Sources

Number of data sources connected to the SIEM

28%

11–50

23%

51–100

29%

101–200

16%

201–300

4%

1–10

110.5 Mean  |  85.0 Median
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There Is a Desire to Unify Detection, 
Investigation, and Response with Automation
Practitioners want a modern  
SIEM that can unify detection, 
investigation, and response  
because it will:

Take into account severity  
and exploitability  
when prioritizing alerts

Enrich the alerts with  
threat intelligence

Help with alert fatigue  
and the amount of time  
per investigation

n = 258; Source: IDC’s North American Cybersecurity Capabilities Assessment Framework (CCAF) Survey, August 2023

Practices Organizations Want for Speed Detection and Response

Automated threat prioritization based on  
whether a threat is exploitable in our environment. . . . . . . . . . . .           

Automated threat prioritization based on  
generic threat severity scores. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          

Periodic assessments of detection  
and response strategies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  

Automated remediation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                   

Automated grouping of interrelated alerts. . . . . . . . . . . . . . . . . . . . . . . . .

Cyberdrills. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                       

Postmortems (to help speed response  
to future incidents). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                           

Incident response playbooks. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           

Tabletop exercises. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                             30%

40%

41%

41%

42%

42%

50%

53%

53%
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Today’s SOC Teams Prefer These Features

A detection engine that can keep up with  
the pace of today’s threats

Connection to all the data sources  
the organization wants to use from the vendor

Deployment flexibility

User and entity behavioral analytics  
to find stealthy threats that trend over time

Automation built into the platform,  
eliminating the need to swivel into something else



9Table of ContentsInfoBrief, sponsored by Splunk  
November 2024  |  IDC #US52625424

The SIEM of Tomorrow  |  How SIEMs Are Evolving to Power the Modern SOC

Today’s SOC Teams Prefer These Features 
(continued)

16%

17%

18%

18%

18%

18%

19%

19%

20%

20%

21%

24%

16%

29%Real-time detection engine. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                                   

Vendor-provided connectors/SIEM that is able to connect  
to all my organization’s data sources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                    

Deployment flexibility (cloud, on premises, or hybrid) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                          

SIEM is built on cloud-native architecture. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                             

Orchestration and automation capability (SOAR) within the SIEM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        

Depth of vendor-provided content (e.g., detection rules and threat hunts). . . . . . . . . . . . . . . . . . . . . . . . . . .                          

Fast search capability. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                                            

Compatibility with adjacent IT and DevOps use cases (e.g., observability). . . . . . . . . . . . . . . . . . . . . . . . . . .                          

User/entity behavioral analytics. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                            

Log parsing/ease of log ingestion/data ingestion rate. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                          

Federated search (ability to search/analyze data stored  
in many locations without ingesting into the SIEM) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                              

Compliance capabilities/out-of-the-box compliance reports. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                

Report creation using generative AI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                                                     

Automated correlation and enrichment of data for investigation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          

Most Important Features When Considering a SIEM Platform

n = 1,004; Source: IDC’s Worldwide Views on SIEM Survey 2024, January 2024
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Essential Guidance

Automate, automate, automate.
There are too many alerts to manage, so automation  
should prioritize which are most critical.

Look for built-in automation capabilities that work 
seamlessly in the SIEM.

Many alerts may be auto-dispositioned through  
correlation with other alerts.

Choose a SIEM that allows you to: 
Ingest the data you need for visibility across your 
environment, eliminating any gaps that allow threat actors 
to go undetected.
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Essential Guidance (continued)

Look for solutions that unify detection, investigation, and response 
workflows to reduce swivel time in other platforms.

A modern SIEM doesn’t stop at data and log analysis.  
It includes capabilities across detection engineering, data federation, 
manual task automation, threat intelligence, user and entity  
behavior analytics, detection engineering, investigations that align to 
industry-standard frameworks, and case management — all built in. 

The combination of these capabilities within one  
common user interface will unify detection, investigation,  
and response workflows to reduce mean time to detect,  
reduce mean time to resolve, streamline processes,  
and provide better protection for organizations.
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