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Processld 1208
Image C:AUsers\ADMINI~1\AppDataiLocal\Tempisvchost.exe
CommandLine C:\Users\ADMINI~1\AppData\Local\Temp\svchost.exe
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EventID><Version>5</Version><Level>4</
Level><Task>1</Task><Opcode>0</Opcod
e><Keywords>0x8000000000000000</
Keywords><TimeCreated SystemTime=’2016-
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><Execution ProcessID='1664"
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Windows-Sysmon/ Operational</
Channel><Computer>FSAMUELS</
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System><EventData><Data
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LIFRESEE:

sourcetype="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational” Image=*svchost.exe
| dedup Computer

| eval TIME=strftime( time,”3Y-%m-%d %H:3M"”)

| stats first(TIME) count by Image, Hashes
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| dedup Comp
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| stats first(TIME) count by Image, Hashes
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Events (252) Patterns Statstics (3) Visualization

Image Hashes

first(TIME) count values(Computer)
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LAiEID (A values (Computer) &%, M Sysmon 0289
"computer” FEHFIHE—EREMK.

sourcetype="XmlWinEventLog:Micro
soft-Windows-Sysmon/Operational”

Image=*svchost.exe
| dedup Computer

| eval TIME=strftime( time,”%Y-%m-%d
H:%M"”)

o
o

| stats first (TIME), count,

values (Computer) by Image, Hashes
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| dedup Computer

| eval TIME=strftime( time,”%Y-%m-%d
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| stats first(TIME) count by Image, Hashes
| eventstats sum(count) as total host

| eval majority percent=round((count/
total host)*100,2)
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Image=*svchost.exe
| dedup Computer

| eval TIME=strftime( time, ”$Y-%m-
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| stats first(TIME) count by Image, Hashes
| eventstats sum(count) as total host

| eval majorityfpercent:round((count/
total host)*100,2)

| where majority percent<5
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| wemntstats sum(cout
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