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index=* sourcetype=aws:cloudtrail AllUsers
eventName=PutBucketAcl

| spath output=userIdentityArn

path=userIdentity.arn

| spath output=bucketName
path="requestParameters.bucketName”

| spath output=aclControllist path="requestParameters.
AccessControlPolicy.AccessControllist”

| spath input=aclControllList output=grantee path=Grant{} |
mvexpand grantee

| spath input=grantee

| search “Grantee.URI”"=*AllUsers

| table _time, Permission, Grantee.URI, bucketName,
userIdentityArn | sort - _time
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index=* sourcetype=symantec:* earliest=-24h
| transaction maxpause=lh Computer_Name
| where eventcount >=3 AND duration>240
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tag=web url=*

| eval list="mozilla” | ‘ut_parse_extended(url,list)’

| regex ut_domain!=""\d{1,3N\.\a{1,3\.\d{1,3\.\d{1,3}$"

| stats earliest(_time) as earliest latest(_time) as latest
by ut_domain, sourcetype

| where earliest >= relative_time(now(), “-1d@d”)

—
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index=* sourcetype=cisco:esa* OR
sourcetype=ms:0365:*:messagetrace OR
sourcetype=MSExchange*:MessageTracking OR tag=email src_
user=*

| stats count by src_user

| rex field=src_user “\@(?.*)”

| stats sum(count) as count by domain_detected

| eval domain_detected=mvfilter(domain_detected!="mycompany.
com” AND domain_detected!="company.com” AND domain__
detected!="mycompanylovestheenvironment.com”)

| eval list="mozilla” | ‘ut_parse_extended(domain_detected,
list)®

| foreach ut_subdomain_level* [eval orig_domain=domain_
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detected, domain_detected=mvappend(domain_detected, ‘<>’
o, ut_tld)]

| fields orig_domain domain_detected ut_domain count

| eval wordl=mvappend(domain_detected, ut_domain),

word2 = mvappend(“mycompany.com”, “company.com”,

“mycompanylovestheenvironment.com”)

| lookup ut_levenshtein_lookup wordl word2 | eval ut_

levenshtein= min(ut_levenshtein)

| where ut_levenshtein < 3

| fields - domain_detected ut_domain | rename orig_

domain as top_level_domain_in_incoming email wordl as

domain_names_analyzed word2 as company domains_used

count as num_occurrences ut_levenshtein as Levenshtein_

Similarity_Score

— |
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earliest=-20m@m earliest=-5m@m

| eval list="mozilla” | ‘ut_parse_extended(url,list)’

| lookup dynamic_dns_lookup domain as ut_domain OUTPUT
inlist

| search inlist=true

| table _time ut_domain inlist bytes* uri

Y
a
N
0
N
©

61




S
R P MR SRS DL 4R

E1MER
FRAREER
FRAMEREAR

BHUPF BN
HiER

REPaL

FHEE R WG ENERAARAER, BREIEEREERNZEM.
—BHREEHANNGE, et R FERSEERNIR, MMREX
PREIK PRI = A2 WA R Z LR A5 8], A BRI — M E 2
FERBRIAIKR, AERANR.

A
SR, 22 M s, ST

3]
I AR AR
FRESplunkfiBiR SR

Splunk Security Essentials
Splunk Enterprise

62




SPLEAMIZE
=)

SnfrISEhE

B, ZEEHNWindowsZ 2 BETERNBEN, FHEE LMK
T EEIT, NEEE), IFSEWindowsZ 2 HIB R,

— BN BEFRBEREIEEAN, BN ZEHBIE
22 “sourcetype=" WinEventLog:Security”  EventCode=4720 OR
EventCode=4732" REEKFOIRHN LT EEMH. =G, BRELENE
HMEIRRAR N “administrators” , NTIEF(IEEB T EMAIAR
KRTE,

wREE

th

BRI

BIRBRPIRIRE ALK 2B AMEE SRR HIR
AEFEE R MRXZBEMERN—MIREHOE, ERZE IR
HEPZHGEEMEBRZIN N HEEAKA IR
Bo MREHAMERE RABFEIE “BER” AE, NWeJsxBEM
£ AR

Y0170

HZRFROERN, KEERSEFMNSIEHF IR
- B RAR

- BIRAYE]

- BIERRKAHIBRIKS

- REERBRA

- EEHEMEXES

63




KARFZWPTESE. MREGREFENTH, WHEERNELLE
WANERESR. WRAE, WA ZEIEER S — &R, HiksH
EHTEINVBEE, BRTEEZIN AEER— MRS EZNEERMK
PSSR EPR D EAR. HZEE Z BB RIPBIF IS,

1R s 3t 38 53 WK P #S B

KHIEAEPERM TEAERAIEIES REHNEN. WIEAD X
HEESIRSHIK . HATHBIEER —MWindowsZ2HAENES,
HAPEEKFOIBEGRIKFERURAR RS HES. TENREE
EERTXNERBIENERER,

index=* source="winEventLog:Security” EventCode=4720 OR
(EventCode=4732 Administrators)

| transaction Security ID maxspan=180m

| search EventCode=4720 (EventCode=4732 Administrators)

| table _time EventCode Account_Name Target_Account_Name
Message
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index=* source=win*security user=* dest=* action=success

| bucket _time span=1d

| stats count by user, dest

| lookup gdpr_system_category.csv host as dest OUTPUT
category as dest_category | search dest_category=*

| lookup gdpr user category user OUTPUT category as user
category

| makemv delim="|" dest_category | makemv delim="|" user_
category

| where isnull(user_category) OR user_category != dest_
category

67




BRVE S AR 04

T4 25 FRBY AR P IR A

F1MER
¢ 3]
%74

TIEBIRT. EAF BFEH. EFIKF, KRERELHIRSEHERN
EEMENKFS, BIFERLUEEAHBHE R MREXEELIK .
BT M AMNLE S, BIRREN/ERRER, WEERFEENE
IEER, BEREXNKABIEIRN, WA ZREN—ETEAERERFR
VB ERKARF M ERKA TR FRE BT ERELRNZS, 7
B AR, W3R, 4R BN < LA H) A7 BBV B SR ) Eth ik 2
EERBEHURNSIE. RIETEESIME, REFJREASBE MK
P, FRIBEANK A BIPR B E1E R —BY a1 XK o

A
HRVE AT A

el

IkF#E. B RWE (RIERN)




FRESplunkfiBiR SR
Splunk Enterprise

SPLEIMIZE

FES

SNfRISEBE

HE XA HIEF A EWHE TR EERELNL S
1898, LS R USLEE IEA R S0, WERRS MWL /G
S YAE EERWIER. M8 FIHEVIRFIL N Z 2EBITNEE. 8
W SKCHEE 2 VIR REN, PR TIFEIEMEE, HEARINE
IR I3B B TR LE R EIRINBI A 15)o VEUN R R, IPFEZEF]
[EEARIBERF WA B FIRFIMEAIMIR,

wEE

th

EHBIRIR
T

SnfRImE

XEREZARAKFNRRIE, FEHBEIPHF N HELN
BEHAEAN, MATRAREMIB DRI A ERNIKFEE S, £
ENFEENEEHEESEEREIREWREHHIK .

69




15 4% 25 P %) R P ¢ R B B

fERwebHER BRE MNP HIPHIALAVITH, RS IR SR
BN T RV K P 4 SRR AR . IZMUE N BB R MR H T BB
B KA BEE I UEB THRED #H1T T HMEL, B FH
Bl HELNBEEXBERRENERURRHEMRI TIEERK
TS, BROEES W TR, NENFSHEE RT3 ERSE
B RER,

index=web-logs action=login result=failure

| stats count, sparkline as trend by src_ip | where count>5
| sort - count

| table _time src_ip trend count
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index=* sourcetype=pan:traffic OR (tag=web

tag=proxy) OR (sourcetype=opsec URL Filtering) OR
sourcetype=bluecoat :proxysg* OR sourcetype=websense*
earliest=-10m

| where bytes_out>35000000

| table _time src_ip user bytes* app uri
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index=* (source=win*security OR sourcetype=linux_secure OR
tag=authentication) user=* user!="" action=success

| lookup user_account_status.csv user

| where _time > relative_time(terminationDate, “+1d”)
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