
PRODUCT BRIEF

• Improve detection of known, unknown 

and hidden cyberattacks and insider 

threats

• �¤�¨��©��©��«¨�ª¯��¤�¢¯©ª��Ê��ª�¬�¤�©© 

by prioritizing threats and avoiding false 

positives

• Easy to use for SOC analysts, incident 

responders and SIEM administrators

Splunk® User Behavior Analytics
Detect cyberattacks and insider threats
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multi-dimensional behavior baselines, dynamic peer group analysis, and unsupervised machine learning to detect 

�¥£¦¨¥£�©���¥¨�£�©«©������¥«¤ª©�¥¨���¬���©�¢����¤��ª¥���ª���®É¢ª¨�ª�¥¤�¥¨����ª���ª���¦¢«¤¡��~}����¨�©©�©�©��«¨�ª¯�

analyst and hunter workflows, requires minimal administration and integrates with existing infrastructure to locate 

�����¤�ª�¨��ª©�

What Is Behavior-Based Threat Detection? Behavior-based threat detection is based on machine learning 

£�ª�¥�¥¢¥���©�ª��ª�¨�§«�¨��¤¥�©��¤�ª«¨�©�¥¨��«£�¤��¤�¢¯©�©���¤��¢�¤��£«¢ª�W�¤ª�ª¯�����¬�¥¨�¦¨¥É¢�¤���¤��¦��¨�

group analytics — for users, devices, service accounts and applications. The result is automated, accurate threat 

and anomaly detection.
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Splunk Enterprise, Splunk Enterprise Security (Splunk ES) and Splunk UBA work together to:

• Extend the search/pattern/expression (rule) based approaches in Splunk Enterprise and Splunk ES with threat 
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• Combine machine learning methods and advanced analytics capabilities to enable organizations to monitor, alert, 

analyze, investigate, respond, share and detect known and unknown threats regardless of organizational size or 
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Analytics-Driven Security Portfolio
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Interested in elevating your security maturity with Splunk UBA capabilities that are already part of your existing Splunk investment? 
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Streamlined Threat Workflow

Reduce billions of raw events to thousands of 

anomalies, then to tens of threats for quick review and 
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learning algorithms, statistics and custom machine 

learning driven anomaly correlations to identify hidden 
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Threat Review and Exploration
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threats are generated by the ability of machine learning 

to stitch together anomalies observed across multiple-
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User Feedback Learning

With user feedback learning, SOC teams can customize 
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Anomaly scoring rules allows security practitioners to 

provide granular and explicit feedback on individual 
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Kill Chain Detection and Attack Vector Discovery

Detect lateral movement of malware or malicious 

insider proliferation or respond to real-time detection of 

�¤¥£�¢¥«©���ª�¬�ª¯�Z������¯¤�£���¢¢¯���¤�¨�ª����¥£��¤�

¤�£��¥¨�«¤«©«�¢�}����ª�¬�ª¯[����ª��ª�����¬�¥¨���©���

�¨¨��«¢�¨�ª��©�Z������«¤«©«�¢�£����¤������©©��«¤«©«�¢�

¤�ª¥¨¡���ª�¬�ª¯[�¥¨�¦�¤¦¥�¤ª��¥ª¤�ª�¥¨��¤����ª�¬�ª¯�Z������

£�¢�¨������¥¤�¤����ª��[��¤��£«���£¥¨��


