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| spath output=aclControlList path="requestParameters.
AccessControlPolicy.AccessControlList"

| spath dinput=aclControlList output=grantee path=Grant{}
| mvexpand grantee

| spath input=grantee

| search "Grantee.URI"=*AllUsers

| table _time, Permission, Grantee.URI, bucketName,
userIdentityArn | sort - _time
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| stats count by src_user

| rex field=src_user "\@(?.*)"

| stats sum(count) as count by domain_detected
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| eval domain_detected=mvfilter(domain_detected!=
""mycompany.com'" AND domain_detected!="company.com" AND
domain_detected!="mycompanylovestheenvironment.com'")

| eval list="mozilla" | “ut_parse_extended(domain_detected,
list)®

| foreach ut_subdomain_level* [eval orig_domain=domain_
detected, domain_detected=mvappend(domain_detected, '<>'
S ut_tld)]

| fields orig_domain domain_detected ut_domain count

| eval wordi=mvappend(domain_detected, ut_domain),

word2 = mvappend('"'mycompany.com'", "company.com'",
""mycompanylovestheenvironment.com')

| lookup ut_levenshtein_lookup wordil word2 | eval ut_
levenshtein= min(ut_levenshtein)

| where ut_levenshtein < 3

| fields - domain_detected ut_domain | rename orig_domain
as top_level_domain_in_incoming_email word1 as domain_
names_analyzed word2 as company_domains_used count as num_
occurrences ut_levenshtein as Levenshtein_Similarity_Score
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index=* tag=dlp tag=incident

| stats earliest(_time) as earliest latest(_time) as latest
by user, signature

| where earliest >= relative_time(now(), “-1d@d”)
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index=* sourcetype=pan:threat OR (tag=web tag=proxy)
earliest=-20m@m earliest=-5m@m

| eval list="mozilla” | “ut_parse_extended(url,list)®

| lookup dynamic_dns_lookup domain as ut_domain OUTPUT qinlist
| search inlist=true

| table _time ut_domain inlist bytes* uri
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index=* source="winEventlLog:Security" EventCode=4720 OR

(EventCode=4732 Administrators)

| transaction Security_ID maxspan=180m

| search EventCode=4720 (EventCode=4732 Administrators)

| table _time EventCode Account_Name Target_Account_Name
Message
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index=* source=win*security user=* dest=* action=success
| bucket _time span=1d

| stats count by user, dest

| lookup gdpr_system_category.csv host as dest OUTPUT
category as dest_category | search dest_category=*

| lookup gdpr_user_category user OUTPUT category as
user_category

| makemv delim="|" dest_category | makemv delim="|"
user_category

| where disnull(user_category) OR user_category !=
dest_category
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index=web-logs action=1login result=failure

| stats count, sparkline as trend by src_ip | where count>5
| sort - count

| table _time src_ip trend count
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index=* sourcetype=pan:traffic OR (tag=web
tag=proxy) OR (sourcetype=opsec URL Filtering) OR
sourcetype=bluecoat:proxysg* OR sourcetype=websense*
earliest=-10m

| where bytes_out>35000000

| table _time src_1ip user bytes* app uri
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index=* (source=win*security OR sourcetype=linux_secure OR
tag=authentication) user=* user!="" action=success

| lookup user_account_status.csv user

| where _time > relative_time(terminationDate, "+1d")
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