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Onboarding Part 1: Setting the Foundation

) e Begin your Splunk training with our FREE EDU Starter Path for Security
Sign up for e Learn (Splunk) and earn (swag)! Read about the Splunk learning
free EDU rewards program

courses

e Sign-up here!
e Join the #security slack channel for real time troubleshooting
Join the e Head to Splunk Answers for crowd-sourced guidance

Splunk
Community

e Explore use cases tied to your business goals via _Use Case Explorer
e Access more Enterprise-Security use cases via Use Case Library and

the free Splunk Security Essentials app.

Identify the
security use
case

e Explore product tours to learn about key features.
o Enterprise-Security
m Mission Control
o SOAR
o User Behavior Analytics
o  Splunk Attack Analyzer
e Check out the step-by-step guide for Getting Started with Splunk

Security!
o  Enterprise Security: Getting data ready

o  SOAR: Setup and Configure

Get your basic
settings ready
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https://www.splunk.com/en_us/training/free-courses/overview.html#splunk-security
https://www.splunk.com/en_us/training/splunk-learning-rewards.html
https://www.splunk.com/en_us/training/splunk-learning-rewards.html
https://community.splunk.com/
https://splunk-usergroups.slack.com/archives/C1S5BEF38
https://community.splunk.com/t5/Splunk-Premium-Solutions/ct-p/premium-solutions
https://www.splunk.com/en_us/products/tours/enterprise-security-tour.html
https://www.splunk.com/en_us/products/tours/mission-control-tour.html
https://www.splunk.com/en_us/products/tours/soar-tour.html
https://www.splunk.com/en_us/form/splunk-uba-interactive-demo.html
https://www.splunk.com/en_us/form/attack-analyzer-tour.html
https://lantern.splunk.com/Security/Getting_Started
https://lantern.splunk.com/Security/Getting_Started
https://lantern.splunk.com/Security/Getting_Started/Identifying_Splunk_Enterprise_Security_use_cases_and_data_sources?mt-learningpath=esstart
https://lantern.splunk.com/Security/Getting_Started/Setting_up_and_configuring_SOAR?mt-learningpath=soarstart
http://lantern.splunk.com/@go/cid/uceS
https://www.splunk.com/en_us/resources/videos/splunk-enterprise-security-use-case-library.html
https://lantern.splunk.com/@go/page/6474

Onboarding Part 2: Getting Value from Splunk

e Enterprise Security
o Investigating and monitoring suspicious events using ES

dashboards
Set up o Activate Mission Control to streamline your SOC process
high-value o Enable Risk-based Alerting to prioritize alerting and shorten
features response time
e SOAR

o Get started with Apps. See what’s available.
o  Use playbooks to automate security actions at machine speed
o Use ano-code/low code visual playbook editor
e User Behavior Analytics (UBA)
o Get Started

o  Assess Security Posture
o  Security Analyst Workflow

e Get security research and alerts for high-profile
security incidents from SURGe
e Make the most of out-of-the-box security content
developed by the Splunk Threat Research Team:
o View the full repository of detections, use

Check out
Security

Content cases, and playbooks
o Read the team’s blogs to learn how to use

this content to respond to the latest threats
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https://docs.splunk.com/Documentation/ES/7.2.0/User/Domaindashboards
https://docs.splunk.com/Documentation/ES/7.2.0/User/Domaindashboards
https://docs.splunk.com/Documentation/MC/Current/Service/SplunkMissionControlService
https://docs.splunk.com/Documentation/ES/7.2.0/RBA/Overview
https://www.splunk.com/en_us/resources/videos/splunk-soar-feature-video-apps.html?locale=en_us
https://splunkbase.splunk.com/apps?page=1&filters=product%3Asoar
https://www.splunk.com/en_us/resources/videos/splunk-soar-feature-video-playbooks.html
https://www.splunk.com/en_us/resources/videos/splunk-soar-feature-overview-visual-playbook-editor-input-playbooks.html
https://docs.splunk.com/Documentation/UBA/5.3.0/User/Home
https://docs.splunk.com/Documentation/UBA/5.3.0/User/Threats
https://docs.splunk.com/Documentation/UBA/5.3.0/User/SOC
https://www.splunk.com/en_us/surge.html
https://www.splunk.com/en_us/surge/threat-research.html
https://research.splunk.com/
https://www.splunk.com/en_us/blog/author/secmrkt-research.html#author-name

Onboarding Part 3: How do I keep learning?

Sign up for key
communications

Get real time
guidance

Prescriptive
Adoption
Motions

More
advanced
training
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Sign up for “Product News and Announcements” to stay current on key
product updates.
Attend “Tech Talks” - highly technical, practitioner-focused webinars

o  Sign-up here to receive notifications of new “Tech Talks”

o  Enjoy our library of On-Demand Security “Tech Talks”

Security Workshops (virtual, in-person, or on-demand?)
Community Office Hours - live, hands-on help in a small group format

Follow these prescriptive adoption motions as you continue
to mature on your path to digital resilience with Splunk:
o  For Enterprise Security:
m Data sources and normalization
m  Security monitoring with correlation and
content
o  For SOAR:
m  Incident Management
m Automation and Orchestration

If you’re looking to take the next step in your Splunk training, check out
our more advance EDU Course

Watch past .conf sessions to get more inspiration from our Security
experts and guest speakers


https://community.splunk.com/t5/Product-News-Announcements/bg-p/ProductNewsAnnouncements/label-name/splunk%20observability%20cloud
https://discover.splunk.com/TechTalks.html?_gl=1*1r80f7v*_ga*MTEwNTE4NjU4OS4xNjk3MTQyMTI4*_ga_GS7YF8S63Y*MTY5ODg2NzMxNy42Ny4wLjE2OTg4NjgwMjYuNjAuMC4w*_ga_5EPM2P39FV*MTY5ODg2NzAyOS4xNDA0LjEuMTY5ODg2ODE0Ni4wLjAuMA..&_ga=2.158950586.1487871004.1698849282-1105186589.1697142128
https://community.splunk.com/t5/Splunk-Tech-Talks/bg-p/splunktechtalks/label-name/devops
https://www.splunk.com/en_us/about-us/events.html?filters=filterGroup3Security
https://community.splunk.com/t5/Community-Office-Hours/ct-p/CommunityOfficeHours
http://lantern.splunk.com/@go/cid/SAM-Normalization
https://lantern.splunk.com/@go/page/6358
https://lantern.splunk.com/@go/page/6358
https://lantern.splunk.com/@go/page/6320
http://lantern.splunk.com/@go/cid/SAM-Automate
https://conf.splunk.com/watch/conf-online.html?search.track=1603489897247001pj0I&search.track=1603491507324001qJsY&search.track=1603489943024001NqxM

