Building a better
working world

gy Iy s vyl S 7T

byt Y
" - v[ﬂ»ﬁ""'""' igh

Innovation, industry
iInsight, skills and
experience

EY-Splunk strategic alliance brief




14

Together, Ernst & Young LLP and Splunk will help enterprises improve their
view of data across their organizations and more quickly identify security threats
for faster response to cyber attacks.

— David Burg, EY Americas Cybersecurity Leader

The EY-Splunk alliance combines the trusted EY experience and thought leadership with Splunk’s
market-leading data analytics platform to enable our clients to ask better questions, find better

answers and bring data to every decision in their organizations.

EY Cybersecurity and Technology service offerings enable trust in systems, design and data,
So organizations can take more risk, make transformational change and enable innovation with

confidence.

We have a dedicated Splunk practice group with a proven methodology and ability to scale
rapidly to meet client needs. We also have extensive engagement experience with Splunk
platforms and products and familiarity with enterprise-scale deployments for Fortune 500
companies. And we have earned more than 190 Splunk certifications globally.

v/ Data platform

v/ Cloud and enterprise

v/ Data stream

v/ Security

v/ Mission control

v/ Phantom

v/ User behavior

v T intelligence

v/ Machine learning
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Gartner cited Ernst & Young LLP as a lead

"representative” provider of managed
detection and response (MDR) services.

We can enhance services and solutions
built on Splunk to:

» Support new customers with quick wins
and successes

» Increase the return on investment for
existing Splunk customers

» Demonstrate value to the business while
creating cost savings

» Maintain impactful relationships with customers

> We are embedded with clients
The EY team works with more than 200 clients in
150 countries across all sectors. With knowledge of
our clients’ environments and cyber experience, we
have developed accelerators and proven use cases for
Splunk.

> We innovate to create opportunities
The EY-Splunk innovation lab, which is based on real
client needs, helps us expanding a client’s existing

Splunk platform to realize full capabilities and value.

>

Why and how
we add value to

Connected and
Scalable

We drive value through transformation

We enhance our clients’ ability to adapt and sustain
their businesses through forward-looking Splunk
solutions, providing long-term value creation.

We reimagine industry with ideas and
technology

With more than 11,000 people working on
cybersecurity and IT risk, our industry insight and
Splunk experience enable us to reimagine the
industries we support.
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Splunk-related services provided

Data to everything
Combining EY industry knowledge with our Splunk experience to
create data-driven solutions

Data analytics
Creating insight into a customer’s environment through data,
from the supply chain, to health care, to security

Security incident and event management (SIEM)
Providing data visibility to recognize and react to threats: health
checks, transformation and use case development

Security orchestration, automation and response
(SOAR)

Creating cyber intelligent automation through strategy,
development and playbook implementation

Managed services
Accelerating and sustaining cybersecurity operations by
providing a team of experienced cybersecurity practitioners
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In the “Forrester Tech Tide: Zero Trust Threat Detection

and Response" report, Ernst & Young LLP was named
as a notable vendor of MDR services.

EY SOC-in-the-box provides a centralized, robust and simple way to quickly gather, analyze and secure
massive amounts of data from multiple sources to confirm security and business resiliency.

EY security solutions built on Splunk SOC-in-the-box

Compliance Incident investigation and forensics Security monitoring

System, organization and controls (SOC)

. Advanced threat detection Incident response
automation

Our reach and industry knowledge, coupled with our Splunk capabilities and experience, enable us to
quickly innovate and create meaningful and solutions across sectors.

EY industry solutions built on Splunk | Data to everything

Medical clinic operations, COVID-19 tracking

Financial fraud inventory use and device tracking

Retail real-time inventory analysis and
management

Industrial IT, OT, loT capacity, monitoring

Workplace analytics and detection

We have developed several field-proven Phantom accelerators to support customers in saving time and
money within their security operations centers.

EY Phantom accelerators | Automation

EY Cyber Automation Process Framework | Phantom return-on-investment ) .
(APP) calculator SIEM-SOAR agile methodology

SOAR metrics and dashboards

Use case and utilities function library Reusable SOAR road map for reporting
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Forrester cited Ernst & Young LLP as a

Strong Performer of MDR services.

EY Cybersecurity managed services

EY Cybersecurity managed services (CMS) accelerates and sustains our clients’ cybersecurity operations capabilities by
providing a team of highly experienced practitioners who deliver leading practice methodologies, processes and enabling
technologies to help our clients reduce their cybersecurity risk.

Cybersecurity IAM TDR PAM
managed Identity Threat Privileged
services and access detection and access
management response management
VM DPP eGRC AS
Vulnerability Data protection Enterprise Application
, governance, .
management and privacy risk and security
compliance
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Global Client Service Provider North America SIEM Leader Managed Services Leaders
Jeff Balentine Tony Pierce Chris Crevits
Principal Senior Manager Partner

Prakash Sathyanarayanan

Global Alliance Ecosystem SOAR Leader Senior Manager
Relationship Partner Robb Mayeski
Suzanne Hall Senior Manager

Principal Financial Services Leader

Gregory Griffin
Managing Director

Global Alliance
Relationship Director

Kanitha Sar
Senior Manager

EY | Building a better working world EY refers to the global organization, and may refer to one or more, of the

. . . member firms of Ernst & Young Global Limited, each of which is a separate
EY exists to build a better working world, legal entity. Ernst & Young Global Limited, a UK company limited by guarantee,
helping to create long-term value for does not provide services to clients. Information about how EY collects and
clients, people and society and build uses personal data and a description of the rights individuals have under data
trust in the capital markets. protection legislation are available via ey.com/privacy. EY member firms do not

. practice law where prohibited by local laws. For more information about our

Enabled by data and technology, diverse organization, please visit ey.com.
EY teams in over 150 countries provide

trust through assurance and help clients Ernst & Young LLP is a client-serving member firm of Ernst & Young Global

Limited operating in the US.
© 2021 Ernst & Young LLP. All Rights Reserved.

grow, transform and operate.

Working across assurance, consulting,

law, strategy, tax and transactions, EY 2107-3836639

teams ask better questions to find new ED None

answers for the complex issues facing This material has been prepared for general informational purposes only and

our world today. is not intended to be relied upon as accounting, tax, legal or other professional
advice. Please refer to your advisors for specific advice.

ey.com
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