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BEA strives to be on the cutting edge of technology, and had been relying on
Splunk Enterprise Security for over a decade to monitor its on-premises
infrastructure. When it then sought to standardize security information and

event management (SIEM) across all its international branches, BEA partnered
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Centralization boosts efficiency and productivity and response

“An in-country SIEM system is now up and running within a month,” says Stephen
Leung, head of the information technology and fintech development department
at BEA. “It would previously take months just to set up the infrastructure.”

With global visibility at its fingertips, BEA's Hong Kong IT team can now pull security data from anywhere in real
time. Before, the in-country teams needed to build their own SIEM system for security monitoring and analytics,
then ping the Hong Kong headquarters with security-related inquiries. Now the head office easily shares a
Splunk dashboard with every subsidiary. This gives each team full visibility into its security posture, keeps up
with the dynamic threat landscape and proactively resolves issues before they become major problems.
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Automation eases the burden and improves agility

They say an ounce of prevention is worth a pound of cure — and that’s

certainly true in security. Splunk SOAR, which orchestrates and automates

incident investigation and response, helps BEA's security analysts address every alert easily and proactively avoid potential
issues with real-time situational awareness and timely threat intelligence. They are also freed up from repetitive, manual
workflows so they can focus on more strategic initiatives and mission-critical objectives.

“On one hand, the actionable insights generated with Splunk help us make smarter security-related decisions. On the other
hand, they allow us to maintain a stable operation across geographical boundaries and around the clock,” says Leung. On a
practical level, Splunk helps BEA become more resilient in three ways: troubleshooting in real time, evolving with the threat
environment and staying agile in the cloud environment — all creating better banking experiences for BEA's customers.

Pushing forward the frontiers of digital resilience

Through the years, BEA has been dedicated to driving fintech innovation. Splunk has helped the company set a good
example, becoming one of the first financial institutions in Hong Kong to take its SIEM to the cloud.

“Digital resilience is an integral part of our fintech strategy,” says Leung. “We strive to strengthen cybersecurity while
fostering an innovative culture to thrive in the ever-changing digital world. With Splunk, we manage to enhance automation
for effective monitoring and patch deployment, while continuing to optimize security orchestration — streamlining threat
detection and responses.”

Looking forward, Splunk Cloud Platform also offers BEA the flexibility to drive future growth. Because Splunk’s SIEM solution
is built with cloud-native technologies in mind, it is constantly kept up to date with the latest features and can scale on
demand to match BEA's usage patterns. For BEA, the journey has just begun — and Splunk will continue supporting them
every step of the way.

Download Splunk for free or get started with the free cloud trial. Whether cloud, on-premises, or for large or small teams, Splunk
has a deployment model that will fit your needs.
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