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Forward-
looking
statements

This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities
Act of 1933, as amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of
historical facts are statements that could be deemed forward-looking statements. These statements are based on current
expectations, estimates, forecasts, and projections about the industries in which we operate and the beliefs and

assumptions of our management based on the information currently available fo us. Words such as “expects,” “anticipates,”
“targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,” “seeks,” “estimates,” “continues,” “endeavors,”
“strives,” “may,” variations of such words, and similar expressions are intended to identify such forward-looking statements.

In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business plans, initiatives, and
objectives; and (3) our assumptions and expectations, including our expectations regarding our financial performance,
products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These
forward-looking statements are not guarantees of future performance and involve significant risks, uncertainties and other
factors that may cause our actual results, performance or achievements to be materially different from results, performance
or achievements expressed or implied by the forward-looking statements contained in this presentation. Readers are
cautioned that these forward-looking statements are only predictions and are subject to risks, uncertainties, and
assumptions that are difficult to predict, including those identified in the “Risk Factors” section of Cisco’s most recent report
on Form 10-Q filed on February 20, 2024 and its most recent report on Form 10-K filed on September 7, 2023, as well as the
“Risk Factors” section of Splunk’s most recent report on Form 10-Q filed with the SEC on November 28, 2023. The forward-
looking statements made in this presentation are made as of the time and date of this presentation. If reviewed after the
initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise, it may not contain
current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking
statements for any reason, except as required by law.

In addition, any information about new products, features, functionality or our roadmap outlines our general product
direction and is subject to change at any time without notice. It is for informational purposes only and shall not be
incorporated into any contract or other commitment or be relied upon in making a purchasing decision. We undertake no
commitment, promise or obligation either to develop the features or functionalities described, in beta orin preview (used
interchangeably), or to include any such feature or functionality in a future release. The development, release, and timing of

any features or functionality described for our products remains at our sole discretion.
s

Splunk, Splunk> and Turn Data Into Doing dre trademarks and registered trademarks of Splunk LLC in the United States and
other countries. All other brand names, product names or trademarks belong to their respective owners.

© 2025 Splunk LLC. All rights reserved.
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Agenda

The SOC Journey Begins

SOC Project Kickoff: From Idea to
Impact

People Make the SOC

Anatomy of a Cyberattack and
Detection Engineering

Powering the Future SOC
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The SOC Journey
Begins
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PROMPT: Generate payload for exploit
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Il heise Online heise+ entdecken

Claude: Al chatbot used for cyberattack on
Mexican government

An unknown cybercriminal is using Anthropic's Al chatbot to infiltrate Mexicq

government networks. This follows a worrying trend.

Cyber
Security
News

¥ Claude

Hacker Jailbreaks Claude Al

to Write Exploit Code Steal Government Data

& )

BB

P, ==+

- s Y
Summif 2026 - Frtom.Zero to FutumessOC - M
— = —N

e —

—

A hacker exploited Anthropic's Claude Al chatbot over a month-long
campaign starting in December 2025, using it to identify vulnerabilities,
generate exploit code, and exfiltrate sensitive data from Mexican
government agencies. The operation spanned from December 2025 to
early January 2026, with the hacker crafting Spanish-language
prompts to role-play Claude as an “elite hacker” in a simulated bug
bounty program. Claude'’s outputs included reconnaissance scripts for
network scanning, SQL injection exploits, and credential-stuffing
automation tailored to outdated government systems.
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AI is reshaping the threat landscape

AI-Generated Malware AI-Augmented
and Exploits Reconnaissance
AI-Enhanced Social Autonomous Attack

Engineering Chains
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SOC Project Kickoff:
From Idea to Impact
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The 3 Pillars of SOC
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You need a Security Program

What are you
protecting?

From What?

- Why?

If you Don’t?
Compliance /
regulatory

requirements?
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A Charter for Your Security Program

“what?” “from what?” “if you don’t?” “how likely?”
Asset Inventory, Vulnerabilities, .
Architecture Threats. RIS Likelihood
Risk Impact Likelihood
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Continuous Monitoring as Security Program

Respond and Review Define and Predict

Establish risk, vulnerability,

Mitigate as needed, review findings and
create hypothesis.

make recommendations for next cycle

Continuous
Monitoring

for Security Establish and

Analyze and Report
] Architect
View data and results, search

based on hypothesis Establish frequency,

determine requirements.

Implement and Collect

Add assets, identities, sources,
dashboards, searches and reports
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Splunk Best-Practice Delivery Model for SOC Projects

Plan & Prepare Analysis & Design _ Validate

PrOJec'r Methodology and PY SIEM Architecture Workshop Implementation of agreed PY Execute agreed validation ° Complete Project Closeout

ongoing cadence ) e Solution Design SIEM solution ) plan Checklist
e Agree Deliverable Ou.'rllne A RBA Design ° Monitor progress against plan ~ Remediate agreed issues A Project Sign Off
* o ndcgreedelvEN g pesign Documentation S Implement Contation
e Project rampupand e  Detailed Project Plan Searches

resourcing ° Implement RBA

Splunk Splunk ES/SIEM  Splunk Project
Design sign-off Sign-off

Sign-off

SPLUNK
Enterprise
Security
Basic
Setup

Month 1 I:/Ion'rh 2 Month 3 Month X
' 11 N ) 3 ‘ :
. 11 : ' s

I EE e
Splunk/
Customer

Splunk Customer L
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Success Factors and Pitfalls

Plan realistically
Realistic milestones and
project outcome

Proactive project planning
Lock scope & success criteria

Stakeholder management Outcome-driven tracker
Define Responsibility’'s and Assign actions, visualize
Boundaries critical path

“A project moves fastest when its manager listens
hardest - to the people who build it.”
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The SOC Maturity Journey

Step 2: Walk -
Monitoring &
Detection

Step 1: Crawl -Data <L
Collection & T oo

Ingestion Y 4

v Log aggregation and retention
@ v Enhancing with Threat
Intelligence
< Custom use cases
\_/ < Custom dashboards

 Prevention Focused

« Firewall and Endpoint Security
+ Manual Remediation

< Standard use case focused

) platform

KKKKL

Step 3: Run -
Investigation &
Response

Step 4: Fly -

Optimization &

Automation

B\

=%
IDI
..

Alert Prioritization
Threat hunting

Custom reporting
Needing faster responses
Deeper analysis and
context

X CEEN

&

-

Behavioral analytics
User Anomalies
Expanding use cases

Adversarial Simulation

Insider Threat
detections

Level 5 Security Operations
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The SOC Maturity Journey

Step 1: Crawl -Data
Collection &
Ingestion

N

+ Core Splunk ’

v Splunk Security Essentials app
v InfoSec app

< Cisco XDR

Step 4: Fly -

Optimization &

Automation
Step 3: Run -
Investigation &
Response
Step 2: Walk - — =
Monitoring & T2
Detection |D| -
\/ v Splunk Behavior
ﬁnqufics: 5 C
< Automations & Case
Ny j gglﬂﬂt gEIAopp g/lgzggemen‘r within
« Compliance Essentials lunk f
v Splunk Attack Analyzer v Splunk app for O/T
\/ v Sglunk Asset and RYsk v Splunk app for Fraud
Intelligence (ARI)
/ SOAR
« Splunk Enterprise Security (ES)
v Splunk TIM
+ Content Update (ESCU)
< SA-Investigator APP
platform .

Level 5 Security Operations

>l
<
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People Make the
SOC
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SOC Roles and Responsabilities

i 4—[ Security Tools ]

. \ 'Invasti te Notable
Tier 3 ot

Tier 2 : |
i Create and test detections &8¢  Evaluate &
A {N.D'tamlas) P . F Threat
Tier 1 | LA B
- A
' Choose and Implement security Work with admins to get data,
= tools and solutions CEZ LI S
into ih'a SIEM
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Splunk Learning Paths & Certifications

Success paths based on

Splunk Core Certified User Splunk pl‘OdUCT and role

Splunk Core Certified Power User

Recommended sequence
Splunk Core Certified Advanced Power User of courses

Splunk Enterprise Certified Admin

Splunk Enterprise Certified Architect

Splunk Enterprise Security Certified Admin

Splunk Certified Cybersecurity Defense Analyst

Splunk Certified Cybersecurity Defense Engineer

Splunk SOAR Certified Automation Developer
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https://www.splunk.com/en_us/training/certification-track/splunk-core-certified-user/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-core-certified-power-user/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-core-certified-advanced-power-user/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-enterprise-certified-admin/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-enterprise-certified-admin/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-enterprise-certified-admin/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-enterprise-certified-architect/overview.html
https://www.splunk.com/en_us/training/certification-track/splunk-certified-developer/overview.html

Splunk for Security Workshops

UBA Hands-On

Enterprise Security
(ESHO)

AWS Hands-On

SSE (Security
Essentials)

Monitoring K8s

Building Correlation
Searches

Insider Threat
Hands-On

SOAR Hands-On

GCP in Splunk

Splunking the
Endpoint

Splunking for Fraud

Advanced APT
Hunting

Security Lunch n’
Learn

Security Operations
Suite Hands-On

L]

Hunting in the MS
Cloud

Investigating with
Splunk

Risk Based Alerting
Hands-On

Threat
Hunting an APT: A
New Adversary

Boss of the SOC - Competition
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Splunk Enterprise/Cloud

. Enterprise Security

SOAR

UBA
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SOC is fully owned and operated
by the organization located in a
central facility with a possible
backup side for high availability.

Internal SOC

Different SOC Types

Hybrid SOC

SOC is either owned by the
organization and do not have a
physical location (REMOTE) or a
3rd party is hired to do dedicated
monitoring of the environment
(Virtual)

A Managed Security Service
Provider (MSSP) offers SOC services
to organizations, allowing them to
outsource their security operations.

Managed SOC
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Anatomy of a

Cyberattack and
Detection

Engineering
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Cyber Kill Chain by Lockheed Martin

Reconnaissance: Attacker gathers info on the target.
Weaponization: Malware is developed or customized.

Delivery: Malware is delivered (e.g. via email or
exploit).

Exploitation: Payload is executed on the target.

Installation: Malware installs a backdoor or persistent
access.

Command & Control: Remote access is established.

Actions on Objectives: Data theft, destruction, or
ransomware.

The earlier an attack is detected in the chain, the
easier and cheaper it is to stop.

Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



Tactics, Techniques and Procedures

The Pyramid of Pain

Maximize attacker pain: operate at the
top (TTPs = Tactics Techniques and
Procedures)

> Tough!

> Challenging
Layers (lowNhigh): Hashes N IPs N
Domains N Artifacts N Tools N TTPs

> Annoying

Low levels = easy to swap, minimal
impact

> Simple

Focus on behavior/TTP-
based detections and hunting

Easy

o— Trivial

© 2025 SPLUNK LLC Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer
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DOWN

How to find the right Content

1. Do a Risk assessment - understand your
organisations Resiliency needs

2. Engage Stakeholders early in the process
3. Identify and prioritize Use Cases

4. Identify and prioritize Data Sources

Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



Leverage MITRE ATT&CK

" Privilege Credential . Lateral Command and
layer X layerl X new tab X + Access Movement  Collection ont
A yin [kccount optcadon
e-Middle | Discovery i Exfitation
e, Data Transfer Siza Limvis  Data Destruction
" i | Exitation Over Data Encrypted for
PowerShell . LLMNRNBT-NS  [File Transte ernative Protocol s, Impact
Sotuig and Setgid | Satukd and Setgid " Protc e Mo
[ Initial Access Execution Persistence Privilege Escalation Defense Evasion 2:5:;;¢ s |sudoand sudo Koyt Encrypies E s
10 techniques 8 techniques 11 techniques 16 techniques 23 techniques 14 techniques 45 techniques Soctor Losen fpcces ok - . m-“m o« 5117'37.33?
Active Scanning 1l Acquire Access Content Injection Cloud Administration Account Manipulation Il Abuse Elevation Control Abuse Elevation Control Mechanism ) Exeoution gy Siina NS oo
Command Mechanism e y o o
Gather Victim Host w Acquire Drive-by Compromise BITS Jobs :;m E.Q"""?&'nnm = n-nsmm« Deta
Command and Scripting 0 Access Token Manipulation Access Token Manipulation n .'::';‘:m P EEER ‘"“4"9 o 2 Prot Manipulation
Compromise Accounts I Exploit Publlc-Facmg Interpreter ) Boot or Logon Autostart 0 Inter-Process " - . uessing Group Policy Discovery
Gather Victim Identity Information |y Application Execution 4 | BITS Jobs Commuication s | Kermst oddes e B Encodng
Compromise Infrastructure n Container Administration Account Manipulation Component Object - ning. ‘Standard Other
| External Remote Services Command Boot or Logon Initialization | Build Image on Host Madel L3ASS Drive e = (Encodieg e Machan iy
Gather Victim Network W i Scripts Boot or Logon Autostart ‘ Dynamic Data Port Monitors Desktop Collect 3 Exfiltration Over
Information Develop Capabilities Il Hardware Additions Deploy Container Execution Debugger Evasion Dxchany print Processors e Disk Vige
Cloud Application Integration ‘ Native AP| SMB/Windows ixhluuum Over Pysical g
Gather Victim Org Information ji Establish Accounts M Phishing ESXi Administration Command Boot or Logon D [Decode Files or - ek Content.
Compromise Host Software Scripts Information r-mmuon over USB
Obtain Capabilities ! Replication Through Expio]lauon for Client Binary z’::*«ﬂs Ny wl‘-" Structure.
Phishing for Information Removable Media Execution Create or Modify System Deploy Container o Sy o
| Stage Capabilities - Create Account Il Process S Securityd o
Search Closed Sources " Supply Chain Compromise Input Injection ‘ Direct Volume Access Fgesiar
y Create or Modrfy System " Domain or Tenant Policy i 6 ok
Search Open Technical ) Inter-Process Communication W Process Modification % Domain or Tenant Policy Modification n:m:':y ——
Databases Trusted Relationship i Systemd Timers
3 Event Triggered Execution u Escape to Host Shared Modules -
Search Open Websites/Domains Valid Accounts Native API s Email Spoofing Data trom Fast Flux DNS
L] > Event Triggered Execution | . Shmomereet| . . M
. Wi-Fi Networks Scheduled Task/Job Exclusive Control W Execution Guardrails n Data Staged ;) | Channel 1,y
Search Victim-Owned Websites . o S o) hotey frm e
Serverless Execution External Remote Services Explonahon for Privilege Exploitation for Defense Evasion Defait Accounts e Staging Cryptograpy.
Escalation oomain | Knonticatan | Remote & s
Shared Modules Hijack Execution Flow !  File and Directory Permissions i Ao (S [Coptewanty
Hijack Execution Flow Modification osat rccounts S0 pas e v [ Fatack Cramels
Software Deployment Tools Implant Internal Image HaA D m ‘wr 3
Process Injection 1l Hide Artifacts 1 i oo 5 ool
System Services Nl Modify Authentication n | s o Fomarding fule
p— Process ! Scheduled Task/Job | HJ Hijack Execution Flow [ ¥ B o e B ociena S
r ution n sadfication Discovery foction
AL P Modify Registry Valid Accounts I Impair Defenses .. n l:imnum B e Ariacts gy e m sl
Instrumentation Office Application Startup |y Impersonation o ‘ hoak Fadhg i g Olacoveey | @
- . jows Hidden File System 1 i Capture ., -
e Indicator Removal n Hidden Files and E i s';‘:";“m L el . .
i irectories c m Net
Fe Indirect Command Execution | idden sers oo i
L Masquerading n Create cevodty | Hidden Window swthentication (LSS
2 L System Process
Scheduled Task/Job " = e LS NTFS File Attribut O] 5reiem Service nternal Proxy.
Modify Authentication Process n et i) e sit-hop Proxy,
Server Software Component
Modify Cloud Compute Infrastructure ScmenConrs
. 4t jdeo Capture
Software Extensions " 5
Modify Cloud Resource Hierarchy
Traffic Signaling n
Modify Registry
Valid Accounts n &
Modify System Image "
Network Boundary Bridging . ., n Dead Drop
esolver
Obfuscated Files or Information I Weaki L5k Socrets E% 7
Plist File Modification [l S
NTDS
7 acesds
Pre-0S Boot u pa sceptiony | Proc Flesysem
. arch Order
Process Injection ., " Hijacking Securty
athintorcegtion by | Manager
Reflective Code Loading e

Rogue Domain Controller

Steal o Forge
| Kerber
{ T

https://mitre-attack.github.io/attack-navigator/
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Leverage MITRE ATT&CK with Splunk Detection Studio

Launchpad Detection library M

Security content homepage / Detection
Search for technique | Q Search techniq
Reconnaissance Resource Deve

10 of 10 Techniques (100%) 8 of 8 Technique

> Gather Victim Identity

Acquire Infrast
Information [2

» Gather Victim Network » Compromise In
information (2 !

> Gather Victim Org

Establish Acc
Information [2

I Gather Victim Host

»
‘Compromise Ac
Information [2

> Search Open

Develop Capa
Websites/Domains [2

el »
Search Victim-Owned Websites Obtain Capat

»
Active Scanning [2 Stage Capab

> Search Open Technical

Acquire Acce
Databases [2

Search Closed Sources [2

Phishing for Information [2

© 2025 SPLUNKLLC

splunk-cl Apps ~ & Messages ~

Settings ~

Activity ~  Q Find

Launchpad Detection library MITRE ATT&CK® matrix

Detections

Detection coverage

Overall detection technique coverage
O/
5% ...

Available detections by prierity rank

B Detection health

Overall detection health

6% ...

Deployed detections by health rank

Detection coverage over time

Highest priority available detections
These detections score the highest across all detection value KPIs.

Priority Name

High Endpoint - Petential Automated File Collection - Rule

High  Endpoint - Potential Indicator Remaval on Host: Timestomp - Rule
High  ESCU-Any Powershell DownloadFile IF Only - Rule - Rule

High ESCU - CMD Echo Pipe - Escalation IF Only - Rule - Rule

High  ESCU - Disable Schedule Task IF Only - Rule - Rule

Detection health over time

o

ce

Perfroman:

Lowest Health Deployed Detections

These detections have the lowest combined health score across all KPis.
Health Name

High Azure AD Unusual Number of Failed Authentications From Ip
High ing GMD Ap|

High Suspicious Reg exe Process

Medium /e Change Password Through Registry

Medium Windows Modify Registry Default lcan Setting

© Lscadmin- @ Support & Services =

o8 Detection Studio

| Last 7 days -

July August

Explore

Actions

n

Explore

Astions
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coverage Low

xfiltration

Techniques (100%)
ration Over Other

work Medium [2

ated Exfiltration [2

uled Transfer [2

1sfer Size Limits [2

Over C2 Channel [2

fion Over Alternative
Protocol [2

ation Over Physical
Medium [2

ata to Cloud Account

on Over Web Service

oS

B o

Impact

15 of 15 Techniques (100%)
Data Destruction [2
Firmware Corruption [2

Data Encrypted for Impact
[z

Service Stop [2

Inhibit System Recovery [2

»

»

Defacement [2

Resource Hijacking [2

Network Denial of Service
Endpoint Denial of
Service [2

System Shutdown/Reboot
2

Account Access Removal

Disk wipe [2

Data Manipulation [£

Financial Theft [2
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DETECTION
MAINTENANCE

/‘

M

-

Detection Engineering

Reporting &
Metrics

Contfinuous
onitoring &
Tuning

Define \
Objectives

DETECTION
DEVELOPMENT

LIFECYCLE

Identify
Requirements

Implementation,

Testing & Validation .)
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Threat Modeling

What threats does
the organization
care about?

What would the
threat look like?

How would we
detect / block the
threat?

What is the
playbook / process
for each type of
threat?

Intellectual or customer data loss,
compliance, etc.

Prioritized based on impact

How it would access and exfiltrate
confidential data

Required machine data and external
context
Searches or visualizations that would
detect it

Severity, response process, roles and
responsibilities, how to document, how to
remediate, when to escalate or close etc.

Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



What are the most Critical Assets we need to Triage
First?

| Severity: | For identities: user or src_user
Medium For assets: dest, src, or dvc

Entity priority = Urgency

Type - Entity : Risk score = - A Status

£} FINDING ® |n Progress

& peerf@splunktshirtcompany.com hieh 2 Medium

(=]

Assigned Severity

The Urgency level is set to

| low | low | low | Medium | [ “Medium?” since the entity

| low | low | low | Medium | Hig priority is “high” and the
mm Critical detection severity is “Medium”.
i R High e

>
e
=
je.
L ]
o
.
@
c
D
)]
7
<

© 2025 SPLUNKLLC Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



splunk>

Splunk Threat Research

splunk>

Home Analytic Stories Detections Playbooks Data Sources Blog About Search site Home Analytic Stories Detections Playbooks Data Sources Blog About
a C1SCO company a C15CO company
Categories - Table of e Ha H H
e Detections ot Detection: Malicious PowerShell Process - Execution Policy Bypass
ontents g
Appicaton Filter Table Values 1905 / 1905 Rico! », - Product: Splunk Enterprise Security
Description
Cloud e Description
Deprecated ______ Data Source The following analytic detects PowerShell processes initiated with parameters that bypass the local execution policy for scripts. It leverages data from Endpoint
Cisco ASA - Core Syslog Message ¢ ASAL G NG A D 2026:00-25 5 Detection and Response (EDR) agents, ¢ ing on d-li containing specific flags like "-ex" or "bypass." This activity is significant because
isco ogs rcaneDoor -09-: M U 5 r 5 %
Endpoint Volume Drop ® i byp g policies is a ) tactic used by attackers to run mali scripts und d. If confirmed this could allow an attacker to
Annotations execute arbitrary code, potentially leading to further system compromise, data exfiltration, or persistent access within the environment.
Suspicious Cisco Adaptive
Network Cisco ASA - Logging Disabled via CLI Cisco ASA Logs T1862 TTe Security Appliance 2025-09-25 Defouk Search
- Configuration
Activity
Web Implementation
¢ s Ei i<int Cisco Secure Firewall ArcaneDoor, Cisco Secure SPL
i isco Secure Firewall - Intrusion
Tactics . Y Threat Defense T1041 T1573.002 ANOMALY Firewall Threat Defense 2025-09-25 Kejoum Fales ) § X : ) )
Events by Threat Activity (b USIon Event aAnARtice Positives | tstats “security_content_summariesonly’ values(Processes.process_id) as process_id, values(Processes.parent_process_id) as parent_process_id
Yoo values(Processes.process) as process min(_time) os firstTime mox(_time) as lastTime from datamodel=Endpoint.Processes where process_powershel
Collection c dLi H Associated 1" (Processes.process="* -ex*" AND Processes.process="* bypass *") by Processes.action Processes.dest Processes.original_file_name Processes.p
omprorT’\\se it iiot, Analytic Story arent_process Processes.parent_process_exec Processes.parent_process_guid Processes.parent_process_id Processes.parent_process_name Processes.
Sommand A Linux Auditd Linux Living Off The Land, S Basd parent_process_path Processes.process Processes.process_exec Processes.process_guid Processes.process_hash Processes.process_id Processes.proc
Afd Cantrol Linux Auditd Service Started Proatitl T1569.002 ANOMALY Linux Persistence 2025-09-18 gy fs ess_integrity_level Processes.process_name Processes.process_path Processes.user Processes.user_id Processes.vendor_product
nd Control roctitle Tochniqiies tintx Analytics (RBA) | “drop_d ect_name(Processes)’
i o I “securi 1t ctime(firstTime)"
Credential v Ecaron References | “securi n 1t_ctime(lastTime)"
Access » Cisco Network Betection I “malicious_powershell_process___execution_policy_bypass_filter®
Cisco NVM - Curl Execution With SR Cisco Network Visibility
Visibility Module Flow ~ T1197 ANOMALY 2025-09-09 Testing
Defense Insecure Flags Data Module Analytics
Evasion
Data Source
Cisco NVM - MSHTML or MSHTA = Cisco Network TR . NStROrE VisibIlE
; X isco Network Visibili
Discovery Network Execution Without URL in Visibility Module Flow ANOMALY Y 2025-09-09
T1059.005 Module Analytics
Cul Data
Execution
ow Cisco Network 7 " s
Cisco NVM - Non-Network Binary S Cisco Network Visibility CrowdStrike ProcessRollup2 ‘crondstrike: ts:sensor 'crowdstri
Exfiltration Making Ni KC Visibility Module Flow  T1055 71036 ANOMALY Jeri 2025-09-09
anghebwork Conneston Data gelE My s Sysmon EventiD 1 Windows ‘XmlWinEventLog’ *XmlWinEventLog:Microsoft-Windows-Sysmon/Operational
Y 9 9
Impact 5 X . . . .
. - +w Cisco Network 7 o Windows Event Log Security 4688 @ Windows XmlWinEventLog XmlWinEventLog: Security
Cisco NVM - Outbound Connection to Visibility Moduierl R B Cisco Network Visibility 2025.09-09
1 isibility Module Flow -09-
Initial Access Suspicious Port Dt d Module Analytics
ata
Macros Used
Ir::(era‘ t Cisco NVM - Relone Execution With == C1560 Network Cisco Network Visibilit
1SCH - Rclone Execution SCO Networ S1D!
aumined 2 R Visibility Module Flow ~ ¥1567.002 ANOMALY e o S 5026-09-00
Persistence
o I raae A - = Cisco Network & N Vi (Processes.process_name=pwsh.exe OR Processes.process_name=powershell.exe OR Pro
Privilege 'ZCD D- ;"” o use.o S Visibility Module Flow ~ (T1218.008 ANOMALY ‘530) E“WI' i ety 2025-09-09 g cesses.process_name=powershell_ise.exe OR Processes.original_file_name=pwsh.dll
Escalation HESER M SEL S royoe Botios Data MBCUiE BB S i OR Processes.original_file_name=PowerShell.EXE OR Processes.original_file_name=p
owershell_ise.EXE)
https://research.splunk.com/
0¥l
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Event-Based Detections
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Finding-Based Detections

index=risk
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Finding-Based Detections

Mission Control Analytics » Security content v Configure = Search
€ Queue es-o001|  ATT&CK tactic threshold exceeded over previous 7 days for system=splunktshrtcompany-1
Overview Response Events Search Automation Intelligence
Overview
& ATT&CK tactic threshold ded over pr 7 days for system=splunktshrtcompany-1

~ MITRE ATT&CK map

The highlighted techniques were detected on the entity (in a finding) splunktshrtcompany-1

Reconnaissance Resource Development Initial Access Execution Persistence Privilege Escalation

Defens

Detections 4

e Evasion Credential Access Discovery

00f 11 Techniques (0%) 0 0f 8 Techniques (0%) 1 of 14 Techniques (7%) 0 of 39 Te ques (0%) 0of 74 (0%) 0of41 ques (0%)

Exploit Public-Facing
Application [2

v Intermediate findings

~  Timeline

490
DNS splunktshrtcompany-1

Entity Intermediate findings count 7

Asset splunktshrtcompany-1+3 | Priority Critical

2 splunktshrtcompany-1 | 80 Finding score

Owner jeremiah wortoski

90

80

70

50

0
00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00
Tue 10 March Wed 11 March

© 2025 SPLUNKLLC

0of93

A

A

A

A

08:0|

| (0%) 0 of 30 Techniques (0%) 0 of 35 Techniques (0%)

Business unit ecomm | Category magento +2 | City San Francisco

n unusual volume of outbound network activity ...
n unusual volume of outbound network activity ...
n unusual volume of outbound network activity ...
n unusual volume of outbound network activity ...
lossible Exploitation of Public-Facing Applicatio...

Command and Control via External Communicati...

Command and Control via External Communicati...

12:00 16:00 20:00

Lateral Movement

0 of 20 Techniques (0%)

00:00

Thu 12 March

Collection

@ Detections in selected time range 4

00of 17 Techniques (0%)

04:00

08:00

Sub-Technigq...

) - Last30days ~

Command and Control

1 of 28 Techniques (4%)

Application Layer Protocol
(2]

12:00

Exfiltration Impact

2 of 11 Techniques (18%) 0 of 20 Techniques (0%)

Data Compressed (2

Data Transfer Size Limits
2

Timeline Threat topology

D Scroll to zoom

16:00 20:00
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@ N q Enterprise Security

Owner Status
lily thomson S ‘ I In Progress - ]
Urgency Sensitivity
High v l [ Unassigned % }
Disposition
Undetermined v ]
O Apply changes to included findings ®
ID ES-00001
Type & Investigation
Time Mar 11th, 2026 9:03 AM
Last updated Mar 11th, 2026 9:06 AM
Reference ID 5c3f252a-448a-4¢13-b5d0- v
6a68fc0f62c2
Investigation default A
type
Description ATT&CK tactic threshold exceeded for

an object over the previous 7 days

~ EE Notes 1

e S

[ Show all

. es_soar_integration_user Mar 11,9:02 AM
€ ATTRCK tactic threshold exceeded over previous 7 days for...

SOAR Analysis for: splunktshrtcompany-1

Splunk Enterprise Security has detected that system
'splunktshrtcompany-1' generated 490.0 points of risk.

Full statistics and timeline on this user's risk behavior can
be found here

MITRE ATT&CK®

Splunk SOAR has aggregated and aligned the following risk
rules to ATT&CK Tactics and Techniques.

Initial Access

« Explolt Public-Facing Application: T1190



splunkscloud  Appsv @ Messages~  Settingsv  Actvity  Find Q

Edit event-based detection

Event-based detection < Back to Content management

Finding detail
s © Event-based detection

Entities -
*Name ESCU - Log4Shell CVE-2021-44228 Exploitation - Rule ESCU - Log4Shell CVE-2021-44228 Exploitation -
Rule

The following analytic identifies potential
Ul dispatch None exploitation of Log4Shell CVE-2021-44228 by
context ) correlating muitiple MITRE ATT&CK tactics
App configured for dnll-down search links or email adaptive response actions. If no app Is selected, the Ul app context is used by default, detected in risk events. It leverages Splunk's risk...

App ES Content Updates

* Description The following analytic identifies potential exploitation of Log4Shell CVE-2021-44228 by correlating multiple MITRE ATT&CK tactics detected in risk events. It Author -
leverages Splunk's risk data model to calculate the distinct count of MITRE ATT&CK tactics from Log4Shell-related detections. This activity is significant because
it indicates a high probability of exploitation if two or more distinct tactics are observed. If confirmed malicious, this activity could lead to initial payload delivery,
callback to a malicious server, and post-axploitation activities, potentially resulting in unauthorized access, lateral movement, and further compromise of the
affected systems,

Automation rule -

Add information on what the detection searchas for and the security use case addressed by the detection. For exampie: [dentity excessive number of failed login atternpts (likely to detect a 2 T Versions 8

brute force attack)

12/9/24, 10:46 PM

Wioad Manual Version created by Splunk

| tatats “security content susmariesonly’ min( time) as firstTime sax(_time) as lastTime sus(All_Risk.caloulated_ risk_score) as risk_score, count(All_Risk
.calculated_risk_score) as risk_event_count, values(All_Risk. annotations mitre_attack.mitre_tactic_id) as anmotations mitre_attack.mitre_tactic_id, do(All_Risk 4.9
.annotations mitre_attack.mitre tactic id) as mitre tactic id count, volues(All_Risk annotations mitre_ attack. mitre_technigue.id) as annotations mitre attack
.mitre_technique_id, dc(ALLRisk.sanotations.mitre_attack.nitre.technique.id) os mitre_technique.id_count, values(ALLRisk.tag) as tag, values(source) as source, de 10/18/24, 10:24 PM
(source) b3 source.count from datamodel=Risk.All_Risk where All_Risk.analyticstories="LogdShell CVE-2021-44228" All_Risk.risk_object_type="systea® by All_Risk Version created from 4.1
Jrisk_object ALl _Risk risk object_type ALl _Risk. annotations mitre attack.mitre_tactic | ‘drop_dm object_name(All_Risk) | 'security contont ctime(firstTime) |
“pecurity_content_ctime(lastTime)' | where source_count >= 2 | “logdshell cve_2021 44228 exploftation_ filter’ n e

10/18/24, 10:24 PM
2] Finding details ok
The following information applies to a finding produced by this detection,

*Title ‘ RBA: Log4Shell CVE-2021-44228 Exploitation 41

10/18/24, 10:07 PM

Enter optional note., Version created by Splunk

41

) 10/18/24, 10:07 PM
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splunkscloud  Apps ~
Mission Control ~ Anaiytics  Security content~  Configure~  Search
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@ Messages v  Settingsv  Activity v Find Q

Edit event-based detection

< Back to Content management

App Event-based detection

ES Content Updates v ‘ ESCU - Log4Shell CVE-2021... ~ 4.1

Version

e

1 action.correlationsearch.annotations: {“analytic_story™: ["CISA AA22-320A", “LogdShell CVE-2021
7 action.correlationsearch.enabled: 1

1 action.correlationsearch,\abel: ESCU - LogdShell CVE-2021-44228 Exploitation - Rule
4—action.correlationsearch.netadata: {"detection_id": “9be38dBe-3a39-4419-9102-64a467b24eac”, “dei
5 action.detection backfill_add_a_backfill_to_the backlog.description: This is used to add a new |
L action.detection_backfill_add_a_backfill_to_the_backlog.label: Detection: Add a backfill to the
J action.detection_backfill_add_a_backfill_to_the_backlog.param._cam: {“technology”: [{“vendor": '
o action.detection_backfill_run_the_next_backfill.label: Detection: Run the next backfill

5 action.detection_backfill_run_the_next_backfill.param._cam: {“technology”: [{“product™: “Detect
10 action.detection_backfill_run_the_next_backfill.param.trigger: @

11 action.email.footer.text: If you believe you've received this email in error, please see your §
12

13 splunk>

14 action.email.pdf.header_left:

15 action.email.pdf.header_right:

16 action.escu: @

17 action.escu.snalytic_story: ["CISA AA22-320A", "LogdShell CVE-2021-44228")

16 action.escu.confidence: high

10 action.escu.creation_date: 2024-05-26

20 action.escu.dota_models: [“Risk")

71 action.escu.eliS: The following analytic identifies potential exploitation of LogdShell CVE-202)
22 action.escu.enabled: 1

23 action.escu.full_search_name: ESCU - LogdShell CVE-2021-44228 Exploitation - Rule

24 action.escu.how _to_implement: To implement this correlation search a user needs to enable all de
25 action.escu.known_false_positives: There are no known false positive for this search, but it co.
26 action,escu.moppings: (“cis20": ["CIS 10"], “kill_chain_phases”: ["Command and Control", “"Delive
i1 action.escu.modification_date: 2024-05-26

20 action,escu.product: ["Splunk Enterprise”, "Splunk Enterprise Security®, “Splunk Clowd™)

20 action.escu.providing_technologlies: null

10 action.escu.search_type: detection

11 action.notable: 1

17 action.noteble.param, entities: [{"risk_object_field": "N/A", “risk_object_type™: "N/A", “risk_:
11 action.notable.param,drilldown_searches: ()

34 action.notable.param,nes_flelds: user,dest

35 action.notable.param. rule_description: The following analytic identifies potential exploitation
i action.notable.parom, rule_title: RBA: LogdShell CVE-2021-44228 Exploitation

V1 action.notable.paranm, security_domain: endpoint

36 action.notable.param.severity: high

19 action, risk.param,_risk: []

40 action,send_notable_to_mc_alert_action: 1

Event-based detection

ESCU - Log4Shell CVE-2021-44228 Exploitation - Rule 213

1 action.correlationsearch.annotations: {"analytic_story”: ["CISA AA22-320A", “LogdShell CVE-2021-

2 action.correlationsearch.enabled: 1 ey

1 action.correlationsearch. label: ESCU - LogdShell CVE-2021-44228 Exploitation - Rule
4-action.correlationsearch.metadata: {“detection_id": “9be30d89-3a39-4df9-9102-64a467b24eac", 'ﬁ
5 action.detection backfill_add_a_backfill_to_the_backlog.description: This is used to add a new t
6 sction.detection_backfill_add_s_backfill_to_the_backlog.label: Detection: Add a backfill to the
! action,detection_backfill_add_a_backfill_to_the_backlog.param._cam: {"technology": [{“vendor*: *
i action,detection_backfill_run_the_next_backfill.label: Detection: Run the next backfill

0 action.detection_backfill_run_the_next_backfill.param,_com: {"technology": [{"product™: "Detect)
10 action.detection_backfill_run_the_next_backfill.param,trigger: @

11 action.email.footer.text: If you believe you've received this email in error, please see your Sf

12
13 splunk>

14 action.email,pdf.header_left:
15 action.email.pdf.header_right:
16 action.escu: 0

17 action.escu.analytic_story: ["CISA AA22-320A", “Logd4Shell CVE-2021-44228")

16 action.escu.confidence: high

10 action.escu.creation_date: 2024-05-26

20 action.escu.data_models: [“Risk"]

21 action.escu.eliS: The following analytic identifies potential exploitation of LogdShell CVE-202)
22 action,escu.enabled: 1

21 action.escu.full_search_name: ESCU - LogdShell CVE-2021-44228 Exploitation - Rule

24 action.escu.how_to_implement: To implement this correlation search a user needs to enable all de
2% action.escu.known_false _positives: There are no known false positive for this search, but it coi
20 action,escu.mappings: (“"cis20™: [“CIS 10"], "kill_chain_phases": [“"Command and Control", “Delive
27 action.escu.modification date: 2024-05-26

20 action,escu.product: [“Splunk Enterprise", “Splunk Enterprise Security”, “Splunk Cloud"*)

20 action.escu.providing_technologies: null

' action,escu.search_type: detection

{1 action.notable: 1

12 action.notable.param, entities: [{"risk_object_field™: "N/A", “"risk_object_type": “N/A", “risk_ 1
4 action.notable.param.drilldown_searches: []

14 action.notable.param.nes_fields: user,dest

15 action,notable.param, rule_description: The following analytic identifies potential exploitation
16 action,notable.param, rule_title: RBA: LogdShell CVE-2021-44228 Exploitation

17 action,.notable.param, security_domain: endpoint
38 action,notable,param,severity: high

39 action, risk.param,_risk: []

40 action,send_notable_to_mc_alert_sction: 1
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v (i) Details

Type Event-based detection
D 9be30d80-3a39-4df9-9102-64a467b24eac
Cloned from -

Title ESCU - Log4Shell CVE-2021-44228 Exploitation -
Rule

The following analytic identifies potential
exploitation of Log4Shell CVE-2021-44228 by
correlating multiple MITRE ATT&CK tactics
detected in risk events. It leverages Splunk's risk...

Description

Author -

Automation rule

v "7 Versions 8

Version created by Splunk

10/18/24, 10:24 PM
Version created from 4.1

10/18/24, 10:24 PM
Version created from 4.1

a1
10718724, 10:07 PM
Version created by Splunk
a1

10/18/24, 10:07 PM
Version created by Splunk




Detection Testing and Validation

The Splunk Attack Range is an open-source
project maintained by the Splunk Threat Research
Team. It builds instrumented cloud (AWS, Azure)
and local environments (Virtualbox), simulates
attacks, and forwards the data into a Splunk
instance. This environment can then be used to
develop and test the effectiveness of detections.

https://github.com/splunk/attack_range
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Alpha Now

Detection
Studio

Powered by SnapAttac

. Streamline detection
creation workflows

. Evaluate detection
health

. Expand versioning and
detection-as-code

© 2025 SPLUNKLLC

splunk>cloud  Apps v

Mission Control

& Filters

# Quick filters

All detections
Detection KPls ©
Recommended O

All

Priority

High

1=

gence

All confidence

Impact (

Allimpact

Compatibility ©

All compatibility

Performance (@

All performance

Detection Config. @

Deployed State ©
Al

Finding Type ©

All

Data ©®

Data Source @

All data sources.

Modeled Data ©

All data models

Un-Modeled Data ©

All services

Security analytics

~urity content ~ Configure ~

Settings »  Actiy

Security o7 . A
Security content dashboard / Detections

Detections ‘ Q, Search Detections

Overall detection technique coverage
Last 7 days

5% 5%

Priority ~ High X Clear all Save

Detections 1423

'j Name

BTG ‘aoint - Potential Automated
ilbelp you identify instances wis

ESCU - Detect RClor

ESCU - Disable Schedule Task IF Only - R

The following anal

ESCU - Registry Keys Used For Persistence IF Only- Rule - Rule

The follow alytic ident

gistry Hive Dump ine IF Only - Rule - Rule

alytic: detects the use of "re

gistry hives, which may contain sensitive cred

ESCU - ICACLS Grant Command - Rule

The fol

 analytic datects the use of the ICACLS command to grant

ESCU - Network Discovery Usi

The fo analytic detects the exec:

Route Windows App - Rule

ws application, commonly used for network dise.

of the ‘route.exe

ESCU - PowerShell Get LocalGroup Discovery - Rule

The follow

analytic identifies the use of the "get:

ia PowerShell or cmd exe to enum.

oup” command exes

Cisco Network Interface Modifications

This analytic detects the creation or modification of ne

s on Cisco devices, which could in

anattac

Cisco Secure Firewall - Static Tundra Smart Install Abuse

Highest priority dete
Top 15% of detections whi

12

‘ Y Filter Detection:

T 5%

Next >

100

100

100

50 100

65 100

High 70 100

High 68 100
High a7 95
High 55 100
High 78 100
High 78 100
High 78 100

Lowest health detections

Top 15% of detections which hat

28

Show20 ¥
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Y Filter Detections

Sort - High to Low

Performance

100

100

82

health

Deployed State

off

Off

off

Actions

@0

@

@0

® N

© Lscadminv @ Support & Services v

@2 & | Enterprise Security

m sorf ~ | [ < > X
~ ([ Details
ESCU - ICACLS Grant Command - Rule

The following analytic detects the use of the ICACLS command to grant

Priority High

I ——
I ———

Validity — —

impact
Detectiontype  Anomaly
Cloned from
Created By Tom Andersan
Last Edited By  Tom Anderson
Creation Date

Jan 202023

Update Date Mar 7 2025

~ [§ Detection Logic

tstats ‘security_content_summariesonly
min(_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes
where

Processes.process_name IN { "icacls.exe',
“cacls.exe", "xcacls.exe") AND
Processes.process IN ("*/grant=", "sfg:=", "*/g

A1)

by Processes.action Processes.dest
Processes.original_file name
Processes.parent_process
Processes.parent_process_exec
Processes.parent_process_guid
Processes.parent_pracess_id
Processes.parent_process_name
Processes.parent_process_path Processes.process
Processes. process_exec

Processes.process_guid Processes.process_hash
Processes.process_id
Processes.process_integrity_level
Processes.process_name Processes.process_path
Processes.user Processes.user_id

Processes. vendor_product

“drop_dm_object_name (Processes)®
‘security_content_ctime(firstTime)®
*security_content_ctime(lastTime)*
“icacls_grant_command_filter™

Open h (2

~ B compatibility

9 8 High compatibility

High compatibility

Past 7 days - |

Data source
Type Status

O Hasdata QL &

Email gateway logs



Powering the
Future SOC

© 2025 SPLUNK LLC Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



What defines a Future-Ready SOC?

& iy e

Agentic and automated Unified and integrated Analyst-centric and
intuitive

&

Context-driven and Resilient and scalable
riskbased
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Unified TDIR in an AI-Powered SOC Platform

Multi-cloud

o Tr
r\d u
a\W¥° * Muiy;
o\ Ve
\ Al - Powered Secops Nq, s
R‘e«‘ No’fU"d\ Language Seq"Ch/ Re
o% ('\1,0“0“ ! Orr,,,g /4

\cose Managemenr/ Co//

WS

ﬁ\° Foyss
ot¥ Qy

/o )

Industry-leading
technologies
SIEM | SOAR |

Threat Intelligence | UEBA

* o | It o *
A1
4 .

Events Alerts Telemetry
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Do more with less.

ES 8 delivers the unified TDIR platform

Better Signal to Noise Richer Context Faster Decision
Cut through alert fatigue with . Real-time threat intelligence . Built-in Response Plans that
Risk-based alerting alongside alerts ,,in the streamline investigations and
moment* automation
. MITRE-mapped detections . Tune without breaking . Unified SOAR for automated
from Splunk Threat Research production enrichment and remediation
Team actions
. AlI-Powered Finding
Native Findings grouping explanations and Investigation
Reports

© 2025 SPLUNK LLC Splunk Public Sector Summit 2026 - From Zero to Future SOC - Marcel Tanuatmadja & Roberta Geyer



The SOC Has Changed. Has Yours?
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Thank You!

‘ ; § splunk
=~ d
x splunk
Splunk
Contact Us )
-
Marcel Tanuatmadja mtanuatm@cisco.com 1 :
Roberta Geyer robertag@cisco.com ¥
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