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Our world has changed
and so has everything you do
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The New Security -
Operating Model

Unify the data fabric, content, tooling, Al and
automation in an analyst experience, to
identify and stop threats before they impact
the business.
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Oof! That's a mouthful — let's break 1t down...
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Inventory for the Next Level SOC

Easyasl1l-2-3
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Inventory for the Next Level SOC

1. DATA MANAGEMENT
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Complexity explosion Is getting worse

Home
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gional Enterprise
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Cameras & data centers networks S A
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The power of Splunk and Cisco means you can unify data

across the digital footprint to drive resilience and better outcomes

Unowned networks Your infrastructure Threat intel Users

Al Q Analytics
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i l Automation

Cloud Infrastructure Devices Your apps Third party apps

Security | Assurance | Observability
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Splunk / Cisco Apps Customer / Partner / 3d Party Apps

|

Open Standards (e.g. REST, MCP)

Al Assistants & Agents

le\J Machine Data Lake

Federation / Data Management

L | L |

_ External Data Lakes
Logs / Events / Metrics / Traces (e.g. Cisco Security Cloud Control,
Hyperscaler, 31d Party)
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Inventory for the Next Level SOC

1. DATA MANAGEMENT
2. DETECTION CONTENT

Cisco Confidential



Cisco XDR

Turn-Key Solution

Network at the core

Open Architecture

XDR is Speed & Simplicity —
It hands over to Splunk ES for

Scale & Sophistication

© 2026 Cisco and/or its affiliates. All rights reserved.

Multi-Stage Malware Attack with Exfiltration

Qverview

Summary

On October 8th, 2024, user Darin received a phishing email

resulting in the IcelD malware installation on endpaint Darin

windows11 and subsequent communication with a suspicious IP

3.2 GB of data was exfiltrated from endpoint

October 8th 2024

itial Access
Phishing Email Sent
A phishing email Open Now! Bonus w nt to user

Darin from tom.j@explorcorp.com.

Execulion
Connection to Malicious Website
lhe endpoint Darin-windows11 accesses the

SUSPICIOUS domain Www., h‘l_.‘-]']l]ﬂg]r_l}' ments.com.

Malware Installation

The malware IcelD file was downloaded from to

www.bonuspayments.com to endpoint Darin-

windows11.

Connection to Suspicious IP

The endpoint Darin-windows11 communicates with the

suspicious domain IP 151.236.9.176

executed on

2o A AN P A
l ; 8' sends .| E ) 10 ~{ B, ) 3| E ]+ connects - D;/:‘

4 s b ¥ 4 \
L S S .

tom.j@explorcorp.com Open Now! Bonus Darin Darin-windows11 151.236.9.176

— AN
h I E' /,el exfilrates L\E /l
o

misty-windows 162.125.13.18

Initial Access Execution Command and Control Exfiltration

October 8th, 2024 12:43 UTC 09 UT( 6:18 U Oclober 9th, 2024 3:28 |

Ae Q) e ) = (x

Phishing Access Execution Connection Exfiltration Report

Cisco Confidential



splunk>cloud Apps v (25 Messages~  Settings~»  Activity * ©® 2L DIRAdmin~ @ Support& Services *

u L Mission Control Analytics » Security content v Configurev  Search C’}. n u:
E I l t e r p r I S e S e C u r I ty E S & @EE \Es-00007|  Malicious PowerShell Process - Encoded Command On FYODOR-L.splunktshirtcompany.com 5 v () Info - [+
Overview Response Events Search Automation Intelligence Owner Status
unassigned v New v
Overview ‘ ‘ ‘ ‘
Urgency Sensitivity
& Malicious PowerShell Process - Encoded Command On FYODOR-L.splunktshirtcompany.com : ‘ Medium v ‘ ‘ Unassigned v ‘
Disposition
~ MITRE ATT&CK ma
o ‘ Undetermined - ‘
The highlighted techniques were detected on the entity (in a finding) Detections 1 @ Detections in selected timerange 4 Sub-Techniq... (1) ~ ‘ ‘ Last30days ~ ‘
fyodor@splunktshirtcompany.com O Apply changes to included findings ®
= = Reconnaissance Resource Development Initial Access Persistence Privilege Escalation Defense Evasion Discovery ID ES-00007
Y B Investigation

Command and .
@ Phishing [2 i Scripting Interpreter Time Mar 12th, 2026 2:51 PM
A

and tOOIing With unified TDIR ' - Last updated Mar 12th, 2026 2:51 PM

Spearphishing Link (2 PowerShell [2 Reference ID 7c1881ff-52d6-43f8-8904- v

Integrated SIEM, UEBA, TIM, SOAR -~ .

> Additional fields Drill-down search type

Al Assistant and Agents across every s B ool

script within the command-line.
> Original event R )
Malware has been seen using this

<

I a e r Annotations T1059.001 v parameter, as it obfuscates the code
) and makes it relatively easy to pass a
Tactic ID TA0002 v ~  Adaptive responses Q) script on the command-line.
Technique PowerShell v
T i D
Echuigtel T1059.001 M Response Mode  Time User Status v B Notes o
TruSTAR - Enrich Threat saved 2026-03- admin A Failure
v Events Activity NEs [2 12T11:11:42+0000 HBI S ==UWBEYG ®
Risk Analysis [Z saved 2026-03- admin @ Success Enter note
Event ID a7fb2125-4a31-497b-bbab- v 12T11:11:40+0000 .
d2b4eb096de1@@notable@@time1773313899 i )
Event type modnotable_results (modaction_result) o Finding 2 saved  2026-03- admin © Success
12T11:11:39+0000
notable v

© 2026 Cisco and/or its affiliates. All rights reserved.
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ES - Detection Studio

e Streamlines
Detection-As-Code

e Monitors Detection-
Coverage and Health

MITRE ATT&CK coverage

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥

4) Messages ¥

Mission Control Security analytics -

< Filters

# Quick filters

‘ All detections

Detection KPIs @

Recommended ©

All

v

Priority ©

High

Confidence ©®

All confidence

Impact @

"]

All impact

- ‘

Compatibility ®

{ All compatibility

Performance ©

All performance

Detection Config. ©

Deployed State ©
l All

Finding Type ©

All

Data @

Data Source ©

l All data sources

Modeled Data ®

All data models

Un-Modeled Data ®

All services

Security content dashboard / De

Settings ¥ Activity v Q Find

Security content

ecurity analytics ~ Security content

Detections | Q search Det

Configure ~

Security content dashboard / Detections

Overall detection technique cc

Last 7 days

Priority

Search

Detections | Q Search Detections

4

5%

Overall detection technique coverage

Last 7 days

High > Clearall

Detections 1423 . 0/
C] ame M | o
i B 5 ™ 5%

O

Endpoint - Potential Aut(
This search will help you iden

Endpoint - Potential Indi
Adversaries may modify file t|

dpoint - ial Text J

An adversary using DNS tunn

Priority ~ High X Clear all
ESCU - Any Powershell L

The following analytic detect

—_ Detections 1423
ESCU - CMD Echo Pipe -

The following analytic identifi

ESCU - Detect RClone C: I:I Name

The following analytic detect

ESCU - Disable Schedule D

The following analytic detect i

ESCU - Registry Keys Used For Persistence IF Only- Rule - Rule
The following analytic identifies modifications to registry keys commonly used for persistence mechanisms. It leverage

ESCU - Windows Sensitive Registry Hive Dump Via CommandLine IF Only - Rule - Rule

The following analytic detects the use of ‘regexe” to export Windows Registry hives, which may contain sensitive cred. .

ESCU - ICACLS Grant Command - Rule
The following analytic detects the use of the ICACLS command to grant

ESCU - Network Discovery Using Route Windows App - Rule

The following analytic detects the execution of the “route.exe ™ Windows application, commonly used for network disc...

ESCU - PowerShell Get LocalGroup Discovery - Rule

The following analytic identifies the use of the "get-localgroup” command executed via PowerShell or cmd.exe to enum...

Cisco Network Interface Modifications

This analytic detects the creation or modification of network interfaces on Cisco devices, which could indicate an attac...

Cisco Secure Firewall - Static Tundra Smart Install Abuse

Save

High

High

High

High

High

High

High

70

68

87

55

78

78

78

Show data metrics (@) SRR

detections

tions which have the lowest health

Highest priority detectic
Top 15% of detections which

[

itections

- High to Low

erformance ¢

00

Endpoint - Potential Automated File Collection - Rule

This search will help you identify instances where the exact or very similar command line'®

100

100

95

100

100

100

Y Filter Detections

98

00

80

20

82

85

95

95

95

il
Deployed State

» Off

» Off

® Off

Off

Off

On

Off

off

» Off

Off

Off

Off

Actions

@ [

° 2 sc_admin » @ Support & Services ¥

L? E;: Enterprise Security

B <o
v (i) Details

ESCU - ICACLS Grant Command - Rule

The following analytic detects the use of the ICACLS command to grant

Priority High

Per

Validity

Impact
Detectiontype  Anomaly
Cloned from

Created By Tom Anderson
Last Edited By Tom Anderson
Creation Date Jan 20 2023

Update Date Mar 7 2025

v t] Detection Logic

1 tstats “security_content_summariesonly®

2 min(_time) as firstTime max(_time)

3 as lastTime from datamodel=Endpoint.Processes
4 where

5 Processes.process_name IN ( "icacls.exe",

6 '"cacls.exe", "xcacls.exe") AND

7 Processes.process IN ("*/grant*", '"x/g:*" nx/g
g )

9 by Processes.action Processes.dest

10 Processes.original_file_name

11 Processes.parent_process

12 Processes.parent_process_exec

13 Processes.parent_process_guid

14 Processes.parent_process_id

15 Processes.parent_process_name

16 Processes.parent_process_path Processes.process
17 Processes.process_exec

18 Processes.process_guid Processes.process_hash
19 Processes.process_id

20 Processes.process_integrity_level

21 Processes.process_name Processes.process_path
22 Processes.user Processes.user_id

23 Processes.vendor_product

24 | “drop_dm_object_name(Processes)*

25 | “security_content_ctime(firstTime)®
26 | “security_content_ctime(lastTime)*
27 | “icacls_grant_command_filter®

Openinsearch [2

v B compatibility High compatibility ®

98 High compatibility

‘ Past 7 days v O

Data source

Type Status

Email gateway logs @ Hasdata O &
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ES - UEBA Insider Threat Detection

Detects abnormal user and

system behavior

Unsupervised Machine Learning

|dentify insider risks — including
compromised accounts, privilege
misuse, lateral movement, data

exfiltration etc.

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk:cloud Apps ¥ 4) Messages *  Settings ¥  Activity »  Q Find

Mission Control Analytics - Security content - Configure =~

UEBA overview

Top users and systems by risk over the past 7 days.

Search

Entity list: Identities Entity list: Assets Detection MITRE ATT&CK
All v || an v || an v || an .
Toprisky users 100 Toprisky assets 100
User Entity list Entity risk score (7d) + 24htrend ¥ System
TZ Taylor Zhang Departing employee W 85 +20 ] host-003
CG Charlie Garcia 80 -20 2 DC1
Admin  Departing employee  S0C 10.12.3456
NA Nyah Aamadu 80 -5 -
47 YV
J app_database
SP Sasha Patel Admin  SOC Y [ 75 BT
— 2 http://www.buttercupgames.com
AT Keniji Tanaka Admin Contractor SOC V _ S 40
o ) 56.7.8
4 4afb3263% Service account - 20

AN Ava Nguyen

Admin  Contractor
AG Arjun Gupta _
Privileged account

SR Sofia Rodriguez Departing employee W

Top risky entities detection activity 150

Detections with findings or intermediate findings contributing to top risky entities.
Detection *
Unusual Volume of Admin Commands per User Model
Suspicious Privilege Escalation Model
Protocol Impersonation

Unusual Time of Badge Access Model

Risk - 24 Hour Risk Threshold Exceeded - Rule

L 2001:dbB8:85a3:8a2e:370:7334

1 ops-sys-003

(1]

] ec2-54-183-247-244 us-west-..

2 192.168.12.9

2 3 a 5 Next >

Type + Source categories T
ESCU Database Activity
ESCU Windows Security Logs
ESCU Windows Security Logs
ML Badge Access Logs
ESCU Security Analytics

o 2 sc_admin + 0 Support & Services

€ e _ Enterprise Security

Last refreshat 3:30 PM | T} :
Entity list Entity risk score (7d) 4+ 24htrend ¥+
80 +20
Domain controller 80 +5
B0 -5
Database server 80 +5
Corporate web domain BO +5
i so
70 JRL
60 ESTY
1 2 3 4 5 Next
Finding count © & Unigue entity count ¥  Finding exclusionrul... * Actions
319 301 T
312 238 AT
309 305 2 YV
298 210 - Y
296 265 - ATH
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ES - Exposure Analytics

e Continuously discover
assets, identities and services
across on-prem, cloud and hybrid
environments

Enriches detections and
Investigations with context allowing
prioritization based on actual risk

Real-Time Risk Reports

© 2026 Cisco and/or its affiliates. All rights reserved.

Home
loT Mobile
35 121
*
Newly discovered assets by type

Compare the daily counts of newly discovered assats over the past 30 doys.

55 astanll oo

s

||
2

1’0

I|||||I|.!.l||,||....||||I|||I.| *

3
st
Moode
Networi 2
Server
Vo
‘Workstation
u

10 149 65 15
1869 266
2287 596
a1
.
a
g ™ 0 PR " ™
[ C g Y g C
2o 02 s
ﬂ 80 0 ? » 50
! i g
b g b N
~ a0 00 # S
| ; T Wed Mar 13 Sun Mar 17 Thu Mar 21 Mon Mar 38 Fi Mar 20 Tus Ape 2 Sat A 6
2024

Coming Soon

Network Server voip Workstation
of all assets \ of all assets of all assets ‘ of all assets
Assets and identities discovered in the last 24 hours Discovered inventory activity
impare the count of assets to the count of identities discovered in the past 24 hours. Compare discovered inventories by activity over tirme.
Irventory = Inactive & Active (30d) ¢ Active (24h) & Al
IP addresses 2174 12030
MAC addrasses 1096 3222 2608
atwork assets

Software products
User identities

Vulnerabilities 662 5304

Wed Mar 13 Sun Mar 17 Thu Mar 20 Mon Mar 28 Pl M 29 Tuw Ape 2 Sat Agr & Wed Agr B
W04

82 Full Disk Encryption (FDE) Compliance 8
900 uo
F 600 L] g
3
$ ]
III N N
Wed Mas 11 £n Mas 17 Thes Mae 21 Mo Mar 28 ol Mar 39 T Api 2 Sat Azt Wed Api 10
2004
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Inventory for the Next Level SOC

1. DATA MANAGEMENT

2. DETECTION CONTENT
3. AUTOMATION & Al

2026 Cisco and/or its affiliates. All rights reserved.
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ES - Al Assistant

» Explain Findings & Investigations

* Suggest next steps
» Generate SPL

» Generate Investigation Report

© 2026 Cisco and/or its affiliates. All rights reserved.

€ Queus es00137 | 24 hour risk threshold exceeded for system=win-

de.attackrange.local

Overview  FResporse  Evenis  Search  Automation  intelligence

Overview

< 24 hour risk threshold exceeded for systemswin-de.attackrange.local

~  MITRE ATT&CK map

The highligried techmicuss wers detected on

» | SubTechig.. (1) v | | Lest30deys <+ |
Ay 8 g w8 ST kAR ta

. Detsctions 18 (D Detections in selected time range 33

FapconnssEnce fasourre Carvmiopment lﬂﬂh'— Permrtence Pryege Esculation
Do 10 T S 0 o I e ——— f Techgmuns (P ) of B0 Tertvegena 0 0 of 14 ectewmey TG oot d 1 et 11 0

W @ info > Al Assistant for Security  Prevew
Chwmar Simtus for system=win-do sttackrange local
[ Angelo Brancato - | | In Progress . |
@ AresioBrancato Jul 10,9.42 AM
i . Sensay phease mxplain this incident to me
| e v | | ee =]
Diposition O ~ winszam
1
| True Positive - Suspicious Activity - | Based on the investigation data, here's 8 broakdawn
of the incident:
o | Es-00137
Typa B INESTIBATION +  Ganersting & responss
Tirre Jul 10th, 2025 829 AM
Last updated Jul 10th, 2025 902 Al
I stigathon demo -
type |
Description Fiigk Threshold Excesdad for an object over =
a 24 how period

~ [} MNotes
| snowa ~|la + +
. Angeio Brancato Jul 10, B30 AM I

BIC -Rarmommrs- 001 fidertity Triags sndpoint kogs and Alsrts

Triage andpoint logs and Alerts - Tesk Note - 1

Found suspicious process

CAWindows' System 32\ InstellAgentexs -Embedding

*CAProgram Files\Microsoft

Office Root\ Office 1 6\,S0X Helper se” -Embedding
¥ D Files # + £ Azk me nrything sbout secunity -
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ES - Triage Agent

Automatically determine alert
disposition

Streamline alert prioritization
Plan and execute investigations
Automate insights to reduce
MTTR

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥

4 Messages ¥

Mission Control Security analytics ~

Default views

™ an

g Owned by me

2+ Unassigned
(1) Riskscore

\/ Saved views
> My critical items

(> Unassigned SLA expiring

> Insider threat

e

Analyst queue Q

All types

++ Al disposition: True positive 7

O >
O

o 0O 0 0O 0 0O

Settings v Activityv QF

Security content ~ Confi

Title ~

%)

O

Last 24 hours v }

Findings

4 Alsuggested dis

OSItiOol

(2 Investigations (8} - T“—'e pDSﬁtiVE

Malicious PowerShell exec FI-AB543

24 hour risk threshold exce

user=administrator

FI-AB233

Possible Phishing Attack

Unusual network activities FI-AB198
52.218.245.82 to 52.216.1

3 failed login attempts witt
10.34.56.354

Threat Activity Detected from 56.143.202.14 to
8.108.191.107

Email files written outside of the Outlook directory

Benign positive
False positive

Other

Undetermined

NA Nyah Aamadu

T T - [RVREL, NIV REIL,

FI-AB558 2 8.108.191.101

FI-AB352 KT Kenji Tanaka

-

94

Coming Soon

Fin... ~

47

bk
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Core - Al Toolkit with LLM Integrations

e Build, deploy, share your

own ML models

e Connect 3rd party LLMs

Regulation (e.g. Al-Act),

Data Classification or

Data Sovereignty

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk>cloud Apps ¥ 1 Messages ¥  Settings v  Activity v

Showcase Experiments Search Models Settings Connection Management Alerts Docs [2 Video Tutorials [2
Connection Management Setting: L
By using the LLM connection feature you acknowledge an'pe ri ments Sea rCh ‘MOdEIS Settl ﬂgs Co n‘neCtion Mani
Select Service: v -- Select Servic 41
e e'n Management Settings
OpenAl
Anthropic
azureopenal  CONNection feature you acknowledge and agree that data from searche
Splunk Hosted Models ( Grog
Gemini
Models and Settings for S Bedrock - - . .
— P v -- Select Service
Splunk Hosted Models
OpenAl
Llama 3.1 70B Instruct AWQ ' -
Anthropic
AzureOpenAl
Models ( eOpenAl Gr(
Groq
Llama 31 8B Instruct Gemini
ettings for S Bedrock
Ollama
Setting
Llama-3.1-FoundationAl-SecuritylL LM-base-8B
Max Tokens 2000

Action

2 Splunk Administrator * @) Support & Servic

@ Al Too
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Core — MCP Server

 Natural Language Interaction with

. rd
Splunk & Cisco Customer & 3" Party Al Apps

Splunk & Cisco Al Assistants + (Chat GPT,

Splunk from any Al App that speaks Applications Agents Fannetanns Gemini,...)

Cisco Data Fabric

ecosystem for Agentic Workflows - o

Delivering a new class of cross-

domain operational intelligence

e Simple integration with your

© 2026 Cisco and/or its affiliates. All rights reserved.
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e Explains malicious scripts

line-by-line

e Extracts I0OCs, flags
evasion, and groups
recurring behaviors

Gives analysts actionable
Insight in seconds, not

hours.

© 2026 Cisco and/or its affiliates. All rights reserved.

SAA - Malware Reversing Agent

.&’ Al analysis

Summary MITRE TTPs I0Cs and Recommendations

Malicious

Script downloads an MSI from a remote host and silently installs it via msiexec. Uses WebClient to fetch payload, silent installation, file

cleanup

Technical Analysis

« Step 1: Configure PowerShell to use TLS12 for secure connections

« Step 2: Define the URL for the MSI payload

- Step 3: Construct the temporary file path in the %TEMP% directory

- Step 4: Instantiate a WebClient object and set a custom User-Agent header

« Step 5: Download the MSI from the remote server to the temporary path

« Step 6: Verify the downloaded file exists at the temporary location

« Step 7. Invoke mslexec.exe to Install the MSI silently with no restart

- Step 8: Remove the MSl installer file after successful installation

« Step 9: Handle any errors during download or installation and perform cleanup
- Obfuscation techniques identified: None

Relevant code

[Net .ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]:: Tlsi2
Description
TLS configuration for Power Shell remoting (Step 1 from analysis)

Purpose

Enforces usage of TLS1.2 for secure network communications. Prevents fallback to weaker SSL/TLS protocols.
Example matching Regex

/\[Net\.ServicePointManager\]: :SecurityProtocol\s*=\s*\[Net\.SecurttyProtocolType\]

Surl = 'https://80.173.153.160.host.secureserver.net/4774321123565 .msi'

::Tls12/

UISpPOSITIOn

[ True positive

]

Type

Time

Last updated

Reference ID

Investigation type

ES-00004

(=] Investigation
Today 10:20 AM
Today 10:20 AM

84b056d2-9263-49b8-
ad5b-c322f81dad61

Default v

Description This detection identifies
the execution of potent...
Show more
v [# Notes o
H B I & M<K =:=80H 4@
Enter note
Save
v [ Files ©

Drop your files here or browse
all file types supported

Cisco Confidential



SOAR - Al Playbook Authoring Corting Soor

Accelerate time to
automation

Translate natural language
Intent into functional building
playbooks faster and easier

Empowers security teams to

automate without dedicated
developers

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk> SOAR Example playbook

B start

B .
|

</ 1
-{; Build a playbook to isolate a host with EDR 7

To do this, we will first need to get additional context
of the suspicious host with a custom code block, and
then isolate the host by the action block.

! CODE
</> Custom code
ACTION
. Isolate host

. Addall |

B @< 8w
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ES - Al Assistant for Detection Authoring

ntext

e Generate SPL for the
detection based on natural
language description

e |terate on detection SPL to
refine detection to be usable
INn your environment

Get detailed descriptions
and explanations

Malicious PowerShell Execution

Enterprise Security -

Enterprise Security v

App configured for drill-down search links or email adaptive response actions. If no app is selected, the Ul app context is used by default.

The following analytic identifies suspicious PowerShell execution using Script Block Logging (EventCode 4104). It leverages specific

patterns and keywords within the ScriptBlockText field to detect potentially malicious activities. This detection is significant for SOC

analysts as PowerShell is commonly used by attackers for various malicious purposes, including code execution, privilege escalation, and

Add information on what the detection searches for and the security use case addressed by the detection. For example: Identify excessive number of failed login
attempts (likely to detect a brute force attack).

<4~ Customize Guided mode

index=* sourcetype="XmlWinEventLog:Microsoft-Windows-PowerShell/Operational" EventCode=4104
| rename ComputerMame as dest, UserID as user, ScriptBlockText as script

| stats count min(_time) as firstTime max(_time) as lastTime by dest, user, script

| “drop_dm_object_name(Processes)®
I
I

eval script=coalesce(process, "")

eval is_encoded command = if(match(script, "(?i)-e(nc*o*d*e*d*c*o*m*m*a*n*d*)*\\s+[~-]") OR
match(script, "[A-Za-z0-9+/]{44,}={0,23"), "Yes", "No")
| eval uses_qiex = +if(match(script, "(?i)(iex|invoke-expression)"), "Yes", "No")

| eval downloads_from_web = if(match(lower(script),"(http|webclient|downloadfile|downloadstring)"),
"Yes'", "No")
| eval contains_mimikatz = if(match(lower(script),"mimikatz|-dumpcr"), "Yes", "No")
| eval suspicious_cmdlet = if(match(script, "(?i)(Invoke-Mimikatz|Get-GPPPassword|Invoke-
CredentialInjection|Invoke-BypassUAC|Invoke-ReflectivePEInjection)"), "Yes", '"No")
| where is_encoded_command="Yes" OR uses_iex="Yes" OR downloads_from_web="Yes" OR
contains_mimikatz="Yes" OR suspicious_cmdlet="Yes"
| stats count as event_count,

values(is_encoded_command) as encoded_command_detected,

values(uses_iex) as invoke_expression_detected,

values(downloads from web) as web download detected,

values(contains_mimikatz) as mimikatz_keyword_detected,

values(suspicious_cmdlet) as suspicious_cmdlet_detected,

values(script) as full_command_line
by _dest. user

Coming Soon

The following SPL query is customized to your
environment and connects existing indexes, fields,
and data models.

SPL @ O

| tstats “security_content_summariesonly® count min(_time) as
firstTime max(_time) as lastTime

from datamodel=Endpoint.Processes

where Processes.process_name=powershell.exe

by Processes.dest Processes.user Processes.process

| eval is_encoded_command = if(match(seript, "(?4)-

e(nc*o*d*e*d*c*o*m*m*a*n*d*) *\\s+[*-]") OR match(script, "[A-

Za-z0-9+/]{44,}={0,23"), "Yes", "No")

| eval uses_iex = if(match(script, "(?i)(iex|invoke-

expression)"), "Yes", "No")

| eval downloads_from_web = if(match(lower(script),"(http|

webclient|downloadfile|downloadstring)"), "Yes", "No")

| eval contains_mimikatz = if(match(lower(script),"mimikatz]|-

dumpc‘r”), '"‘f"ES", HNUH)

| eval suspicious_cmdlet = if(match(script, "(21i) (Invoke-

Mimikatz|Get-GPPPassword|Invoke-Credentiallnjection|Invoke-

BypassUAC|Invoke-ReflectivePEInjection)"), "Yes", "No")

| where {is_encoded_command="Yes" OR uses_ijex="Yes" OR

downloads_from_web="Yes" OR contains_mimikatz="Yes" OR

suspicious_cmdlet="Yes"

| stats count as event_count,
values(is_encoded_command) as encoded_command_detected,
values(uses_iex) as invoke_expression_detected,
values(downloads_from_web) as web_download_detected,
values(contains_mimikatz) as mimikatz_keyword_detected,
values(suspicious_cmdlet) as suspicious_cmdlet_detected,
values(script) as full_command_line

by dest, user

Use this SPL Open in search

n

Clone
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< Ask me anything about...

Results from GenAl can vary; review for accuracy. View Al details [2
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Core — Al Canvas

e Ask: Type what you want to know — for
example:
“Show me recent risky logins from unmanaged
devices.”
See: Al Canvas builds the visualization for you
— charts, tables, or timelines based on real
Security data.
Act: Launch SOAR-powered actions right
iInside the workspace — enrich an IP, get user
information, or check if you've seen these
|OCs before.

Enable analysts to move from
question - insight - response
In a single generative workspace.

© 2026 Cisco and/or its affiliates. All rights reserved.

spll..lnk.-«-'_"n:-'_.'d Apps = Messages v Settings « Acthiity =

Search Analytics Datasels Repaorts Alarts Dashboards Al Canvas

Al Canvas Detected Anomalous Network Activity

= Al Assistant W
MNetwork Activity  splunk

M

(¥ Al Assistant

Welcome to Al Canvas. M

It looks like you came in from an alert about ;

=

anomalous network activity. "

I've gone ahead and overlaid the historical trend on

the Network Activity card. e it 5l
2025

B oo «/» Show SPL 2
Anomalies: 2
B Anoma hreshold Byt

hek the Al Assistant a guestion

Assistant can make mistakes. Verify responses

Coming Soon

X si_canves_user~ ) Support & Senvices *

. Search & Reporting

o [ & Ganerate report ] [ View activity ] m

D T flget Started
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Al Assistants, LLMs & Agents In Splunk

Al Assistants External LLMs MCP
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Thank you
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Cisco Foundation Al Security Model (sec-1.1-8b-instruct)

@)

/—\ o _’ Alert Triage

Machine * o - =7~

Data Security ™ > _'Q
Model Investigations

\/ . @

Summarization
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Cisco Time Series Model

]
S = -
- \
- - -~ Y ‘ Understand
e — —
S — . — == o
Machine — — . ol lle ‘ > /'>
GED o= e T —— - e el — R ;I
data — _ T — — — - ® L
p—— X — - — - — Time Series ‘ Forecasting
o
- — ‘
- -
- M
e ——
o Zero-shot

(no model training required) Anomaly Detection
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https://huggingface.co/cisco-ai/cisco-time-series-model-1.0

Splunk Data Management Experience (DMX)

Unified data configuration, processing, and management
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S Mask Enrich
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EU .................................... > Logs.'ro Aggrega-l-e

Metrics
=
s Automated Field Extraction
oming soon

05 Self-healing CIM
53 Combliance (Cominha Soon)
3_
n O
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Because not all Data Is the same

Prevention, Detection, Monitoring Forensics, Audit & Compliance

Incident Review, Investigations,
Threat Hunting

N B e e e e A

<] sec <10 sec <1 min

© Real and Near-Real Time Ad Hoc Archive
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