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Extending Splunk
with LLMs via MCP
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Splunk Al Assistants
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Empowering Security Analysts with Built-in Al

user=jcunningham

find all lookup tables Jw Jeff Wiedemann Sep 02, 6:37 PM

Summarize the findings

To find all lookup tables in the Splunk environment, we can use the

following SPL query: \ e Al Sep 02,6:38 PM
| rest / servicesNS/-/-/data/lookup-table-files Overview
a 8B B & ®
:nding host for A high-severity alert was triggered for user
in north america I jeunningham due to an exceeded ATT&CK tactic
threshold over the previous 7 days, indicating
potential malicious activity. The alert is associated
L with multiple MITRE ATT&CK techniques, including
To filter events based on the continent being North America, we can LSASS Memory, Scheduled Task, System
use the following SPL query: Information Discovery, and Registry Run Keys /

Al Assistant for Enterprise

Al Assistant for SPL )
Security
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Splunk Al Toolkit
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Das "Al" Kommando d

- Mit Cloud Provider verbinden

- mit lokalem Provider z.B.: Ollama

splunk>enterprise

Showcase Experiments
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Apps ¥

Search Container Management Video Tutorials [2

e help me identify outliers in th

splunk>enterprise Apps ¥ Administrator v B Messages v

Showcase Experiments Search Models Settings Alerts Container Management Connections

< Set up new connection

Selects the connection type

t »nnection type that

Input connection details

Administrator v 5 Messages ¥ Settings v

lues, explaining - lo and any ulations performed: {counts}

irekt in der Suche verwenden

Settings *  Activity v  Help v Find Q

Docs 2 Video Tutorials 12 ATk Al Toolkit

Activity ¥ Help Find Q ‘

Ak Al Toolkit
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Ok, ich kann das auch mit lokalen Modellen
machen.

Aber, brauche ich daflir nicht teure
Hardware?
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Cisco launches Foundation-Sec-8B: Open-Source

Al

Model for Cybersecurity

Cisco's Foundation Al team has introduced Foundation-Sec-8B, an open-weight, 8-billion
parameter Large Language Model (LLM) tailored for cybersecurity applications

Purpose-Built for Security: Trained on a curated dataset comprising vulnerability databases
(e.g., CVEs, CWESs), threat intelligence reports, red team playbooks, and security tooling documentation

High Performance: Outperforms larger models like Llama 3.1 70B on cybersecurity benchmarks
such as CTI-MCQA and CTI-RCM.

Versatile Applications: Supports tasks including SOC acceleration, proactive threat defense,
engineering enablement, and more.

Open and Accessible: Available under the Apache 2.0 license on Hugging Face

Model Access: a
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https://huggingface.co/fdtn-ai/Foundation-Sec-8B
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Foundation-Sec-8B

Modell

Foundation-Sec-8B

Foundation-Sec-8B-Q8 0-GGUF

Foundation-Sec-1.1-8B-Instruct-Q8 0-GGUF

Foundation-Sec-8B-Q4_K_M-GGUF

Grofle

Eigenschaften

Original, Base Model

Hohe Qualitat, GGUF

Version 1.1, verbessert

Kompakt, gute Balance
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Minimalistisch mit
LM Studio
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DEMO
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Enterprise ready
LibreChat + Ollama
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Architektur
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