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performance related can be used to send email alerts to users 
and/or trigger scripts telling other parts of the IT infrastructure 
to perform a particular action.

Writers of malicious software typically watch for spikes of traffic 
to popular sites throughout the world by monitoring social 
networking sites such as Twitter or Facebook. For malware 
writers, these sites can act as indicators of what content is 
currently popular and where malware should be placed for 
maximum effect. With the Blue Coat WebFilter™ option enabled, 
CacheFlow can prevent malicious sites from affecting users. 
Splunk can monitor the amounts and types undesirable content 
and malware-infected sites providing additional benefit for 
carriers to pass onto their customers. Splunk also provides 
monitoring and metrics for URL requests over time by site 
category and by bandwidth consumed. 

Splunk can also collect SNMP traffic from CacheFlow or ProxySG 
for device health monitoring and updates to the CachePulse™ 
database to ensure the appliance effectively caches content and 
consistently delivers high-bandwidth savings.

Splunk for CasheFlow and ProxySG—
Dashboards and Reports
Splunk generates CacheFlow and SG dashboards in real-time, 
which allows for monitoring of key performance metrics as 
requested by Blue Coat customers. Reports from Splunk can 
be downloaded in PDF or Excel format and data ranges are 
fully supported. Reports can also be scheduled for delivery to 
individuals as PDFs. In many cases, a human resources view of 
the data may need to be different than that of the security or 
compliance teams. The Splunk App for Blue Coat supports core 
Splunk functionality such as drill-down from graphical elements; 
robust role-based access controls are easily leveraged in support 
of a variety of views of Blue Coat data. 

Blue Coat CacheFlow
The Blue Coat CacheFlow™ appliance is a high-performance web 
caching solution that saves ISPs and service providers’ money 
while providing a better end-user experience. As the global 
demand for Web 2.0 types of content and on-demand video 
continue to grow, there are regions of the world where the cost 
of bandwidth is remains high and the ability to backhaul traffic 
is limited or cost prohibitive. With Blue Coat CacheFlow, service 
providers can serve dense content while managing their costs. 
Blue Coat CacheFlow provides service providers dynamic web 
elasticity: managing dramatic increases in web traffic by caching 
web content.

Serving video of natural disasters, sporting events, or other web 
content from remote places in the world can quickly escalate 
bandwidth costs as this traffic is back-hauled across limited 
and expensive pipes. Once this content has been accessed and 
cached, additional access costs are managed and reduced.

Blue Coat ProxySG
One of the most popular solutions to proxy traffic to the web, 
ProxySG appliances offer a comprehensive foundation for the 
Blue Coat Secure Web Gateway solution for advanced WAN 
optimization. ProxySG appliances combine high-performance 
hardware with Blue Coat SGOS, a custom, object-based 
operating system that enables flexible policy control over 
content, users, applications and protocols. With both CacheFlow 
and ProxySG appliances, you can:

•	 Protect users and networks from web threats, phishing and 
other attacks

•	 Accelerate application performance for files, email, Web, 
SSL and rich media applications

•	 Significantly reduce bandwidth with leading compression, 
byte caching and object caching technologies

Why Splunk?
Splunk Enterprise provides real-time continuous monitoring of 
the CasheFlow and SG system data and system performance 
information. This makes it easy for enterprise and carrier 
customers to make the transition from ProxySG to CacheFlow.

Splunk will scale to accept Blue Coat system data in either 
native or syslog format at carrier speeds. Splunk can ingest tens 
of terabytes of data per day while monitoring and presenting 
key performance indicators as configurable dashboards and 
reports. Splunk also supports collection and indexing of any 
time-stamped ASCII text. This allows you view other security 
and application system data in context with Blue Coat data. 
End-to-end analysis of security events or web-borne malware 
attacks are more easily discovered using Splunk’s time-
based correlation. Specific events that are either security or 
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The following reports are available in this version of Splunk for 
Blue Coat CacheFlow and SG:

Top Websites: The top 10 listed by number of page impressions 
and amount of bandwidth consumed by the transactions.

Top Categories: The top categories by category name, number 
of page impressions and bandwidth consumed by transaction.

Top Source IP address: The amount of bandwidth consumed by 
IP address.

Bandwidth Saving by Client / Server: The ratio of server side 
bandwidth used to client side bandwidth used over time.

Critical Statistics: Number of HTTP transactions per period. 
Number of server side HTTP requests per period. Number of 
client side HTTP requests per period. Amount of Bandwidth 
used (client/server)

File Types: Bandwidth used per file type with separation in 
Audio/Video and amount of bandwidth consumed/saved.

Allowed/Denied Reports: Allowed vs. Denied by categories or 
destinations IPs/URLs with Drill-down to top denies by source 
IP.

Admin Audit Reports: Provide reports based on syslog 
messages on admin config changes. Reports allow 
administrators to view username, time of change and the 
configuration change that occurred with drill downs on 
username, time and config change event.

Features
•	 Visualize key performance indicators (KPIs) using pre-built 

dashboards monitoring configuration changes, malicious 
websites and bandwidth usage

•	 Ability to set alerts based on Blue Coat appliance 
conditions

•	 Leverages Splunk’s scheduled reporting service 

•	 Ability to add and create your own graphics and 
dashboards 

•	 Scalable, award-winning universal, real-time log event 
collection and indexing from virtually any application, 
server, network or security device 

•	 An intuitive, easy-to-use interface facilitates 
communication of status and issues across the 
organization

•	 Scalable, distributed architecture and flexible deployment 
options
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Free Download
Download Splunk for free. You’ll get a Splunk Enterprise 
license for 60 days and you can index up to 500 megabytes 
of data per day. After 60 days, or anytime before then, you 
can convert to a perpetual Free license or purchase an 
Enterprise license by contacting sales@splunk.com.
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