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Chapter 1
Introduction to Splunk Integration for Unicenter NSM

Unicenter NSM and Splunk

Unicenter Network and Systems Management (Unicenter NSM) helps organizations sustain an on-demand infrastructure, optimizing IT investments and supporting business objectives by continuously assessing and self-managing IT infrastructure elements.

Splunk is search software that indexes and links together all the IT data generated by any system, application or device making it possible to search and navigate your running IT infrastructure.

The integration of Splunk with Unicenter NSM lets NSM administrators search an up-to-the-minute archive of NSM events, along with any other network or system events, in real time.  Troubleshooting is faster and easier.  Problem patterns can be spotted before they become outages.

Chapter 2

Installing the Splunk Integration for Unicenter NSM

Pre-Requisites 

System Requirements

· Windows server running Unicenter NSM

· Unix server running Splunk Professional

Platforms Supported

Unicenter NSM

· Windows Server 2000+

Splunk

· Linux 2.4+ x86

· Solaris 8, 9, 10 SPARC

· FreeBSD 5.x x86

· Mac OS 10.4+ Universal

CA Products and Versions

· Unicenter NSM, version r11

Splunk Products and Versions

· Splunk Professional 1.2+

Installing Splunk Professional.


We recommend that you install and configure your Splunk Professional server first.  If you have not done so, follow these instructions.

1. Download your Splunk Professional software and obtain a license key.  Both are available from www.splunk.com.

2. Run the executable installer binary file.  Its filename will vary, but it will include the Splunk version it installs and the operating system for which it is built.  Below is an example.
# ./splunk-Professional-1.2.4-linux-installer.bin

3. The installer will prompt you for these items:

· Splunk License agreement

· Installation directory path

· Index directory path

· Four TCP ports:

http [8000]

https [8001]

SOAP management [8089]

SOAP search [9099]
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Please specify the installation directory uhers the Splurk Professional and all required libraries will be installed, or hit enter to accen
t the default. e will create a subdirestory there naned "splunk’ and install all files inside the splunk subdirectory.

Installation Direstary [/opt]:

Please specify the directory where Splunk Professional should store persistent data, or hit enter to accept. the default. This location's av
ailoble disk space should be ot least three tines the rau uncompressed size of the data you plan to index.

Database Direstory [/opt/splunk/var/Lib/splunk]:

The Splurk Professional uses four ports by default.
Port 8989 is for http connections to the splurkSearch interface (twistd.py process.)
Port 8981 is for SSL_encrypted https comnections to the splumkearch interface.
Port 8989 is for SOAP management. calls o Splunk Professional (splumkd process. )
Part 9299 is for S0AP search calls to Splurk Professional.
Press enter to accept. these defaults, or specify different ports if your local configuration policy requires then.
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4. The installer will then install Splunk Professional in less than a minute.

5. After the installer exits, copy your license key into place.

# cp splunk.license /opt/splunk/etc/splunk.license
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Then start Splurk Professional with this comand:
7opt/splunk bin/splurk start.

After Splunk Professional starts, open the URL http://splunkhost:8080 (or
whatever hostnane Tuns Splurk Professional) and log in as user aduin,
passuord changene .

The hone page will guide you through the next steps to index and
search your data.
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Press [Enter] to continue

Setup is now ready to begin installing Splunk Professional on your computer.

Do you vant. to continue? [¥/n]: ¥

Please wait uhile Setup installs Splunk Professional on your host.
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Installation successful. See the READNE.Ext file in your install directary. It tells you how to get and install the license key.

# cp ~/splunk..License /opt/splunk/etc/[]




6. Create a TCP input module in your new Splunk Professional installation.  The easiest way is to copy the built-in log4j module and rename it.

# cd /opt/splunk/etc/modules 

# cp –pr log4j tcp

# cd tcp

# mv config.xml.disabled config.xml

7. The module’s configured TCP port on which it listens for incoming data is 9998.  If you need to change this, edit the file config.xml and change the port number in this line.

<port>9998</port>

8. Start the Splunk Professional server.

# /opt/splunk/bin/splunk start
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# cd /opt/splunk/eto/modules
#cp —pr logd] tep

# fopt/splunk/bin/splurk start.

Verifying configuration (this nay take a while).
Finished verifying conf iguration.

Checking prerequisites

Version is Splurk Professional

License file found

Checking http port [808]

Checking https port [081.

Checking ngnt port [8889]: open

Checking search port [9899]: open

Checking for selinux: disabled
ALL checks passed

Starting splukd

Starting splunkSearch
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Installing the Integration

1. Double-click the Splunk2CA-1.0-windows-installer.exe file to launch it.

2. When the Setup window appears, click Next to continue.
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3. Enter your installation directory.  This should be the location of your existing CA software.  The default is C:\Program Files\CA. Click Next to continue.
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4. Enter your Splunk host’s IP address.  The default, 10.1.1.1, is surely incorrect. Click Next to continue.
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5. Enter the port on which your Splunk server listens for browser connections.  The default is 8000.  Click Next to continue.
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6. Enter the port on which your Splunk server reads CA logs via TCP.  The default is 9998.  Click Next to continue.
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7. The Setup dialog should now say “Ready to Install.”  Click Next to perform the installation.
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8. The Setup dialog will display a progress bar while it installs the Splunk2CA software.  This should take at most 15 seconds.

9. When the installation is complete, click Finish to close the Setup dialog and optionally display the README file.
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Chapter 3

Using the Splunk Integration for Unicenter NSM

Launching Splunk from NSM

As soon as you complete the integration installation above, your Unicenter NSM server should begin transmitting events to your Splunk Professional Server on TCP port 9998.  Splunk Professional should immediately index events.

To launch Splunk from NSM, right-click on a device in the Topology pane and select My Actions -> Splunk IT.
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NSM will launch a browser window that connects to the Splunk Professional server.  The default login for a new Splunk Professional installation is admin, username changeme.
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For a quick Splunk tutorial, see the Splunk User’s Guide at www.splunk.com/r/docs.

Splunk Documentation, Help and Support

An up-to-date User’s Guide and Administrator’s Guide are available at www.splunk.com/r/docs.  Technical support forums, FAQs and email contacts are available www.splunk.com/r/support .

Chapter 4

Removing the Splunk Integration for Unicenter NSM

Uninstalling the Integration

1. Find the uninstall.exe program in the directory where you installed the CA integration.  The default is C:\Program Files\CA\uninstall.exe.

2. Double-click the uninstall.exe file to launch it.

3. When the Uninstaller window appears, click Yes to uninstall the Splunk-2-CA integration.
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Uninstalling Splunk Professional

On the Splunk Professional host, run the uninstaller program in the directory where you installed Splunk Professional.  
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