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Machine Data:  
An Untapped Gold Mine for HHS 
Why analyzing the countless bits and bytes of 
digital infrastructure should matter to HHS leaders.

Read this paper to find out how 
analyzing machine data can help 
HHS agencies provide better citizen 
services, increase operational 
efficiencies and improve security.

3	Citizens expect Amazon-type 
services from government 
agencies.  

3	However, government agencies 
struggle with outdated 
infrastructure. 

3	You’ve heard of big data 
analytics — but how much do 
you know about machine data?



What Can HHS Learn from Domino’s Pizza?
In May 2015, Domino’s announced it would roll out a 

“tweet-to-order” system, enabling its U.S. customers to place 

an order in 140 characters or less — or simply by sending a 

pizza emoji to @Dominos. “It’s the epitome of convenience,” 

CEO Patrick Doyle said at the time. “We’ve got this down 

to a five-second exchange.”1 It was the latest move for 

a company known for its streamlined — and even fun — 

ordering process, complete with real-time, step-by-step 

updates on a pie’s progress and its estimated time of arrival. 

However, while it’s presented as simple to the pizza-

ordering public, there’s a fair amount of sophistication 

behind the scenes to consistently keep customers 

apprised of their pizza’s whereabouts or allow them to 

order via mobile phone, Samsung Smart TV or Android 

Wear smartwatch. 

Part of the company’s recipe for success is tapping into 

and applying analytics to its machine data, or information 

created solely by machines without human intervention. 

This could include applications, servers, network devices, 

security devices or other infrastructure. By analyzing this 

data, the company can monitor its online response times, 

see its orders per minute, understand how successful 

a particular coupon is, troubleshoot issues and provide 

feedback to developers. It’s invaluable to a business where 

online downtime translates to $100,000 a minute. 

What does this have to do with health and human 

services (HHS)? Consider the highly anticipated rollout 

of healthcare.gov in 2013. While it should have been 

a straightforward e-commerce site, on its first day of 

operation only six people were able to enroll. Fast forward 

two years and the site is vastly improved, but back-end 

troubles still persist. 

As HHS agencies face pressure to mimic the private 

sector, and more conveniently and efficiently serve citizens 

in an increasingly online and mobile environment, the 

customer experience and uptime of digital infrastructure 

is more important than ever before. This paper will explain 

what machine data is and how analyzing it can help 

HHS agencies provide better citizen services, increase 

operational efficiencies and improve security. 

HHS Challenges: High Demand, Tight 
Budgets, Greater Security Risks 

Like many other public sector agencies, health and 

human services departments are in a quandary. From the 

citizen’s perspective, after buying a month’s worth of paper 

towels with one click on Amazon (and receiving them in two 

days — with free shipping!), it can seem particularly torturous 

to endure a byzantine process to apply for Supplemental 

Nutrition Assistance Program (SNAP) benefits online or, 

worse, have to complete the process in person. Government 

agencies are increasingly compared to the private sector, 

but they rarely, if ever, have the resources of behemoth 

retailers and their e-commerce sites. 

HHS agencies also face a particularly hard reality as 

they struggle to serve more citizens. Thirty-five percent 

of respondents to a June 2015 Governing Institute survey 

of 285 HHS leaders said demand for their services had 

increased at least 25 percent from the previous year.2 

This could be partly due to the fact that, as of January 

2015, 11 million people had enrolled in Medicaid since the 

Affordable Care Act (ACA) took effect, for a total of more 

than 70 million people in the program.3 In addition, HHS 

agencies serve a vulnerable population. These citizens 

struggle with financial hardships, social problems and/or 

challenges to their physical or mental health. It’s critical 

— and sometimes a matter of life or death — for them to 

receive exceptional service delivery.

To serve more citizens in ever-complex programs, 

HHS agencies must increase efficiencies and employ 

lean IT practices. To do this, they leverage a multitude of 

applications and systems, including Medicaid management 

information systems (MMISs), individual program eligibility 

systems, case management systems, transaction 

processing systems and more. Increasingly, states are 

also implementing integrated eligibility systems. However, 

IT systems and applications come with their own set 

of challenges. Much of this technology infrastructure is 

outdated, and even new systems can be poorly integrated or 

prone to error. 

Finally, outdated and disjointed IT systems can put 

HHS agencies at risk for security threats, as well as fraud 
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and waste. Since 2009, data from more than 120 million 

people has been compromised in more than 1,100 separate 

breaches at organizations handling protected health data.4 

And in 2014, states lost approximately $17.5 billion to 

improper Medicaid payments.5 These incidents not only 

cost government agencies money they can’t afford, but 

they lower citizen trust and create compliance issues with 

mandates such as the Health Insurance Portability and 

Accountability Act (HIPAA).

What is Machine Data?
The concept of big data analytics, while maybe not 

entirely understood by the layman, is not particularly new. 

Over the last few years, big data analytics has been big 

news as government leaders have grasped the potential of 

examining big data to uncover hidden patterns, unknown 

correlations and other useful information to make better 

decisions. Cities from Minneapolis to Miami have used big 

data analytics for predictive policing to anticipate a crime, 

“Minority Report” style, and be there to prevent it. North 

Carolina is using big data analytics to reduce the filing of 

fraudulent tax returns. And in HHS, the state of Indiana 

applied big data analytics to determine the reasons why  

it had an unusually high infant mortality rate, while 

Wyoming analyzed its data to identify frequent users of 

hospital ER services and direct them to more appropriate 

health care options.

This type of big data analytics — the kind we 

traditionally think of when we hear “big data” — analyzes 

human-generated data, or data that is the direct result of 

human choices. People commit crimes; individuals cheat 

on their taxes; mothers make choices that affect the health 

of their child. As we have seen, applying big data analytics 

to information traditionally too large to be processed 

produces powerful insights and allows leaders to make 

more informed decisions. 

Machine data is different, but no less useful. As the name 

implies, machine data is data generated by machines. Machine 

data is everywhere. The cars we drive generate data that 

insurance companies can use to give discounts for safe driving. 

It can also help improve driving habits and fuel efficiency 

by measuring braking and acceleration. Our smartphones, 

Fitbits and computers all produce data, as do our thermostats, 

medical devices and TVs.
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The Ubiquity of Machine Data
Machine data is omnipresent. It includes:
9 Location data, such as RFID chip readings and GPS  

information
9 Sensor data for environmental conditions such as 

temperature, sound, pressure, power, water levels 
and more

9 Computer, network and server logs
9 Output from medical devices such as a pacemaker 
9 Call detail records
9 Satellite and similar telemetry



Machine data can be particularly helpful to public 

agencies in better serving citizens. For example, in Colorado, 

Denver Water is harnessing the power of machine data to 

find potential system errors and fix them before users realize 

something is amiss. The public utility combs through activity 

logs of its internal applications to look for trends that indicate 

problems on the horizon. Log data is displayed in various 

graphical formats as opposed to an unstructured jumble of 

text and code, enabling IT leaders to make informed and 

proactive decisions. 

Instead of being reactive to technical errors and help 

desk tickets, the utility’s IT team can quickly see failure 

trends and address them ahead of time. In addition to 

troubleshooting, machine data is also helping the utility get a 

better picture of how employees are using their applications.6 

How Can Machine Data Analytics Help 
HHS Agencies Solve Problems?

HHS agencies can apply big data analytics to machine 

data in much the same way as Denver Water — and reap the 

same rewards. All websites, communications, networking 

and other IT infrastructures in HHS generate massive 

streams of machine data in an array of unpredictable 

formats that are difficult to process and analyze by traditional 

methods or in a timely manner. While this data comes in bits 

and bytes, it can be tremendously important — not only to 

the IT department, but to leaders across the HHS enterprise. 

This data holds critical information on user behavior, security 

risks, capacity consumption, service levels, fraudulent 

activity, customer experience and more. In short, it provides 

operational intelligence that helps agencies deliver better 

services and maximize operational efficiencies while 

protecting personal health data and reducing fraud. 

Providing Better Citizen Services. Government agencies 

serve an extremely wide range of users, including the 

elderly, those who have limited access to computers and 

devices, those who exclusively use smartphones to access 

the Internet and those who are experiencing extreme stress 

in the face of personal or natural disasters. When system 

mistakes happen, the cost is measured in more than dollars. 

Snapshots of Agency Data Enable  
Real-Time Decision-Making
Machine data analytics can be displayed in user-friendly, intuitive 
dashboards, allowing stakeholders to monitor granular system 
information and detect and remediate problems immediately.

Using a dashboard, agencies can understand the peaks and 
valleys of performance, making sure they can handle workloads 
from capacity and infrastructure perspectives. Staff can spot 
abnormal patterns and errors, track usage trends and act upon 
real-time, high-performance metrics, such as response times and 
transaction volume.

For example, say staff are overloaded with calls about an issue 
after a design modification. The team might be in the dark unless 
they have an analytics platform that uncovers the error and a 
dashboard that helps them see the big picture. They can then use 
the system to isolate the particulars of the problem so they can 
correct it.

A dashboard is especially useful when calls flood the system. 
Staff can spend hours, days or weeks trying to repair issues when 
they’re not sure of their source. With an analytics dashboard, 
indicators inform staff of problems, and data helps them determine 
if there is a preponderance of outages in a specific area, as well as 
spot outliers for further investigation.
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By applying big data analytics to machine data, 

agencies can help ensure these individuals receive critical 

assistance and no longer find themselves on hold during 

outages or system glitches. Staff can provide superior 

customer service to citizens by vastly shortening call wait 

times, answering questions quickly or even eliminating 

citizens’ need to request support in the first place.

Analyzing machine data provides agencies with specific 

insights into user actions and user interface problems with 

up-to-the-minute views of transactions. They can better 

understand the needs and behavior of citizens, track and 

report on user activity by region, and develop innovative 

strategies to meet HHS service needs.

Agencies can also learn who is using the system, how 

they use it and what hiccups occur along the way. They can 

learn the following kinds of information:

9 Transaction volume. When are applications used? When 

are there peak loads?

9 User machines and devices. What kinds of machines, 

browsers and software are being used? What is the 

level of mobile usage, and what mobile devices are 

being used?

9 User behaviors. What do citizens do on any given 

webpage? Do most individuals submit forms on their first 

attempt? Do some exit without saving?

9 Form submission patterns. How long does it take to 

submit a form? Does the submission time range from 

minutes to hours? If so, why?

9 System availability. Is the system slow? Is slowness 

related to the network, database or application server? 

9 Error patterns. Are particular pages causing problems? 

What kinds of errors occur? What is the user drop-off 

rate? Where are users most likely to drop off?

Increasing IT Operational Efficiencies. Analyzing machine 

data generated by the IT infrastructure gives HHS agencies 

real-time visibility into system performance, capacity 

consumption, potential bottlenecks and other problems. 

Agencies can track system-wide events and highlight 

issues that otherwise would have been near impossible 

to detect, significantly reducing the need for computing 

resources, speeding up processes and lowering operating 

expenses. Agencies can also track application delivery and 

make sense of historic trends and patterns. They can remedy 

downtime situations before they impact vast numbers of 

constituents, then allow employees to immediately validate 

changes. When they spot exceptions, bottlenecks, deviations 

or anomalies in real time, they can ensure the appropriate 

party responds to the problems immediately. 

Analyzing this data is also important because HHS 

agencies consistently struggle to comply with evolving 

state and federal legislative mandates, benefit program rule 

changes and more. Modifying complex systems without 

causing a glitch or a complete outage is a challenge, but 

analyzing machine data allows developers to make a 

change and immediately see the impact and what went 

wrong. Agencies can also analyze machine data to monitor 

virtualization initiatives, consolidations and cloud migrations. 

Improving Security. The threat landscape is rapidly 

evolving. As citizens increasingly access services through 

Web portals, governments must take extra steps to defend 

public assets and confidential information, such as tax 

returns and health care records. Furthermore, fraud and 

billing errors cost taxpayers billions of dollars annually.7 

Current solutions that pinpoint fraudulent transactions often 

provide insight only after payments are issued, resulting in 

an ineffective “pay and chase” model.

According to the Federal Trade Commission, of more 

than 2.58 million complaints in 2014, fraud complaints were 

the most common, followed by identity theft complaints. 

Government documents/benefits fraud (network hacks, 

stolen credentials and theft of personal information) were 

the most common form of identity theft.8 According to the 

Identity Theft Research Center, the number of U.S. data 

breaches tracked in 2015 totaled 781, with government/

military records totaling 8.1 percent of that number.9

The lack of coordination among agency systems 

makes HHS applications an easy target for hackers and 

fraudsters. By applying big data analytics to machine 

data, agencies can better protect public data and other 

sensitive information from external and internal threats; 
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A large HHS agency with more than 4,000 employees and a caseload of more than one million clients recently upgraded 
from a legacy system to provide exceptional citizen service and transparent accountability. They had created an 
eye-pleasing, seemingly user-friendly portal to simplify access to benefits, but the volume of support calls didn’t 
decrease as expected and they had no way to understand why. 

Analyzing machine data gave the agency operational intelligence to optimize the new system. By focusing on solutions 
rather than diagnosis, staff quickly resolved errors, reducing the median time to resolution (MTTR) — or average amount 
of time it takes to resolve an issue — from weeks to hours, and improving uptime to 99 percent. They were also able 
to produce meaningful reports, exposing procedural issues and logic flaws that had caused delays. Tedious manual 
processes were replaced with rapid-fire insights.

When Machine Data Matters

Perhaps most importantly, agency management used staff time more efficiently by gaining a clear understanding of 
end-user needs and system problems, and implementing quick-turnaround fixes. The result was much less citizen and 
staff frustration and increased citizen satisfaction.

Provide end-to-end 
visibility into the big 
picture.

Reveal peaks and valleys of 
performance, making sure 
the system could handle 
infrastructure loads.

Create alerts to instantly bring 
issues to light, improving 
troubleshooting, reducing customer 
support calls and potentially 
avoiding millions in federal fines.

Identify performance problems by 
region in real time, enabling different 
groups to immediately spot anomalies 
for further investigation.

Analyze usage patterns  
to reveal opportunities to 
streamline workflows.

Detect red flags, leading 
to fewer fraudulent 
applications.

Analyzing machine data helped the 
agency:



query, correlate and visualize data to identify and track 

suspicious behavior (for example, someone trying to apply 

for Medicaid services from China or Russia); ensure the 

resiliency of networks; and stay ahead of security breaches 

and malicious attacks.

Agencies can also mitigate the impact of insider 

threats using machine data to create a baseline of what 

is normal within an organization. Insider threats can be 

difficult to discover because what may be normal activity 

for one employee could be abnormal for another. However, 

a data analytics tool can look across the entire spectrum 

of machine data in real time to immediately identify 

suspicious activity. 

Finally, all states are subject to federal information 

processing requirements, and deficiencies in performance 

levels and compliance reporting can lead to federal fines. 

Applying analytics to machine data can support security and 

privacy compliance mandates such as HIPAA, along with the 

strict security guidelines established in IRS Publication 1075. 

Conclusion
By applying big data analytics to its machine data, 

Domino’s discovered a previously untapped gold mine of 

information, and with it the ability to optimize its website, 

or, what Site Reliability Engineering Manager Russ 

Turner characterizes as “the biggest cash register in the 

company.” After employing analytics, the company had 

its biggest Super Bowl ever, largely because its IT team 

could monitor individual store response times. 

Delivering services to citizens in need is far more 

important than delivering a pizza. But as HHS agencies 

increasingly move services online and employ complex IT 

infrastructure such as integrated eligibility systems to more 

efficiently and effectively help people in need, they can use 

the same tools as Domino’s and Denver Water to deliver better 

citizen services, improve IT efficiencies and increase security. 
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